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The concept of ‘insider 
trading’ is not new in 
India and one may 
also be aware of the 
regulations framed 
by the Securities and 
Exchange Board 
of India (SEBI) for 
prevention of insider 
trading which are in 
place for more than 
a decade. Certain 
recent sweeping 
changes in the insider 
trading laws have 
vastly increased the 
ambit of coverage and 
some of these changes 
may have specific 
impact on Chartered 
Accountants as 
an employee or a 
partner working in a 
professional services 
firm. Read on to know 
more…

The Securities and Exchange 
Board of India (SEBI) brought 
about significant updates in the 
insider trading regulations in 
December 2018 vide the SEBI 
(Prohibition of Insider Trading) 
(Amendment) Regulations, 
2018 (w.e.f. April 01, 2019) 
(the ‘Regulations’). While 
these updates overhauled 
the Regulations in various 
aspects including but not 
limited to obligations of listed 
companies, amongst the most 
significant changes relevant for 
practicing chartered accountant 
professionals were the changes 
in relation to formalising the 
obligations of any professionals 
rendering services to listed 
companies such as auditors, 
accountancy firms, consultants 

etc. The purpose of this article 
is to attempt to give you an 
overview of the significant 
changes with regard to 
obligations of ‘fiduciaries’ 
with respect to preventing, 
controlling and monitoring 
of potential violations of the 
Regulations. 
Let us begin by looking at the 
relevant clauses in this regard 
in the Regulations. Kindly 
draw your attention to the 
following clause which defines 
‘fiduciaries’:
Explanation to Clause 9(2):

Professional firms such 
as auditors, accountancy 
firms, law firms, analysts, 
insolvency professional entities, 
consultants, banks etc., assisting 
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or advising listed companies 
shall be collectively referred to 
as ‘fiduciaries’ for the purpose of 
these regulations.
While the erstwhile Regulations 
always did exercise jurisdiction 
over professional firms such as 
auditors, accountancy firms, 
consultants etc., assisting or 
advising listed companies, the 
obligations imposed were to an 
extent limited.
So What’s New?
Let us now look at how do the 
Regulations impact you or your 
professional services firm while 
rendering services to listed 
companies or other capital 
market participants.
a) Updated requirements for 
Code of Conduct (‘CoC’)
The first and foremost changes 
in the Regulations are in 
relation to the CoC. While 
the erstwhile Regulations did 
mandate persons ‘other than 
listed companies or market 
intermediaries’ to formulate 
a CoC governing trading in 
securities by their employees, 
the amended Regulations 
stretch these obligations to 
a considerable extent. The 

amended Regulations place an 
obligation on ‘fiduciaries’ to 
frame a CoC to not only govern 
trading in securities by their 
employees, but also specifically 
provide minimum standards to 
regulate, monitor and report 
trading by their ‘Designated 
Persons’ as further explained 
in Schedule C to the amended 
Regulations.
What are the aspects that 
the CoC needs to address:

(i) Appointment of a 
Compliance Officer for 
prevention of insider 
trading.

(ii) Establish clear protocols to 
ensure that all information 
is handled on a need to 
know basis.

(iii) Extend the applicability of 
the CoC to even immediate 
relatives of ‘designated 
persons’. 

(iv) Pre-clearance of trades 
of ‘designated persons’ by 
the Compliance Officer 
after obtaining necessary 
declarations.

(v) Sanctions and disciplinary 
actions for violations of the 
CoC.

(vi) Disclosure of certain 
information by ‘designated 
persons’.

As one can see from the above, 
the minimum requirements 
for CoC by a fiduciary have 
been clearly enumerated in the 
amended Regulations. While 
the erstwhile Regulations 
mandated even agencies such as 
professional firms to adopt the 
same standards for the CoC as 
listed companies, the amended 
Regulations have laid out a clear 
distinction between CoC for 
listed companies and CoC for 
fiduciaries. While there is an 
element of overlap between the 

minimum standards for both 
the CoC, there is an element of 
distinction as well considering 
the different nature of listed 
entities versus the entities that 
render services to these listed 
entities. It is also pertinent to 
note that the CoC is intended to, 
and rightly so, establish a clear 
tone at the top to deter insider 
trading and deter dissemination 
of information which could 
potentially be misused by 
anyone else either within or 
outside the organisation to 
indulge in insider trading.  
b) So who is a Designated 
Person?
You may have noticed that 
the phrase ‘designated person’ 
has been emphasised in 
several instances in the above 
paragraphs; and may be 
wondering what the relevance of 
the same is. Let us understand 
the term ‘designated person’ a 
little better. 
The concept of ‘designated 
person’ was brought about 
for the first time in these 
Regulations w.e.f. April 1, 
2019. While the erstwhile 
Regulations defined ‘insiders’ 
and ‘connected persons’, the 
updated Regulations chose to 
enhance the span of its coverage 
beyond ‘insiders’ and ‘connected 
persons’ by defining ‘designated 
persons’ as follows [Reference 
Clause 9(4)]:
Employees of such fiduciary 
who would have access to 
unpublished price sensitive 
information (UPSI) would 
be considered as ‘designated 
persons’. In addition, the 
following would also be 
considered as ‘designated 
persons’ for a fiduciary:
� All promoters who are 

individuals or investment 
companies.

It is also pertinent to 
note that the CoC is 
intended to, and rightly 
so, establish a clear 
tone at the top to deter 
insider trading and 
deter dissemination of 
information which could 
potentially be misused by 
anyone else either within 
or outside the organisation 
to indulge in insider 
trading. 
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� Employees can be 
designated persons on the 
basis of their functional 
role.

� CEO and employees up 
to two levels below CEO 
of fiduciary irrespective 
of their functional role or 
access to UPSI.

� Any support staff such as IT 
staff or secretarial staff who 
have access to UPSI.

In order to better understand 
the above, you may refer to the 
below diagram:

Individual 
(including IT 

staff or secretarial staff) 
has

access to UPSI 

The individual is 
considered a 

‘designated person’
Yes

No

Individual is either 
(i) promoter; or (ii) CEO; 
or (iii) upto 2 levels below 

CEO

Yes

Governing body of 
the fiduciary considers 

the individual as 
‘designated person’ ?

Yes

No

For a fiduciary, obtaining a 
clear understanding of which 
individuals are considered 
as designated persons is 
of paramount importance, 
since a critical part of the 
compliance obligations in 
the amended Regulations, 
as applicable to a fiduciary, 
are defined with reference to 
designated persons and hence, 
any potentially incorrect 
exclusion of any individuals 
from being considered as 
designated persons may put 
the fiduciary at a significant 
risk of non-compliance with 
the Regulations. Organisations 
(fiduciaries) with a conservative 
mindset, may even consider 
it prudent to err on the side 
of caution and consider a 
more inclusive policy while 

determining individuals to 
be considered as designated 
persons. 
Some Points to Ponder:

1)  As you have seen above, the 
CEO and employees up to 
two levels below CEO of 
the fiduciary irrespective 
of their functional role in 
the entity or ability to have 
access to unpublished price 
sensitive information are to 
be considered as designated 
persons. Considering the 
structure in a chartered 
accountancy limited 
liability partnership (LLP) 
firm, where the firm is 

constituted by individuals 
as partners, the concept of 
a CEO may not apply in its 
true sense. 

 In this scenario it may 
be relevant to divert our 
attention to the provisions 
of the Limited Liability 
Act, 2008 (the LLP Act) 
which defines a ‘designated 
persons’ (not to be confused 
with designated persons 
as defined under the 
Regulations). The LLP 
Act prescribes that every 
limited liability partnership 
shall have at least two 
designated partners who 
are individuals and also 
states that a designated 
partner shall be responsible 
for all acts, matters and 

things as are required to 
be done by the limited 
liability partnership in 
respect of compliance of the 
provisions of the LLP Act. 
In the absence of a ‘CEO’, 
should a designated partner 
of a LLP firm be considered 
as ‘CEO equivalent’; and 
consequently should 
the requirement for 
employees at ‘two levels 
below the CEO’ be 
considered accordingly? The 
Regulations do not clarify 
the position at the moment.

2)  Another relevant aspect 
worth exploring is to 
examine the scenario of 
a chartered accountancy 
firm rendering  
professional services such 
as audit or consultancy to 
its various listed clients. 
It is not unusual to find 
that in case of audit firms, 
teams working on either 
a particular client or a 
particular industry are 
segregated by specialisation 
of skillsets and typically 
would not have access to 
UPSI related to projects in 
which they are not involved. 
In such a scenario, it is 
worth questioning whether 
these individuals would be 

A new clause 9A 
(Institutional Mechanism 
for Prevention of Insider 
Trading) has been 
inserted by the amended 
Regulations which 
elaborate on the various 
forms of internal control 
mechanisms expected 
from a listed company, 
intermediary or a 
fiduciary.
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 considered as designated 
persons even for those 
listed clients for whom 
they do not have access to 
UPSI merely because of the 
fact that they are up to two 
levels below the ‘CEO’ level.

c) Implement Internal Controls 
to Prevent Insider Trading.
Now we come to another one 
of the critical requirements 
with regard to implementation 
of internal controls by a 
fiduciary. A new clause 9A 
(Institutional Mechanism for 
Prevention of Insider Trading) 
has been inserted by the 
amended Regulations which 
elaborate on the various forms 
of internal control mechanisms 
expected from a listed company, 
intermediary or a fiduciary.
Certain obligations have been 
placed on fiduciaries to put in 
place internal controls to ensure 
compliance with regulations 
including the following: 
(i) Identification of all 

unpublished price 
sensitive information 
and maintaining its 
confidentiality; 

(ii) placing restrictions on 
communication of UPSI; 

(iii) confidentiality agreements 
with employees having 
access to UPSI; 

(iv) periodic review of these 
internal controls;

(v) Governing body of 
such fiduciary to ensure 
compliance with all 
the provisions of the 
Regulations and shall review 
compliance of such internal 
control system.

The Regulations also 
place certain additional 
responsibilities for an internal 
control system on the listed 
company which, for some 
reason, have not been made 
applicable to the fiduciary 

namely (i) formulation of 
policies and procedures of 
conducting inquiries into 
leakage of UPSI; and (ii) 
establishing a whistle-blower 
policy to enable employees to 
report instances of leakage of 
UPSI.

Certain Good Practices 
to Consider While 
Implementing an Internal 
Control System:

The following examples may 
be helpful for a fiduciary to 
consider while implementing an 
internal control system in order 
to comply with the Regulations:
(i) Considering extending the 

code of conduct to third 
parties or contract staff 
working with the fiduciary 
as long as they have access 
to USPI;

(ii) Consider implementing 
information technology 
based monitoring controls 
which help in detecting 
sharing of information 
by employees to external 
storage medium or personal 
email domains;

(iii) Annual training to all 
employees and contract staff 
on prevention of insider 
trading;

(iv) Embed confidentiality 
clauses as part of all 
employment contracts;

(v) Roll-out periodic 
communication 
campaigns to reinforce 
the requirements of the 
Regulations;

(vi) Consider performing 
periodic verification of 
employee’s securities trading 
records on a sample basis to 
ensure that the employees 
have not undertaken any 
trading in securities of listed 
companies for which they 
have had access to UPSI;

(vii) Emphasise the importance 
of maintaining a clean-desk 
policy which will reinforce 
messages on securing and 
taking care of electronic 
assets such as laptops and 
portable storage medium 
and physical papers; and

(viii) Strict disciplinary policy to 
deal with any exceptions.

d) Implement ‘Digital Database’ 
for Information on Designated 
Persons:
The Regulations w.e.f. April 
1, 2019 has mandated every 
listed company to maintain a 
structured ‘digital database’ 
containing certain information 
(names and PAN) of such 
persons or entities with whom 
UPSI is shared under the 
Regulations. SEBI has now 
revised the ‘Guidance Note on 
SEBI (Prohibition of Insider 
Trading) Regulations, 2015’ 
on July 5, 2019 to clarify that 
this requirement of digital 
database shall now also apply 
to fiduciaries (which was not 
hitherto the case).
Let us now contrast this with 
another similar requirement 
applicable to a fiduciary, under 
the Regulations (Schedule C), 
which require all designated 
persons of the fiduciary to 
disclose the following to the 
fiduciary on an annual basis or as 
and when information changes:
(i) Names of educational 

institutions from which 
the designated person has 
graduated;

(ii) Names of past employers of 
the designated person;

(iii) Name and PAN of 
immediate relatives of the 
designated person;

(iv) Name and PAN of persons 
with whom a material 
financial relationship is 
shared;

(v) All phone numbers of the 
above two categories of 
persons;
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In light of this requirement, 
it becomes imperative for a 
fiduciary to have a robust digital 
system to capture all of the 
above information on a timely 
basis and also ensure that the 
digital data is not tampered with 
and has adequate audit logs 
enabled.

Some clarifications:

1) A spouse, even if he/she 
is financially independent 
and does not consult the 
designated person while 
taking trading decisions, 
is presumed to be an 
‘immediate relative’, unless 
rebutted so [qs.11 in the 
Guidance Note issued by 
SEBI dated 24 August 2015]. 

2) The Regulations also do not 
seem to provide any lower 
age limit to be considered 
by designated persons 
while disclosing name, 
PAN or contact numbers of 
designated persons. Hence, 
this disclosure requirement 
may also be applicable to 
minor dependents of the 
designated persons.

3) Clause 3(2B) of the 
Regulations require that all 
listed companies are now 

required to give ‘due notice’ 
to all insiders to maintain 
confidentiality of UPSI. It 
does not seem to be clear 
at this moment as to what 
should be the approach 
adopted by a fiduciary with 
respect to ascertaining 
designated persons when 
a listed company for any 
reasons fails to provide a 
due notice to the fiduciary. 

4) It is also pertinent to note 
that the declaration with 
regard to UPSI is not 
specific to any financial 
year and is at a ‘point in 
time’ irrespective of the 
financial year to which the 
information relates - with 
the only condition being 
that the information should 
constitute UPSI.

To summarise this article, the 
following 9 pronged approaches 
may be helpful for a fiduciary to 
appropriately frame a response 
to its obligations under the 
Regulations:
a) Implement a comprehensive 

code of conduct for 
prevention of insider 
trading and consider 
making it applicable for 
third party contractors 
working with the fiduciary 
and who will have access to 
UPSI;

b) Roll out a clearly defined 
policy for ascertaining who 

are designated persons with 
well laid out parameters;

c) Ensure a well-controlled 
mechanism for dissemination 
of information considered as 
UPSI; 

d) Do keep an eye out for new 
team members inducted 
on a sensitive project 
(entailing access to UPSI) 
and subsequently ensure 
that these newly on-
boarded team members are 
appropriately considered as 
designated persons;

e) Consider appointing a 
single point of contact 
within the project team 
who will be responsible 
for ensuring that the list of 
designated persons for any 
project is kept current and 
updated;

f ) Ensure that information 
with respect to designated 
persons to be maintained 
by the fiduciary (e.g. PAN, 
mobile number etc.) is 
revisited at annual interval 
or at every occasion of 
change;

g) Ensure a comprehensive 
training to all staff on the 
insider trading provisions;

h) Encourage project team 
members to be vigilant in 
the course of their work to 
any instances of potential 
leakage of UPSI;

i) Consider implementing an 
automated mechanism for 
obtaining confirmations 
from employees on an 
annual basis that they have 
complied with all provisions 
of the Regulations and that 
the declarations provided 
by them continue to be 
current. n

The Regulations also 
do not seem to provide 
any lower age limit to be 
considered by designated 
persons while disclosing 
name, PAN or contact 
numbers of designated 
persons. Hence, this 
disclosure requirement 
may also be applicable to 
minor dependents of the 
designated persons.

Ensure that information 
with respect to designated 
persons to be maintained 
by the fiduciary (e.g. PAN, 
mobile number, etc.) is 
revisited at annual interval 
or at every occasion of 
change.
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