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Blockchain May Lead to New Era of 
Accounting and Auditing Practices

Blockchain is an undeniably ingenious invention – the brainchild of a person or group of 
people known by the pseudonym, “Satoshi Nakamoto.” Blockchain came to the world’s attention 
thanks to its role as the underlying technology behind Bitcoin, the most popular cryptocurrency. 
Blockchain is a decentralized database (distributed ledger) that operates on a consensus basis. 
Every data block in the ledger is linked to the previous block by a cryptographic algorithm called 
a hash, with the linked blocks forming a chain – hence the name “blockchain.” This article dwells 
into the concept of blockchain from the perspective of accountancy profession. Read on…
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All the information available on the blockchain is 
continuously reconciled and shared amongst all 
users like a database.
The thought leaders of the world in the blockchain 
sphere offer numerous benefits of blockchain 
technology which include:
1. Decentralization: This is a core concept and 

benefit of blockchain. Instead of assigning a 
unique separate third party for the purpose 
of validation, blockchain uses a consensus 
mechanism to do so.

2. Transparency and trust: As blockchains 
are shared and everyone can see what is on 
the blockchain, this allows the system to be 
transparent and as a result trust is established. 
Transparency is established through out the 
supply chain, right from the producer to the 
consumer.

3. Immutability: Immutability refers to 
something which can never be modified or 
deleted. Once the data has been written into 
the blockchain, it is extremely difficult to 
change it back. Proof of work in blockchain 
makes it tamper proof and in turn immutable.

4. High availability: As the system is based on 
thousands of nodes in a peer-to-peer network, 
and the data is replicated and updated on each 
and every node, the system becomes highly 
available. Even if nodes leave the network or 
become inaccessible, the network as a whole 
continues to work, thus making it highly 
available.

5. Highly secure: All transactions on a 
blockchain are cryptographically secured and 
provide integrity. 

6. Simplification of current paradigms: The 
current model in many industries such as 
finance or health is rather disorganized, 

It is storage of data that:

� usually contains financial transactions

� is replicated across several systems in 
almost real-time,

� usually exists over a peer to peer network

� uses cryptography and digital signature to 
provide identity, authenticity and enforce 
read/write rights,

� can be written by certain participants,

� can be read by certain participants,

� have mechanism to make it hard to change 
historical records.

Any new update to the data in the blocks is 
in turn verified and approved by all the users 
which increases the authenticity of the data. The 
database does not have a central administrator. It 
is similar to a Google Docs with restricted settings, 
allowing only the verified authors to make edits, 
but enabling everyone to see them and see who  
made them.

Four elements of Blockchain are :

Ø Replicated Ledger: contains history of all 
transactions, append-only with immutable 
past and distributed and replicated

Ø Consensus: Decentralized protocol, 
shared control tolerating disruption and 
transactions validated

Ø Cryptography: Integrity of ledger, 
Authenticity of transactions, privacy of 
transactions and identity of participants.

Ø Business Logic: Logic embedded in the 
ledger, executed together with transactions 
and from simple “coins” to self-enforcing 
“smart contracts”
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transaction receipts can be maintained in a 
joint register ensuring easy accessibility instead 
on maintaining them on separate records. 
This technology will augment the capability of 
accountants by reducing the costs and providing 
certainty over the ownership and history of assets.
Blockchain could help accountants gain clarity 
over the available resources and obligations of 
their organisations, and free up resources to 
concentrate on planning and valuation, rather than 
recordkeeping.
When combined with other innovations such as 
machine learning, blockchain can ensure that 
transactional-level accounting can be done and 
not only by accountants. In its place, accountants 
will be enduring in tasks such as assessing the real 
economic interpretation of blockchain records, 
its reality and valuation. For example, blockchain 
might make the existence of a debtor certain, but 
its recoverable value and economic worth are still 
debateable. And an asset’s ownership might be 
verifiable by blockchain records, but its condition, 
location and true worth will still need to be assured.
Blockchain Technology and External Audit

Performing confirmations of a company’s financial 
status would be less necessary if some or all the 
transactions that underlie that status are visible on 
blockchains.
A blockchain solution, when combined with 
appropriate data analytics, could help with the 
transactional level assertions involved in an audit, 
and the auditor’s skills would be better spent 
considering higher-level questions.
To become truly an integral part of the financial 
system, blockchain must be developed, 
standardised and optimised.
This process is likely to take many years – it has 
already been nine years since bitcoin began 

 wherein multiple entities maintain their own 
databases and data sharing can become very 
challenging due to the incongruent nature 
of the systems. But since it is a single shared 
ledger, it can lessen the complexity of dealing 
separate system for it.

7. Faster dealings: In the financial industry, 
especially in post-trade settlement functions, 
blockchain can play a vital role by allowing 
the quicker settlement of trades as it does 
not require a lengthy process of verification, 
reconciliation, and clearance.

8. Cost saving: As no third party or clearing 
houses are required in the blockchain model, 
this can massively eliminate overhead costs in 
the form of fees that are paid to clearing houses 
or trusted third parties.

While IBM predicts that 66 percent of all banks will 
have commercial blockchain products by 2020, the 
potential applications are not limited to finance. In 
fact, according to a Market and Markets report, the 
blockchain technology market will be worth more 
than $2 billion by 2021.
Blockchain Technology May Represent 
the Next Step for Accounting

The entire accounting system is developed in such 
a manner that falsification is impossible or at least 
very costly. This depends on constant controls, 
checks and reconciliations. This inevitably 
affects every day’s operations. These processes 
also lead to the duplication of efforts, excessive 
unnecessary documentation, etc. Most of them are 
manual, labour intensive tasks and far from being 
automated. To date, that seemed to be the sacrifice 
of revealing the truth.
It has been said that Blockchain will do to 
transactions what the Internet did for information.
Blockchain is an accounting technology.  It is 
concerned with the transfer of ownership of assets 
and maintaining a ledger of accurate financial 
information. The profession is largely concerned 
with the measurement and communication of 
financial information, and its further analysis. For 
accountants, using blockchain provides clarity over 
ownership of assets and existence of obligations, 
and could dramatically improve efficiency.
Companies can use enhance many of its functions 
with the help of blockchain. For example, 
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operating and there is much work still to be done
For example, auditing is not just checking the 
detail of whom a transaction was between 
and the monetary amount, but also how it is 
recorded and classified. If a transaction credits 
cash, is this outflow due to cost of sales or 
expenses, or is it paying a creditor, or creating an  
asset?
These judgemental elements often require 
context that is not available to the general 
public, but instead require knowledge of the 
business, and with blockchain in place, the 
auditor will have more time to focus on these  
questions.
Auditors would be able to verify a large portion 
of the most important data behind the financial 
statements automatically, reducing the cost and 
time necessary to complete an audit.
In a mature blockchain and an artificial intelligence-
driven world, investors could—in real-time—have 
a true and fair view of financials that are inherently 
trustworthy. This may eliminate the need for 
external audits in its current form, including all 
the associated audit procedures surrounding 
examination of records, assessing compliance with 
accounting principles, accuracy of accounting 
estimates, etc.
What Opportunities Do Blockchain Bring 
to the Audit Process?

� The days of sample-based testing may be 
obsolete since the auditors will resort to 
blockchain to test the whole population, 
thus increase the level of assurance.

� The transformation that analytics brings to 
transaction audit and audit risk assessment 
procedures may require auditors consider 
redefining audit objectives and use 
technology-driven approaches to achieve 
them.

� Companies facing a pending audit will not 
be able to reverse engineer documentation 
in bulk to satisfy compliance, as every 
action is time stamped and shared with 
all members of the blockchain, given that 
editing previous entries is not possible.

� Blockchain presents a challenge to the 
traditional audit approach, given there’s 
no practical way to use point-in-time 

forensic analysis—the standard audit tool. 
Assurance in a blockchain environment 
derives from irrefutable transaction 
history and integrity. So, in essence, you 
have a system that has full integrity, that’s 
100% accurate.

� Simplify and enhance transparency in core 
business functions such as supply chain 
management, auditing, tax, compliance 
and back-office operations

� Help reduce fraud through enhanced 
identity management

� Rapidly increase the volume of automated 
transactions and hence drive cost 
efficiencies in the audit environment.

� New efficiencies can help enable a culture 
of innovation

� Blockchain are inherently resistant 
to modification of any stored data. 
Functionally, a blockchain can serve as an 
open, distributed ledger that can record 
transactions between two parties efficiently 
and in a verifiable and permanent way

� Instead of asking clients for bank 
statements or sending confirmation 
requests to third parties, auditors can 
easily verify the transactions on publicly 
available blockchain ledgers

Current Usage of Blockchain

Ø Insurance industry: With automated 
insurance claim processing, policy 
conditions are written into a smart contract 
stored on the Blockchain and connected to 
publicly available data via the Internet.

Ø Automotive: A robust system can be 
created that populates the registration 
for new vehicles, adds the make, model 
and identification number into a smart 
contract, etc.

Ø Banking: Blockchain can be useful in 
credit functions like, letter of Credit.  It 
will cut out duplication in a multi-party 
system like asset financing.

Ø Supply Chain Management: Blockchain 
holds complete provenance details of 
each component part, accessible by each 
manufacturer in production process.
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Ø Healthcare:  Under Blockchain network, 
every citizen who is insured can use 
government provided or private insurance 
in any hospital and not be denied 
service. Aadhar number can be linked 
to verify the individual and the system 
will generate blocks of transaction that 
insurance companies and hospitals must  
honour.

Ø Internet of Things: IoT is increasingly 
becoming popular technology in 
both consumer and enterprise space. 
Blockchain technology facilitates the 
implementation of IoT platforms such as 
secured and trusted data exchange as well 
as record keeping.

Use Cases

Transformation of Money: -
Money performs the function of acting as a 
Medium of exchange, is a unit of account and Store 
of value which distinguishes it from Currency. 
Money has had constantly changing phases which 
started with Barter System changing to coin age, 
paper currency and finally has come up to Crypto 
Currencies.

Bitcoin is a peer to peer, distributed decentralized 
electronic cash system.
Bitcoin is a limited supply (21 million) and is 
durable as it can be backed up and stored in multiple 
locations all over the world. It is constantly verified 
by multiple nodes and miners and thus is next to 
impossible to counterfeit.
Bitcoin transactions are Transparent, fast, global, 
secure, irreversible and tamper proof. 

The Sender sends the bitcoin to receiver through 
bitcoin wallet. The transaction gets broadcasted 
through P2P Bitcoin network to other nodes 
randomly. Mining nodes collects the transactions 
into blocks. Block contains information about 
transactions and previous Block (Blockchain) 
linking to the first block when bitcoin network 
started. 

FINANCIAL SERVICES
- International Payments
- Capital Markets
- Trade Finance
- Regulatory Comliance & Audit
- AML & KYC
- Insurance
- P2P Transactions

CORPORATES
- Supply Chain Managements
- Healthcare
- Real Estate
- Media
- Energy

CROSS INDUSTRY
- Cybersecurity
- Big Data
- Data Storage
- Internet of Things

GOVERNMENT
- Record Management
- Identity Management
- Voting
- Taxes
- Government and Non-Profit Transparency
- Legislation

BLOCKCHAIN USE CASES - Extract - By@jan_wich
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Bitcoins are generated through a process called 
‘mining.’ In order to mine a bitcoin, solve the Proof 
of Work problem from the transaction block. Any 
user can be miners and be rewarded by:

� Transactions fees for the transactions they 
confirm

� New block created / proof of work 
solved? => 12.5 BTC/10 mins today

Smart Contracts : -

Smart contracts are self-executing contracts with 
the terms of the agreement between buyer and seller 
being directly written into lines of code. The code 
and the agreements contained therein exist across 
a distributed, decentralized blockchain network. 
They help you exchange money, property, shares, 
or anything of value in a transparent, conflict-free 
way while avoiding the services of a middleman. 
They not only define the rules and penalties around 
an agreement, but also automatically enforce those 
obligations.

It eliminates the need of lawyers and notaries 
specializing in legal support of the transaction. It 
shortens the time for the conclusion of the 
transaction, provides the high level of security (via 
immutability) for the participants in the contract, 
and eliminates the need for all participants in the 
transaction to be present in one place for signing 
through a unique digital signature.
Smart contracts provide the benefits of 
� Autonomy
� Trust
� Backup
� Safety
� Speed
� Savings
� Accuracy

Know Your Customers (KYC) :-

The IT audit is broadly concerned with identity 
management concerns. Protecting access to data, 
and the systems that are in place to process, store, 
and report on that data, requires ongoing resource 
dedication. Multiple solutions are available, all of 
which require configuring and managing multiple 
identifiers for an individual’s various identities. 
Identity management is an area that will certainly 
be impacted by widespread use of private keys to 
secure transactions.

Online Identity Management can enhance 
the process of KYC. A consumer or client 
could register online but financial services like 
loans, mortgages or insurance require a higher 
level of security for the financial institution 
to comply with Know Your Customer (KYC)  
regulations. 

Ø This usually means that some form of 
face-to-face checking and/or checking 
official government identity documents 
will be required.

Ø Second, the client needs a means 
of authentication: users need to 
prove that they are who they claim 
to be each time they log into a  
service. 

Ø Third, authorization – there needs to be 
proof that they can do what they intend 
to do. 

Ø And finally – they need to take all 
these steps again for every new 
service provider they are interacting 
with. Not to mention privacy issues 
- there are many web services and 
intermediaries who have large amounts 
of identity information stored or 
are aware of what service clients are  
using.

Know your customer (KYC) requests can 
cause delays to banking transactions, typically 
taking days and sometimes weeks to complete. 
Current KYC processes also entail substantial 
duplication of effort between banks (and 
other third-party institutions). While annual 
compliance costs are high, there are also large 
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penalties for failing to follow KYC guidelines  
properly.

The solution? Banks such as OCBC, HSBC 
and Tokyo Mitsubishi are already trailing a 
consortium in Asian markets which operates 
on a distributed ledger platform. The KYC 
blockchain will enable structured information 
to be recorded, assessed and shared across this 
network using advanced cryptography. With the 
customer’s consent, banks will be able to collect, 
validate and share data efficiently and accurately.

Why the Blockchain Adoption has been 
Slow by Auditors?

1. Blockchain is relatively new: The first 
implementation is less than a decade 
old, and most applications are not 
very mature. In contrast, the systems 
that management currently relies on 
have been tested for decades and have 
specific guidance and principles to allow 
IA teams to gain comfort with them. 
Leasing takes time

2. These controls are different: Because 
the technology is new, it requires a new 
way of thinking about controls. Auditors 
might welcome the change, but it’s their 
job to ask the difficult questions: Who 
controls the blockchain? Who gets 
access? Where are the servers, and what 
physical and digital controls exist? Who 
monitors activity?

3. Technical expertise is rare: Few IT 
departments have relevant blockchain 
experience. In fact, in our 2017 Global 
Digital IQ Survey, some 86 percent 
of financial services executives said 
that their organizations haven’t yet 
developed necessary blockchain skills. 
And even fewer companies have 
IA teams with enough expertise to 
provide any sort of assurance around 
the technology and the associated 
work.

4. It got a rough start: Although the 
first prominent use of blockchain was 

bitcoin, the two are not synonymous. To 
those who haven’t paid close attention, 
the whole topic may seem dicey, given 
some early issues with digital currency. 
This perception creates a bias against the 
technology. 

Prerequisite before Implementing 
Blockchain

1. Standards: Reporting, legal and 
financial accounting standards don’t talk 
about use of blockchain technology. But 
this would be a very key point during 
the audits. So, the respective bodies 
must work closely with the experts of 
blockchain to set standards and align 
them with the current needs.

2. System Security: Blockchain is a 
decentralized ledger managed by a 
network of users. Each user is identified 
by a unique digital signature and all 
transactions must be approved by 
a set of consensus rules before the 
block can be added to the chain; this 
is one reason why it is seen as so 
secure and reliable. However, one area 
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of weakness is the digital signatures 
themselves, due to the possibility that 
these could become compromised, 
lost or stolen. To overcome this issue, 
auditors would need the means to check 
digital signatures and counterparties 
to verify their existence, giving them 
confidence regarding the completeness, 
existence and accuracy of the entire  
network. 

3. Audit strategies: With new demand for 
assurance, blockchain could also change 
the nature of auditing, reducing the 
auditor’s role in checking and validating 
account transactions and instead 
moving them further up the value 
chain. Because of the ease of transfer 
of information, and the automated 
tracking of every transaction, blockchain 
can simplify and partially automate 
elements of accounting and compliance, 
making it easier to do business with 
new global customers and enabling 
elements of the audit process to be 
completed with even greater accuracy. 
Auditors will therefore be able to focus 
attention on non-automated elements of  
the audit.

To become truly an integral part of the financial 
system, blockchain must be developed, 
standardised and optimised. This process is 
likely to take many years – it has already been 
nine years since bitcoin began operating and 
there is much work still to be done. There are 
many blockchain applications and start-ups in 
this field, but there are very few that are beyond 
the proof of concept or pilot study stage.

With all of that said, it should be no surprise to 
firms that your auditors should be involved from 
the start of any blockchain project. These types 
of change initiatives are driven by innovation 
groups that often operate independently. As a 
result, risk management, audit, and compliance 
may get involved far too late in the game, causing 
delays. We have a number of clients that made 
audit the final hurdle in deploying a proof of 
concept for blockchain. When this results in 
the audit, compliance, or legal departments 
not having their concerns heard in advance, 
projects grind to a halt. Internal oversight 
should be a partner in this process, not a  
holdup.

The auditing profession must embrace and “lean 
in” to the opportunities and challenges from 
wide spread Blockchain adoption. n

It is possible to commit no mistakes and still lose. That is not a weakness; that is life. - Jean-Luc Picard


