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Artificial Intelligence for Analytics

Today, many buzzwords like artificial intelligence (AI), machine learning, neural networks and deep 
learning exist in the world of technology, since these have gained quite a momentum in the recent 
past due to large volumes of data available and high processing powered computers. In this article, 
the author has attempted to explain in simple terms how AI, which is a machine with an ability to 
solve problems that are normally resolved using human intelligence, with the help of its technologies, 
can help chartered accountants become more efficient and effective in their analytics and other 
analytical operations, in finance or audit functions. Since the article does not intend to be a technical 
review of AI, the terms used in AI have been specified in very simple terms. Read on to understand the 
challenges of our times and the direction on how to respond to them…

CA. Babu Jayendran
(The author is a member of the 
Institute who may be contacted at 
babujay@gmail.com)

Artificial Intelligence (AI) can be defined as a 
machine with the ability to solve problems which 
are normally done by humans with their natural 
intelligence. The introduction of expert systems in 
the early 1980s revived the concept of AI, as these 
systems simulated the domain knowledge of experts. 
AI systems started evolving at a rapid pace after the 
year 2000, with the availability of faster computers 
and large volumes of data, and work in the areas 

of image processing, speech recognition and text 
analysis took a giant leap forward.

 Visualisation of AI Systems
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Machine Learning
It should be noted that humans learn from 
experience and computers follow instructions 
through programs. So, can computers learn from 
experience? The answer is yes and, for computers, 
experience is nothing but data. This is called machine 
learning. Now let’s ask the question: Why do we 
need machine learning? Let us look at it from an 
auditor’s angle. There are a number of variables that 
have to be considered in order to establish whether a 
transaction or set of transactions is suspicious. 

Consider the following scenario in a customer’s 
salary account in a bank:
• Multiple credits in account other than salary 

credit
• Sizeable increase in cash to non-cash transaction 

ratio- large cash deposits and cash withdrawals
• Many transactions with a few related accounts
• Burst in deposits- number of transactions
• Burst in withdrawals- number of transactions
• Burst in deposits- amount
• Burst in withdrawals- amount
• Unusual applications for demand drafts against 

cash
• Transactions that are too high or low in value in 

relation to customer’s profile.
When we talk in terms of a burst, it means that 

this is not the normal behaviour of a customer and it 
is unusual, based on her/his past history. In the above 
scenario, all variables indicated must happen in order 
to consider the transactions as suspicious. This can 
only be done by making a computer learn the past 
behavioural pattern of a customer based on historical 
transactions and identifying unusual activities. 
This is called pattern recognition. Further, frauds 
do not represent normal behaviour of a customer 
and the modus operandi can change dynamically. 
Machines can learn this dynamic change. Therefore, 
programming a set of standard rules may not detect 
or reveal any suspicious activities.

Artificial Neural Networks (ANN)
In simple terms, human brain has billions of 
biological neurons, which receive input, and which 
are processed through nodes thereby giving a final 
result. For example, as an auditor, when we review 
any document, the inputs that we receive by what we 
see is processed by our brain based on our domain 
knowledge, which we have learnt and on our past 
experiences. All this processing is done by neurons 

through different layers of nodes that give a final 
output, indicating whether the document is correct. 
It is this thought process that resulted in the creation 
of artificial neural networks (ANN), which is the 
machine equivalent of our current understanding of 
the human brain.
 

Visualisation of Neural Networks
As it can be seen from the figure above, inputs 

enter the input nodes, and these are then processed 
by a number of layers of hidden nodes, and the 
outputs are sent to the output nodes. Each circular 
node represents an artificial neuron and an arrow 
represents a connection from the output of one 
neuron to the input of another. ANN systems analyse 
large volumes of data and learn the characteristics 
of both structured and unstructured data. This 
is different from normal programming which is 
activity-based. For example, ANN systems for image 
recognition can learn the characteristics of a fruit, 
like an apple, and then use these results to identify 
apples in other images. 

In this context:
• Neural networks are a series of algorithms that 

attempts to identify underlying relationships in a 
set of data by using a process that mimics the way 
the human brain operates.

• Neural networks have the ability to adapt to 
changing inputs, so the network produces the 
best possible result without the need to redesign 
the output criteria.

When we talk in terms of a burst, it means that this 
is not the normal behaviour of a customer and it is 

unusual, based on her/his past history. In the above 
scenario, all variables indicated must happen in 

order to consider the transactions as suspicious. 
This can only be done by making a computer learn 

the past behavioral pattern of a customer based 
on historical transactions and identifying unusual 

activities. This is called pattern recognition.
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Deep Learning
When an ANN has more than one hidden nodes 
layer, it is called deep learning. A set of inputs is 
passed on from the input layer to the different nodes 
in the first hidden layer. The activations 
in the first layer are passed on to the 
next layer and so on until it reaches 
the output layer. The results of the classification are 
determined based on the scores at each node.

Deep learning has produced very good results 
in the area of natural language processing (NLP), 
speech recognition, bioinformatics, social network 
filtering, etc. As time goes by, we will definitely see 
more learning algorithms in the areas of business, 
finance and audit.

Relevance of AI for CAs and Analytics
Now, let’s look at the relevance of AI for CAs and 
Analytics.
Let’s see how analytics has evolved: 

Descriptive
• What happened? Describes historical data; helps 

understand past performance.
• Why did it happen? Helps doing root cause 

analysis for understanding any negative business 
impact.
o Tools used
 Standard reports, ad hoc queries, statistical 

analysis, alerts, graphics, etc. 
Prescriptive
• How to make it happen? Analysis that suggests a 

prescribed action.
o Tools used
 Business intelligence, Heuristic methods, 

optimisation, etc.
Predictive
• What could happen? Forecasts future 

performance, events and results.
o Tools used
 Forecasting, predictive modeling, 

simulation, etc.

Cognitive
• What to do, why & how? Proactive action and 

recognising patterns using big data.
o Tools used
 AI, Machine Learning, Neural Networks, 

Deep Learning, Pattern Recognition, etc.

With the availability of large volumes of (both 
structured and unstructured) historical data 
coupled with powerful computing resources and 
AI technologies, the need of the hour for CAs is to 
discover the patterns for cognitive analysis.

We are all aware of the term big data, which is 
in abundance in the sectors like banking, retail, 
insurance, e-commerce and telecom, and it is 
important that we leverage high-end technology for 
doing the analytics.

Let us try and understand the concepts of AI by 
using some examples from the banking sector.

Example of Usage of AI for Banking Sector
If we have to look at suspicious patterns for  
current accounts and savings accounts (CASA) in 
banking, the neural network will first have to be 
trained based on the historical data of customers.  
The power of artificial neural networks (ANN)  
is than it can handle many input variables. The 
limitation of visualisation through graphs is  
that the number of input variables is restricted 
to only 3 (i.e. x, y and z). However, ANNs can be  
trained based on a large number of input  
variables.

Let us assume that a bank ABC has about 2 
million customers with 5 million CASA transactions  
per day. In order to train the ANN on customers’ 
behaviour patterns, the 5 million transactions 
per day for the past 365 days for all 2 million  
customers will be extracted and run through 
the ANN. The past behaviour pattern would be  
memorised and stored in ANN-based on input 
variables like deposit/withdrawal amount,  
frequency of deposit/withdrawal per week, 
channel usage, day of the week, time of day, and IP  
address. This would give the normal behaviour  
pattern of all the CASA customers. As and when 
subsequent transactions are processed, it will be 
compared with the customer’s pattern and any 
non-linear outlier would be treated as a suspicious 
transaction.

Deep learning has produced very good results in the 
area of natural language processing (NLP), speech 

recognition, bioinformatics, social network filtering, etc. 
As time goes by, we will definitely see more learning 

algorithms in the areas of business, finance and audit.
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Technical Architecture

NORA is a technology that mines data resources 
to determine the relationships between people and 
organisations. It works by cross-referencing data 
from other sources and linking by identity attributes 
like address, phone number, etc. From an anti-
money laundering (AML) perspective, let us try 
to understand the difference between simple rule-
based and AI-based software. 

For example:
Simple Rule
There could be a rule that states that if there is a 500% 
increase in the closing balance of a CASA account, 
between two dates (following each other), e.g. 29th and 
30th, the system should give an alert of burst in deposits.

Let’s take a scenario where an employee gets a 
salary of R50,000/- per month and it is credited to 
her/his account on the 30th. At the end of a month, 
after the employee pays her/his EMIs and other 
expenses, the closing balance on 29th could be 
R5,000/-. If we go by the above rule, the increase in 
closing balance would be R45,000/-, which is 900% 
and will be shown as a burst in deposit and an alert 
will be raised. This alert is a false positive and if the 
case worker gets too many false positives, it will be 
very difficult to identify suspicious transactions.

The architecture indicated above will have the 
following components for high-end analytics:
• Rule Engine (domain-specific Rules)
• Neural-Networks and SVM-based Clue 

Detectors (AI)
o Account behaviour or anomaly detection
o Transaction outlier detection based on peer 

groups, history 
• Pattern Detection Engine (to support suspicious 

fraud scenario detection)  
• Business-Intelligence-based Dashboards for 

Analysis (BI)  
• Case Worker Management for Digital Forensics  
• Hybrid Scoring Engine  

o Fraud scenario -> patterns -> hybrid rules -> 
rules -> clue detectors -> score

o Score-based classification of transactions 
• NORA (Non-Obvious Relationship Awareness) 

based Technology for
o Link analysis among accounts
o Client, account, transaction aggregation or 

clubbing for suspicion validation
Support Vector Machines (SVMs) are supervised 

learning models with associated learning algorithms 
that analyse data used for classification and 
regression analysis.
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Artificial Intelligence and Pattern 
Recognition
When the neural networks are trained with past 
years’ transactions, these identify such patterns and, 
therefore, will not give an alert for a burst in deposit. 
However, if there is a deposit of R1 million in this 
account, the ANN will raise an alert indicating an 
unusual burst in the account thereby increasing the 
risk score. Simple rule engines cannot do pattern 
recognitions, which are required for financial frauds. 
It becomes very expensive to develop and maintain 
a large rule set, which could theoretically become 
infinite with time.

Usage Profile or Account Behaviour 

Visualisation of Behaviour Profiling
From the above figure, it can be seen that, in 

winter, Joe has many high-value EFT transactions 
and low-value ATM transactions at the end of the day. 
If there is a high-value ATM transaction happening 
at the beginning of the day in Joe’s account, this is 
unusual and could be suspicious.

Link Analysis to Look at 
Transaction Flow 
A customer’s fraud signature can 
be best ascertained by looking  
at the people, with whom business  
is transacted. Are these 
counterparties safe and reliable? 
A forensics worker has to traverse 
through the company of people of 
the target account. It is possible to 
visualise and sort the links on the 
basis of frequency or cumulative 
amounts of transactions.

Let us assume that A is a relationship manager in 
a bank and has the following dealings (refer the 
diagram below):

• L and Q are common 
among counter parties of many 
customers of A, the relationship 
manager of Bank XYZ
• B and C have closed their 
time deposit accounts and have 
received large amounts
• A has convinced B and C to 
invest in a specific scheme that 
promises a very high interest 
rate to the investors
• A creates benami accounts 
under the name of L and Q, with 
the same address as A 
• A requests B & C to transfer 

amounts L
• A transfers monies from L account to Q account
• A withdraws money from Q account

These counter party validations can only be 
established through pattern recognition and link 
analysis, using technology like fuzzy logic and 
NORA.

Visualisation of Link Analysis

When the neural networks are trained with past 
years’ transactions, these identify such patterns 
and, therefore, will not give an alert for a burst in 

deposit. However, if there is a deposit of R1 million 
in this account, the ANN will raise an alert indicating 
an unusual burst in the account thereby increasing 

the risk score. Simple rule engines cannot do pattern 
recognitions, which are required for financial frauds.
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Phishing Attacks in Banks
1. Fraudster, F, obtains user id and password of 

customer, C, through a phishing attack;
2. F immediately changes the static data of 

customer like mobile number so that SMS alert 
is not received by C;

3. F also adds a new beneficiary, B, which is not in 
the list of C’s beneficiaries;

4. Item 1 and 2 would be done by F within 15 
minutes of logging in; and

5. Within 24 hours, after the new beneficiary is 
activated by the bank, F will transfer at least 
90% of the balance in C’s account to the new 
beneficiary B.

The above pattern can be identified by creating the 
relevant learning algorithms in AI and using complex 
event processing (CEP), whose advantage is that it is 
temporal and events can be linked based on time. So, 
in the above example, events can be linked as:
1. Static data change, mobile number, within 15 

minutes of log in
2. New beneficiary added, within 15 minutes of log 

in
3. More than 90% of the closing balance transferred 

to new beneficiary, within 24 hrs of log in.
If all above events happen, the transaction will 

be considered as suspicious by the AI system, for 
further investigation.

Conclusion
CAs possess the domain knowledge and experience 
to create the relevant learning algorithms for 
identifying patterns in finance and audit. They should 
work closely with the AI programmers to convert 
their functional ideas into reality. The examples 
discussed earlier pertains to banks. However, the 
same concepts and thought process can be extended 
to the sectors of retail, telecom, insurance, etc., and 
any other sector that deals with large volumes of 
data. Today, there are many AI players in the market 
like IBM’s Watson Analytics, Google’s Deep Mind 
and Tensor Flow, Microsoft’s Cognitive Services, 
and Amazon’s AWS AI Services.

The phenomenal increase in transaction 
volumes globally makes it imperative that new-
wave technology solutions will have to evolve for 
pattern discovery through AI, in the areas of finance 
and audit. This is happening from the technology 
perspective, but it requires the domain knowledge 
and experience of Chartered Accountants to 
comprehend scenarios for creating the learning 
algorithms and finding patterns, whether suspicious 
or not.

Transactions have a hidden truth, which has to 
be analysed and found through pattern recognition. 
From an audit perspective, frauds do not happen 
overnight and is executed over a period of time. 
There is always a pattern and a modus operandi. 
AI coupled with the vast spectrum of knowledge of 
CAs in the functions of finance and audit, can help in 
identifying these suspicious patterns. 

CAs possess the domain knowledge and experience 
to create the relevant learning algorithms for 

identifying patterns in finance and audit. They should 
work closely with the AI programmers to convert 

their functional ideas into reality.
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If you really want to do something, you'll find a way. If you don't, you'll find an excuse. - Jim Rohn  


