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Integrated Approach to Financial and IT Audit

This article emphasises the need for an Integrated approach to audit i.e., inclusion of IT audit 
procedures as part of Financial Audit in order to address the risk of material misstatement. It 
attempts to answer the question “What are the IT audit procedures that need to be carried out in 
order to provide increased assurance that Financial Statements present True and Fair View and 
Internal Controls are adequate to support assertions in Financial Statements?" It provides a brief 
framework for and scope of examination and audit of the IT systems. Read on to know more….

CA. Ashish Agarwal
(The author is a member of the 
Institute. He can be reached at 
ashishagarwal26@gmail.com.)

It is imperative that auditors must obtain sufficient 
and appropriate audit evidence to form an adequate 
basis for expressing Statutory Audit Opinion and for 
communicating issues in Internal Audit Reports. It 
is important to note that as per para IG 4.3 of the 
Guidance Note on Internal Financial Control issued 
by ICAI, auditor’s understanding of IT’s role in the 
entity's processes is important to the identification 
and assessment of risks of material misstatement 
and for planning further substantive procedures.

In order to obtain sufficient and appropriate 
audit evidence, relevant audit procedures must 
be performed by auditors. As a material amount 
of evidence is generated, stored or maintained by 

Introduction
Information Technology is an essential part of any 
business and with the greater focus of Government 
of India on promoting digital transactions in the 
economy, importance and use of information 
technology has increased manifold. 
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Assurance on IT systems and applications assumes 
more importance in case of audits of banking and 

financial sector given the increased focus on online 
and digital banking.

IT systems and applications and in order to place  
reliance on such evidence, it is necessary to include 
audit of IT systems and applications (IT Audit) in 
the scope of audit. Therefore, financial auditors  
must obtain a minimum level of confidence on IT 
systems and applications used by the organisation. 
If in addition to the financial or internal audit, 
there is a separate IT Audit being carried out by an 
independent IT auditor, the statutory or internal 
auditors must obtain the report of an IT Audit and 
use it in a manner appropriate for their audit purpose. 
Assurance on IT systems and applications assumes 
more importance in case of audits of banking and 
financial sector given the increased focus on online 
and digital banking. However, the objectives of 
financial audit are not different in an IT environment, 
but the scope of financial audit becomes much 
wider and requires use of sophisticated tools and 
techniques. 

Scope of and steps to carry out an IT Audit 
Usually, all the guidance on IT Audit recommends 
an understanding of the accounting and internal 
control systems as a first step for preparing the audit 
plan and carrying out the audit. This understanding 
can be obtained based on previous audit reports, 
discussions with senior management and own past 
experience. 

A more effective approach to prepare the audit 
plan can be to base the audit plan on the results of High 
Level Testing carried out on important areas under 
audit. High level testing is different from detailed 
risk assessment. High level testing should mainly 
include compliance testing for key controls and 
substantive testing for a small sample of transactions 
in the important areas under audit. High level testing 
can provide quantitative background to the use of 

auditor’s judgment and experience. High level testing 
should be designed to uncover potentially risky areas 
for carrying out detailed audit review. Based on the 
results of high level testing, detailed audit planning 
and review can be carried out. Audit activities can 
be focused on processes where results of high level 
testing are not within the acceptable limits. 

In addition to carrying out high level testing, 
potentially risky areas under audit can also be 
identified based on inherent risk, business risk, 
criticality, previous and third party audit reports, 
common industry issues, senior management 
requirements, audit committee directions etc.

During the audit review both compliance 
and substantive testing should be carried out. 
Compliance testing for adequacy of controls should 
be carried out at Application, Database and Network 
level. Substantive testing can be carried out in areas 
where high risk is identified based on compliance 
testing or in other areas where the inherent and 
perceived risk is higher. 

Compliance Testing 
It should be carried out for controls at:- 
• Application level 
• Database level 
• Network level 

Each of the above audit areas including 
Application, Network, and Database Controls are 
discussed in the table below:-

Areas Key objective Audit checklist of Questions to be 
asked

Risk / Impact of 
vulnerabilities

Application 
Level Control

• Application access control, 
Controls over application 
source code, object code and 
key documentation of the 
application.

• Maintain Integrity of 
Accounting Data. 

• Auditable trail of data.

• Are the passwords issued securely? 
If there is a choice of passwords, 
correct validation of password and 
secure storage of password? 

• Are there adequate controls over 
data processing like existence of 
control totals? 

• Is there a data field along with audit 
trail? 

• Risk of unauthorised access 
and manipulation.

• Risk of inaccuracy and 
integrity of processing. 

• Risk that transactions 
output may not show the 
correct account balances. 

• Risk that a transaction may 
not be auditable from input 
to output in absence of 
Audit Trail, thus leading to 
lack of audit evidence. 
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Areas Key objective Audit checklist of Questions to be 
asked

Risk / Impact of 
vulnerabilities

Database Level 
Controls

• Controlled access to database.
• Maintaining the Database 

integrity and controls 
over Database through 
segregation of duties i.e., user, 
administrator, security. 

• Database operations including 
storage space, performance 
management.

• Is there a list of roles, responsibilities 
and accesses allowed to database 
personnel based on need to know 
basis? 

• Is there clear partition between live 
and historical transactions database 
storage area? 

• Have there been any incidents in the 
past where Database performance 
has resulted in downtime? What 
is the performance statistics of the 
Database? 

• Risk of breach of database 
integrity and irreversible 
data changes. 

• Risk of deletion of historical 
transactions data which is a 
very critical risk. 

• Risk of low performance 
of database and eventual 
processing failure. 

• Risk of deletion of audit 
trail and absence of data 
control totals. 

Network 
Level Controls 
Management

• Configuration of Network 
devices should be controlled.

• Public key infrastructure must 
use approved security controls, 
standards and certificates.

• Firewalls, Intrusion detection 
and prevention systems should 
be in place.

• Routers and switches should 
be protected by hardware and 
software firewalls.

• Incidents of Network 
intrusion, cyber attacks, and 
phishing attacks should be 
documented and resolution 
reported and recorded. 

• Is there a policy defining Network 
configuration and is it implemented? 

• Is the configuration of Network 
devices standardised or customised? 

• Is Penetration Testing or 
Vulnerability Assessment carried out 
prior to production implementation? 

• Are the servers, databases and web 
servers protected through firewall 
and IDS? 

• Are antivirus patches applied from 
time to time on network servers and 
devices? 

• Have there been any network 
intrusion attempts in the period of 
audit. 

• Risk of critical financial, 
customer information being 
vulnerable.

• Risk of internet website 
being hacked. 

• Risk of successful cyber 
attack. 

• Risk of account and 
financial information being 
leaked to cyber criminals. 

• Risk of virus coming in 
through external network 
and causing havoc inside 
the organisations' servers 
and IT systems. 

A risk focused approach shall provide efficient 
utilisation of costly resources and time while still 

maintaining the quality of audit reporting. A risk 
focused approach shall also reduce detection risk 

and provide adequate coverage of all important 
business risks, thus increasing the assurance 

provided in the audit reports.

Substantive testing 
It is the detailed testing of areas identified for audit. 
The results of the preliminary testing can be used 
to plan the detailed substantive audit. Based on the 
preliminary testing a categorisation of business areas 
can be made into High Risk, Medium Risk and Low 
Risk. Auditors should categorise the control risk as 
high unless relevant controls are: 
• Identified, 
• Effective and 
• Tested and Operating appropriately

Detailed substantive audit can be carried out 
for areas under high and medium risk. For low risk  
areas an adequate sample based testing can be 
carried out. Also the area of medium and low risk 
can be covered only on rotation basis in case the 
audit is quarterly or several times in a year. Time 
and resources can be dedicated to areas of high  
and medium risk. There are many benefits of using 
this audit approach. A risk focused approach shall 
provide efficient utilisation of costly resources and 
time while still maintaining the quality of audit 
reporting. A risk focused approach shall also reduce 

detection risk and provide adequate coverage 
of all important business risks, thus increasing 
the assurance provided in the audit reports. This 
method of doing audit is also part of Risk Based 
Audit approach. 

Key steps in substantive audit for each of the broad 
areas of Application Controls, Database Controls, 
and Network Management are given below :– 
• Substantive Audit of Application Controls – 

1. Adequate segregation of duties – the person 
updating accounting and financial data and 
the person authorising should be different 
to ensure effective control over data input. 
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Also there should be segregation of duties 
with respect to custody, authorisation, 
recording and reconciliation of data in 
order to maintain data integrity within the 
application. 

2. Determining how the accounting and 
financial data received from other 
applications or systems is validated for 
completeness and accuracy prior to 
processing in the application. 

3. Application automated checks for, check 
digits on all identification keys, checks 
for missing data, checks for extraneous 
data, record mismatches, out of sequence 
conditions, existence checks on all key 
fields. 

4. Controls over processing include end-user 
reconciliation procedures that facilitate 
completeness and accuracy of processing. 
Also verify if special reconciliation 
procedures need to be applied to month-
end, fiscal year, etc. 

5. For error-reporting, is there an exception 
report generated for long-outstanding error 
transactions, with an aging analysis? 

6. Financial and accounting output reports 
should ensure output data is viewable only 
to authorised personnel and carry adequate 
identifying information including time and 
date stamps.

• Substantive Audit of Database controls – 
1. Database access control list should assign 

all users specially database administrators 
separately. The list should be approved by 
management. 

2. Details of financial and accounting jobs 
run including batch jobs run should be 
maintained and monitored by database 
administrator. Any exceptions should be 
duly monitored. 

3. Direct read and write access of financial and 
accounting data for database users should 
not be allowed even to senior management 
or approved users. If allowed under 
exceptional circumstances, it should be duly 
pre-approved and for a limited time frame 
only and for specific purpose.

4. Reference tables and static data tables such 
as heads of accounts and consolidation, 
grouping lists should be password protected 

in order to restrict and track any changes, 
if any. Similarly, the fields containing audit 
trail should have read only access including 
to the database administrator. 

5. Deletion of financial and accounting records, 
especially historical records in database 
should be only with written approval of 
senior management and Information 
Security Administrator. Historical records 
may be required to be maintained under 
various legal and regulatory requirements 
for a defined time period. 

• Substantive Audit of Network controls – 
1. Network controls are important to protect 

information assets of the organisation. 
Such information includes financial and 
accounting information and confidential 
data. 

2. Configuration of network devices must 
be checked so that there is no known 
vulnerability. This is especially important 
in case of multilocation organisation and 
audit. 

3. External interfaces to the network should 
be evaluated specially at end points or 
nodes. Any transmission of data through 
the network should be encrypted. Any use 
of public email ids or public network for 
transmission of confidential information 
should be evaluated. This specially holds 
good for organisations storing or processing 
bank or payments related information. 

4. In case services of a third party service 
provider are used for network connectivity, 
contract with the third party services 
provider should be evaluated to examine 
information security during data 
transmission. 

5. Records of log into server connected on 
network should be available for audit 
examination. Any abnormal logging in 
activity from a remote location must be 
investigated further.

An important overall check is to examine the 
existence of audit trail from input till output. In 
case audit trail is missing or broken, risk assessment 
should be carried out for the same and further 
audit procedures including analytical procedures, 
reconciliations, compliance and substantive testing 
must be carried out.
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Applicable Standards and Guidance 
In carrying out the above audit procedures, Standards and Guidelines on IS Audit provided by Information 
Systems Audit and Control Association (ISACA) are useful. A key summary of standards and guidelines is 
given below –
Standard/Guidance Key points to be kept in mind by Auditor
1202 Risk Assessment in 
Planning 

• Analyse the risks related to system availability, data integrity and business 
information confidentiality and plan the audit based on assessed risk.  

• Carry out risk assessment at least once in a year and seek approval of risk 
assessment from the audit and other key stakeholders. 

1205 Audit Evidence • Evidence can be gathered through the use of manual audit procedures, 
computer-assisted audit techniques (CAATs) or a combination of both.

• Some key points regarding audit evidence in IT environment are – 
 Evidence obtained through observation is limited to point in time at which 

observation took place. 
 Electronic evidence should be time stamped and have clear trail or source. 
 Voluminous data can be analysed to obtain trends or inconsistencies. Using 

CAATs in such cases can be highly useful. 
 Source (internal, third party, management) and Form (oral, written, 

representation) of evidence must be evaluated to understand the reliability of 
evidence. 

2208 Audit Sampling • Sampling can be used when volume of information requires very high time to 
examine. Sample should represent the entire population. 

• In assessing whether sample represents the entire population both quantitative 
and qualitative aspects must be taken into account. Qualitative aspects must be 
aligned to audit objectives.  

2401 Audit Reporting • Statutory Audit Report – In case the overall assessed and tested level of IT 
controls risk is very high and information obtained by Statutory Auditor is 
inadequate to support True and Fair view, a qualified report should be issued. 
A high level of IT control risk can impair the financial data integrity and 
thus reliability on information obtained cannot be placed by the auditor. An 
example is, passing entries even after the book closing because of weaknesses in 
authorisation and application level controls, especially in IT environments where 
transactions and entries are passed at multiple levels.

1402 Follow-up Activities • IT auditor should carry out adequate and timely follow on audit procedures to 
evaluate the actions taken by management on audit report observations.

In addition to the above, relevant standards issued 
by ICAI are listed below -
• Standard on Auditing SA 315- Identifying and 

Assessing the Risk of Material Misstatement 
through understanding the entity and its 
environment. This standard deals with the 
auditor’s responsibility to identify and assess the 
risks of material misstatement in the financial 
statements, through understanding the entity 
and its environment, including the entity’s 
internal control. 

• Standard on Assurance Engagements SAE 
3402- Assurance reports on Controls at a Service 
Organisation-Applicable to Audit of Service 
Organisations. In cases where the IT function is 

outsourced, this audit standard can be used to 
provide guidance. 

External Risk Assessment – 
In addition to internal risk assessment and 
audit carried out through the Compliance and  
Substantive Testing and Procedures, an assessment 
of external risks should be carried out by the 
organisation. 

Any organisation that is exposed to World  
Wide Web is susceptible to cyber-attacks. An  
auditor must evaluate the vulnerabilities present 
in the IT applications, database and network of 
the auditee organisation. A financial or internal 
auditor may not be having the required skills 
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and competence to carry out an assessment and  
testing of vulnerabilities to external threats, but the 
Auditor should be able to evaluate and use the work 
of an expert IT auditor carrying out vulnerability 
testing. 

Some vulnerabilities and risks that auditor must 
consider while evaluating the organisation’s IT 
system are as follows:– 

Even though the above tabulated threats may be 
external to an organisation they can impact financial 
and accounting systems and therefore, should be 
included in scope of statutory and internal audit. 

Conclusion 
An integrated approach to statutory and internal 

audit including IT Audit must be adopted in order 
to reduce the risk of material misstatement. As part 
of IT audit, internal and external IT risk assessment 
should be carried out by the financial auditor in order 
to obtain evidence in order to support the assurance 
provided. IT audit procedures should be based on 
applicable guidelines and audit standards. 

Type of Attack Type of Vulnerabilities Risk 
Denial of Services Attack 
(DoS) 

Network Organisation network may become unavailable. 
Due to network unavailability financial 
transactions done online or ledger maintained 
online using an enterprise resource application, 
may result in differences, errors and omissions 
in transactions. In case a procedure exists where 
manual recording of transactions is carried out, 
adequate reconciliation, approval, and adequate 
compensatory controls must be present for the 
manual processing. 

Ping Attack Database server This type of attack may lead to data being stolen 
from database. 

SQL Injection – Passing 
unintended SQL code 
into an application 
without proper validation

Database driven website This can lead to unauthorised access to database 
connected to website. The data in the database 
can be exposed outside the organisation and 
can be stolen as well. Therefore, there is a risk to 
data confidentiality especially in case of public 
companies. 

Viruses, Worms and 
Spyware

Network, Database, 
Application

Viruses, Worms and Spyware can lead to 
temporary shutdown of the IT application and 
database, which means unavailability of the IT 
application. If the application is online with 
multiple access points, it can cause operational 
problems. 

Unauthorised access 
through the internet of 
World Wide Web

Database, Network It can lead to data theft specially financial and 
accounting data. In case of public company due 
to announce the results, it can be a higher risk 
if financial and accounting data is leaked before 
formal announcement. 

Malicious codes 
(Trojans)

Network, Application Similar to Viruses. Trojans are most common. 
They can damage the computer data and storage 
on desktop machines. 
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What’s the point of being alive if you don’t at least try to do something remarkable. - Anonymous  


