
Special Issue on Information Systems Control 
and Audit: Final May 2017 Examination

The Institute 
of Chartered 

Accountants of 
India 

(Set up by an act of 
Parliament) Your monthly guide to CA news, information and events

 VOL 20  NO. 12  PAGES 36  MAY 2017  50



CA  Student



 The Chartered Accountant Student   May 2017    03

  PRESIDENT’S COMMUNICATION

My Dear Students,

I would like to convey my heartiest best wishes to all 
the students appearing in the May 2017 examination. 
I sincerely hope that each one of you will perform 
exceedingly well and bring laurels to your family as well 

as to the institute. With a sound strategy, skillful execution, 
strong determination, positive attitude, ‘never say die’ spirit 
and unflinching commitment towards your goal, you will 
certainly meet with success and make it to the league of 
young Chartered Accountants, ready to take up challenging 
assignments in industry or in practice or in any other area 
where your interests lie.

As you are neck deep into studies, busy revising and re-
revising important concepts, it is pertinent to reinforce 
that utilizing your time effectively, especially during the 
examination is crucial for your success. You must apportion 
your time prudently according to the weightage and 
complexity of the question, utilizing some time in planning 
and structuring your answers. You must present your answers 
carefully and neatly to maximize your score. Enumerate the 
points to enhance the readability of your answer. Write neatly 
and legibly, explaining the concept with clarity, precision 
and coherence, highlighting important terms and keywords. 
Incorporate illustrations and examples wherever necessary. 
Remember you will be marked on what you write rather 
than what you know. After each exam, you must relax for 
a while to rejuvenate your mind and body to prepare for the 
subsequent exam.  

I am sure that you must have utilized the learning resources 
and publications provided by BOS ICAI, extensively for 
preparation and must have taken the mock test papers for self-
assessment. �e Board of Studies, ICAI your mentor and guide 
strives hard to introduce useful learning and service initiatives 
in the best interest of our students. From now on, you can 
contact the institute at the centralized toll-free helpline for 
your queries and grievances - details of the same will be shared 
with you separately. Centralized direct dispatch of books will 
be introduced soon to alleviate distribution issues. �e recently 
concluded webcasts on various subjects have been uploaded 
on the Cloud Campus on the website as a ready reference.  

Learn from the mistakes of others. You can’t live long enough to make them all yourselves! -  Chanakya

CA. NILESH S. VIKAMSEY
PRESIDENT
ICAI, NEW DELHI

It is a matter of pride for all of us that our esteemed 
Institute is a popular destination amongst reputed 
organizations in the national as well as international 
market looking for committed and competent entry-
level professionals through campus recruitment in 
accounting, taxation, audit, financial and other profiles. 
You would be pleased to know that in the recently 
concluded Campus Placement Programme organized 
in Feb-March across the country, the highest salary 
offered for domestic and international postings  were  
` 21 Lakh and ` 43 Lakh per annum respectively. �is 
proves that there is a demand for practically trained 
Indian Chartered Accountants in the job market and it 
is constantly growing.

�e recently announced economic survey pegged 
India’s growth at a steady 7% for the coming fiscal 
2017-18. India continues to remain a bright spot in the 

global economic landscape retaining its position as one of 
the fastest growing emerging market economies. �e data is 
encouraging for professionals particularly in the accounting 
and finance sector owing to the ensuing tax reform of GST 
that is expected to catapult the growth rate to over 8% due 
to increased production and distribution efficiency resulting 
in increased industrial output. As the nation readies itself to 
embrace the GST regime, there are plentiful opportunities 
as well as challenges, especially for the budding accounting 
professionals as you will join the profession in the new 
tax regime. �erefore, it is imperative for you to augment 
your knowledge in order to prepare yourself to leverage 
opportunities and confront challenges. You must read 
about GST in detail including the salient features, stages 
and subtle nuances pertaining to its application. �e other 
path breaking reforms such as Insolvency Code 2016, and 
IFRS convergence must also be studied at length to prepare/
position yourself vis-a-vis the current business environment 
and economy post reforms.   

During this crucial period, you must stay positive, 
motivated and focused. Have faith in your capabilities, 
enhance your strengths and overcome your shortcomings 
by consistently working on them. Concentrate on your 
studies with firm determination and commitment without 
worrying about the result. Self-discipline, perseverance and 
persistence are the master keys to success. Keep treading 
on the path that you have chosen and never lose sight of 
your goal. Strive to become a winner in life. Be positive and 
cheerful while working on your goal. Remember, Winning 
is a mindset; a way of life. As the famous motivator, Shiv 
Khera remarked “Winners don’t do different things, they 
do things differently”. So chart your own success story and 
unleash the winner within!

Yours Sincerely,
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VICE PRESIDENT’S COMMUNICATION  VICE PRESIDENT’S COMMUNICATION  

Dear Students,

At the outset, I wish to convey my best wishes 
to all the students who are appearing in the 
May 2017 examinations. I sincerely hope that 
all of you will do well in the examination.  

I know that the stress level of all of you before and after 
the examinations will be on the higher side. But you 
should not allow this to be an obstacle on the way to your 
success. If you have done your preparations with utmost 
devotion, dedication and passion, I am sure that your 
hard work will earn you good results. Your methodical 
and systematic study combined with careful planning 
and strategy will definitely help you to reach heights. Just 
remember that there is no substitute for hard work. 

�e Digital technology is becoming all pervasive 
across the businesses, societies and economies. 
�e whole economic system is at inflection point of 
Digital transformation and one must ride the wave by 
embracing the change. As a student one’s ability to learn 
and imbibe new skills is high and I would recommend 
all my students to make technology as a way of life – 
the inherent potential of technology will enhance your 
productivity, speed and agility to learn and revise your 
courses anytime, anywhere, like use ICAI Cloud Campus 
– holistic interactive learning system adding flexibility 
to plan your studies through webcast, live lectures, live 
mentoring etc. �e Future is technology oriented so “Be 
the Change, Lead the Change”.

As you all know that Chartered Accountancy as a 
profession and as an academic course involves a great 
amount of hard work. It does not stop at clearing the CA 
final but is a continuous education process in the fast 
changing world. �e expectation of the industry from 
a qualified Chartered Accountant is increasing day by 
day. To meet these expectations, one should have expert 
level of knowledge. Students should not appear for the 
examination with a pre-conceived notion that these 
are the toughest and impossible to clear. Nor should 
these examinations be taken lightly. CA, like any other 
professional examination, requires a great amount of 

dedication and commitment. Chartered Accountancy 
course is a rigorous one and hence it requires dedicated 
efforts on the part of students. Many students are not 
able to get better results because they cannot cope up 
with the time. If you can manage your time properly, you 
can have the best results.

I am happy to say that a large number of students have 
participated in the Mock Tests organized by the Board 
of Studies through the Regional Councils and Branches 
across the country. �is will greatly benefit the students 
appearing for the May 2017 Examination. A rigorous 
follow-up was done to ensure that maximum number of 
students avail of the benefit.  

�ere are students who do not realize their true 
potential. Most of them are very happy with whatever 
they are able to achieve. With the fast changing scenario, 
it has become very essential for the students to get good 
results and excel. You should also be very clear about 
what you intend to achieve in your life. You should have 
a high degree of self-confidence to achieve your goals in 
life. Swami Vivekananda said, “We are responsible for 
what we are, and whatever we wish ourselves to be, we 
have the power to make ourselves. If what we are now 
has been the result of our own past actions, it certainly 
follows that whatever we wish to be in future can be 
produced by our present actions; so we have to know 
how to act.”

I would like to suggest you all to stay focused on 
your desires. If you remain focused, you never lose 
your desire and passion to obtain what you seek. Once 
your examinations are over, take a brief break to avoid 
monotony and rejuvenate your mind. Assimilation will 
be better with a relaxed mind. You should also learn how 
you can utilize your idle time in a productive manner.

It is said that “Success does not lie in “Results” but in 
“Efforts”, “Being” the best is not so important, “Doing” 
the best is all that matters…”. Put your heart into your 
studies and keep your mind strong, goals firm so that you 
can deliver the best. I am sure you will be able to deliver 
your best in the examinations and make your parents 
and ICAI proud. 

My best wishes are with all of you.

Yours sincerely

Blaming your faults on your nature does not change the nature of your faults. - Indian Proverb

CA. NAVEEN N. D. GUPTA 
VICE PRESIDENT, ICAI, NEW DELHI
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We take this opportunity to extend 
our best wishes to all of you for the 
forthcoming examinations in May 2017. 
May your strenuous and persistent 

efforts lead to a path of glorious victory. 

VIRTUAL CLASSES FOR STUDENTS OF ICAI
Dear Students, we are working on the virtual classes 
for students at all levels. Apart from best of the faculty, 
quality course material, economical, these classes will 
enable anywhere learning. �e 1st batch of CPT classes 
will be starting from 1st May and IPCC and Final from 1st 
June 2017. �e timing will suit the parallel concentration 
on article training which is at the heart of our success.

NEW EDUCATION SCHEME (SYLLABUS IN ICAI)
It is a well known fact that once we qualify CA 
examination, society at global level recognizes the 
expertise you possess. Someone has rightly mentioned 
“knowledge is power”. To meet the challenge of global 
dynamism and offering global career, your Council is 
taking lot of new initiatives. Apart from revised syllabus, 
new scheme will carry elective papers in final to offer 
specialization by students. Details of new scheme will be 
shared with you in next journal.

CONCENTRATE ON PRACTICAL TRAINING
Dear Students, it is rightly said, “Knowledge has no 
value unless you put in practice”. Marcus Tullius Cicero 
once said “A home without books is a body without soul”. 
Practical training is like soul in our profession. Only 
bookish knowledge without putting into practice will 
lead us to nowhere zone. Apart from giving perspective 
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�e only true wisdom is in knowing you know nothing. — Socrates  

CA. ATUL K GUPTA
CHAIRMAN, BOARD OF STUDIES, ICAI

to subjects, 3 years training assist in developing your 
skill set to mitigate the challenges. It looks stimulating 
to qualify while concentrating only on studies, but 
success does not come from qualification but from its 
application.

DIRECT DISPATCH OF STUDY MATERIAL
Importance of Study Material and Practice Manual 
are well known to us. �ey are being prepared after 
extensive research and well acknowledged by students in 
their success. At certain times, a common feedback on 
account of substantial time difference between receipt 
of material and final exams is being reported by students 
apart from delay, re-purchase cost and related issues. 
Your Board and then Council deliberated on this issue 
and we are pleased to intimate that it has been decided 
to offer direct dispatch of study material to student’s 
address based on online requisition even in two lots. 
Very soon we will disseminate this process amongst you.

HELP DESK TO RESOLVE TECHNICAL AND ADMINISTRATIVE QUERIES
Since our course is distant learning course with its 
inbuilt advantage of practical training, at times our 
students need clarification on technical aspects. Your 
ICAI is starting toll free help line to resolve your subject 
related queries from 1st June with allotted time slot. 
�is will also supplement for administrative queries of 
students by a dedicated team. 

NATIONAL TALENT HUNT
“If you can speak, you can influence. If you can influence, 
you can change lives”. Apart from having specialized 
training and skill set, it is very important for us to have 
skills to present out our thought process. Skill set as 
orator and efficient presenter can lead us to excellence. 
To sharpen your skill set, we are starting a national 
talent hunt from branch to national level wherein the 
finale will witness recognition and chance to present 
at International level for winners. So, be ready to pull 
up your socks after exams and Delhi is waiting for 
champions. We have already circulated the scheme 
among branches and regional councils.

Before signing off, would like to remind a quote of Albert 
Einstein “Try not to become man of success, but rather 
try to become a man of value”. 

Best wishes

�e difference between a successful 
person and others is not a lack of 
strength or knowledge, but rather  

in lack of will.
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  INFORMATION SYSTEMS CONTROL AND AUDIT

�is chapter facilitates the basic understanding of how to distinguish among key aspects of Enterprise Governance, Corporate Governance, 
IT Governance, to examine the role of IT in formulating IT strategy, aligning IT as per business strategy and identify key processes and 
practices required for ensuring value creation from IT; to review IS Risk management strategy based on different types of risks and their 
impact; and how to use best practices frameworks such as COBIT and GEIT to meet enterprises' need.

It has always been the endeavour of Board of Studies to provide quality academic inputs to the students of Chartered Accountancy 
Course. Keeping in mind this objective, BoS has decided to come out with a crisp and concise capsule of each subject to facilitate 
students in quick revision before examination. �e second in such series of capsule is on Paper 6: Information Systems Control 
and Audit of Final Course.
Students may note that this capsule is a tool for quick revision of some significant aspects of ISCA and thus, should not be taken 
as a substitute for the detailed study of the subject. Students are advised to refer to the relevant Study Material, Practice Manual 
and Revision Test Paper for May, 2017 examination for comprehensive study and revision.

Enterprise Governance is defined as the set of responsibilities and practices exercised by the Board and executive management of an enterprise. 
�e goal is to provide strategic direction to ensure that objectives are achieved,  ascertaining that risks are managed appropriately and verifying 
that the enterprise’s resources are used responsibly. 

Business Governance/ Performance Governance  gives an emphasis on business process performance using the analysis, monitoring, reporting 
and optimization of business processes and business activities, and including process simulation and optimization of desired business outcomes by 
using real-time, historical and estimated data values.

Corporate Governance is the system by which a company or enterprise is directed and controlled to achieve the objective of increasing shareholder 
value by enhancing economic  performance. 

IT Governance is described as a framework for the organizational structures and associated processes and standards to ensure that IT supports the 
achievement of strategic objectives of the company. 

CHAPTER 1: CONCEPTS OF GOVERNANCE AND MANAGEMENT OF INFORMATION SYSTEMS

ISCA: A Capsule for Quick Revision

KEY CONCEPTS OF GOVERNANCE

Enterprise Governance

BenefitsObjectives Process Objectives ClassificationKey Governance 
Practices

Governance of Enterprise IT (GEIT)
(Sub-set of Corporate Governance and facilitates implementation of a framework 
of IS controls within an enterprise as relevant and encompassing all key areas)

IT Strategy Planning 
(Provides direction to deployment of Information System)

Corporate Governance

IT Governance
Risk Mitigation                                                                      Value Creation
Security Policy Review and Control                            Performance

Accountability &
Assurance

Value Creation & 
Resource Utilization

Business Governance

Chairman/CEO
Non-Executive Directors  
Audit Committee     
Remuneration Committee
Risk Management
Internal Audit

Strategic Planning & Alignment
Strategic Decision Making
Strategic Risk Management
Scorecards
Strategic Enterprise Systems
Continuous Improvement

COBIT

Effective and Efficient

Rule of Law

Participatory

Accountable

Responsiveness

Consensus  
Oriented

Equitable and  
Inclusive

Transparency

GOOD    
  GOVERNANCE

GOOD    

GOVERNANCE OF ENTERPRISE IT (GEIT)

• To analyze and 
articulate the 
requirements for 
the Governance of 
Enterprise IT; and

• To put in place and 
maintain effective 
enabling structures, 
principles, processes 
and practices, 
with clarity of 
responsibilities and 
authority to achieve  
the enterprise’s  
mission, goals and 
objectives.

• To provide a consistent approach 
integrated and aligned with the 
Enterprise Governance approach. 

• To ensure that IT-related 
decisions are made in line with 
the enterprise’s strategies and 
objectives.

• To ensure that IT-related 
processes are overseen effectively 
and transparently. 

• To confirm compliance with legal 
and regulatory requirements.

• To ensure that the governance 
requirements for board members 
are met.

• Evaluate the 
Governance 
System

• Direct the 
Governance 
System

• Monitor the 
Governance 
System

• Dynamic in 
nature.

• To ensure that 
a  process is 
in place to 
modify and 
accommodate 
changes to 
e n t e r p r i s e ’ s 
long range plan 
and change in 
IT conditions.

• To provide a 
holistic view of 
the current IT 
environment,

• the future 
direction, and

• the initiatives 
required to 
migrate to the 
desired future 
environment.

• E n t e r p r i s e 
Strategic Plan;

• Information 
S y s t e m s 
Strategic Plan;

• Information 
S y s t e m s 
Requirements 
Plan;

• Information 
S y s t e m s 
Applications 
and Facilities 
Plan.

Attributes of Good Governance
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Enterprise Strategic Plan Provides the overall charter under which all units in the enterprise, including the information systems 

function must operate.
Information Systems 
Strategic Plan

To focus on striking an optimum balance of IT opportunities and IT business requirements as well as 
ensuring its further accomplishment.

Information Systems 
Requirements Plan

�e Information System Requirements Plan defines information system architecture for the information 
systems department. �e architecture specifies the major organization functions needed to support 
planning, control and operations activities and the date classes associated with each function.

Information Systems 
Applications and Facilities 
Plan

�is plan includes specific application systems to be developed and an associated time schedule; Hardware 
and Software acquisition/development schedule, Facilities required, and Organization changes required.

COMMITTEE OF SPONSORING ORGANIZATION (COSO)
Internal Control – Integrated Framework

Control 
Environment

Categorizing the criticality and materiality of 
each business process and its owner.

Risk Assessment An assessment of risks associated with each 
business process.

Control 
Activities

To manage, mitigate and reduce the risks 
associated with business process.

Information & 
Communication

Associated with control activities are 
information and communication systems.

Monitoring With modifications made as warranted by 
changing conditions.

RISK AND RELATED TERMS

Asset

Vulnerability

�reat

Risk

Counter Measure

Attack

Exploit

Exposure

Likelihood of the �reat

  Asset can be defined as something of value to the organization; 
e.g., information in electronic or physical form, software 
systems, employees.

  Vulnerability is the weakness in the system safeguards that exposes 
the system to threats.

  A threat is an action, event or condition where there is a 
compromise in the system, its quality and ability to inflict harm to 
the organization.

  Risk is where threat and vulnerability overlap. �at is, we get a 
risk when our systems have a vulnerability that a given threat can 
attack.

  An action, device, procedure, technique or other measure that 
reduces the vulnerability of a component or system is referred as 
Counter Measure. 

  An attack is an attempt to gain unauthorized access to the system’s 
services or to compromise the system’s dependability. 

  An exploit is the way or tool by which an attacker uses a 
vulnerability to cause damage to the target system. 

  An exposure is the extent of loss the enterprise has to face when a 
risk materializes. 

  It is the estimation of the probability that threat will succeed in 
achieving an undesirable event.

Owners
value

to reduce

that may
possess

that may be
reduced by

leading to

may be aware of

impose

give rise to
to

that increase

wish to abuse and/or damage 

tothat exploit

wish to minimize 

Vulnerability 

Risk Management Strategies

�reat   Risk

Virus Attack 
(�reat)

Anti-Virus not updated Loss of Reputation

Loss of Data

When risks are identified and analyzed, Risk Management Strategies are used.

Rework

Stress on People

Tools not adequate

People Awareness

•  Tolerate/Accept the risk: One of the primary 
functions of management is managing risk. Some 
risks may be considered minor because their impact 
and probability of occurrence is low. 

• Terminate/Eliminate the risk: It is possible for a risk 
to be associated with the use of a particular technology, 
supplier, or vendor. �e risk can be eliminated by 
replacing the technology with more robust products and 
by seeking more capable suppliers and vendors. 

• Transfer/Share the risk: Risk mitigation 
approaches can be shared with trading partners 
and suppliers. A good example is outsourcing 
infrastructure management. 

• Treat/Mitigate the risk: Where other options 
have been eliminated, suitable controls must be 
devised and implemented to prevent the risk from 
manifesting itself or to minimize its effects.

• Turn back: Where the probability or impact of the 
risk is very low, then management may decide to 
ignore the risk. 

Counter Measures

Vulnerabilities Risk

�reats Agents

�reats
Assets
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Framework 
•  Organize IT governance objectives and good practices 

by IT domains and processes, and links them to business 
requirements.

Process Descriptions 
•  Process Reference Model and common language for 

everyone in an organization. �e processes map to 
responsibility areas of plan, build, run and monitor.

Control Objectives 
•  Provide a complete set of high-level requirements to 

be considered by management for effective control of 
each IT process. 

Management Guidelines
•  Help assign responsibility, agree on objectives, 

measure performance, and illustrate interrelationship 
with other processes.  

Maturity Models
•  Assess maturity and capability per process and help to 

address gaps.

■ Evaluate Risk Management: Continually examine and make judgment on the effect of risk on the current and future use of IT 
in the enterprise. 

■ Direct Risk Management: Direct the establishment of risk management practices to provide reasonable assurance that IT risk 
management practices are appropriate to ensure that the actual IT risk does not exceed the board’s risk appetite.

■ Monitor Risk Management: Monitor the key goals and metrics of the risk management processes and establish how deviations 
or problems will be identified, tracked and reported on for remediation.

■ Percentage of critical business processes, IT services and IT-enabled business programs covered by risk assessment;
■ Number of significant IT related incidents that were not identified in risk Assessment;
■ Percentage of enterprise risk assessments including IT related risks; and 
■ Frequency of updating the risk profile based on status of assessment of risks.

■ Collect Data: Identify and collect relevant data to enable effective IT-related risk identification, analysis and reporting.
■ Analyze Risk: Develop useful information to support risk decisions that take into account the business relevance of risk factors.
■ Maintain a Risk Profile: Maintain an inventory of known risks and risk attributes, including expected frequency, potential 

impact, and responses, and of related resources, capabilities, and current control activities.
■ Articulate Risk: Provide information on the current state of IT-related exposures and opportunities in a timely manner to all 

required stakeholders for appropriate response.
■ Define a Risk Management Action Portfolio: Manage opportunities and reduce risk to an acceptable level as a portfolio.
■ Respond to Risk: Respond in a timely manner with effective measures to limit the magnitude of loss from IT-related events.

Key 
Governance 
Practices 
of Risk 
Management

Key 
Management 
Practices 
of Risk 
Management

Key Metrics

COBIT 5 
(CONTROL OBJECTIVES FOR INFORMATION AND RELATED TECHNOLOGY)

Components in COBIT

COBIT is a set of best practices for Information Technology 
management developed by Information Systems Audit & Control 
Association (ISACA) and IT Governance Institute in 1996. 
COBIT 5 is the only business framework for the governance and 
management of enterprise Information Technology. 

�is evolutionary version COBIT 5 incorporates the latest 
thinking in enterprise governance and management techniques, 
and provides globally accepted principles, practices, analytical 
tools and models to help increase the trust in, and value from, 
information systems. 

4. Enabling  
a Holistic Approach

 COBIT- 5 
Principles

5. Separating 
Governance From 

Management

2. Covering the 
Enterprise  

End-to-End

3. Applying a Single 
Integrated Framework

1. Meeting  
stakeholder Needs

Principle 1: Meeting Stakeholder Needs: �e COBIT 5 goals 
cascade is the mechanism to translate stakeholder needs into 
specific, actionable and customized enterprise goals, IT related 
goals and enabler goals.

Principle 2: Covering the Enterprise End-to-End: COBIT 5 
integrates governance of enterprise IT into enterprise governance. 
It covers all functions and processes within the enterprise; COBIT 5 
does not focus only on the ‘IT function’, but treats information and 
related technologies as assets that need to be dealt with just like any 
other asset by everyone in the enterprise.

Principle 3: Applying a Single Integrated Framework: COBIT 5 
is a single and integrated framework as it aligns with other latest 
relevant standards and frameworks, thus allows the enterprise 
to use COBIT 5 as the overarching governance and management 
framework integrator. 

Principle 4: Enabling a Holistic Approach: COBIT 5 defines a 
set of enablers to support implementation of a comprehensive 
governance and management system for enterprise IT.

Principle 5: Separating Governance from Management: �e 
COBIT 5 framework makes a clear distinction between governance 
and management. �ese two disciplines encompass different types of 
activities, require different organizational structures and serve different 
purposes. 

COBIT 5 Seven Enablers 
Enabling a Holistic Approach

COBIT 5 Principles

2. Processes

5. Information

RESOURCES

6. Services, Infrastructure 
and Applications

7. People, Skills 
and Competencies

3. Organizational 
Structures

4. Culture, Ethics 
and Behaviour

1. Principles, Policies and 
Frameworks
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● Information means Processed Data

Attributes of Information

● Availability

● Purpose/Objective

● Mode and format

● Current/Updated

● Rate

● Frequency

● Completeness and Adequacy

● Reliability

● Validity

● Quality

● Transparency

● Value of Information

■ Information is useless if it is not available at the time of need.

■ �e basic objective of information is to inform, evaluate, 
persuade, and organize. �is indeed helps in decision making, 
generating new concepts and ideas, identify and solve problems, 
planning, and controlling which are needed to direct human 
activity in business enterprises.

■ �e mode may be in the form of voice, text and combination of 
these two. Format should be designed in such a way that it assists in 
decision making, solving problems, initiating planning, controlling 
and searching.

■ Information should be refreshed from time to time as it 
usually rots with time and usage.

■ Useful information is the one which is transmitted at a rate which 
matches with the rate at which the recipient wants to receive.

■ �e frequency with which information is transmitted or received 
affects its value.

■ �e information provided should be complete and adequate in itself 
because only complete information can be used in policy making.

■ It is a measure of failure or success of using information for 
decision-making.

■ It measures how close the information is to purpose for which it 
asserts to serve.

■ It means the correctness of information.

■ It is essential in decision and policy making.

■ Defined as value of information when given a set of possible 
decisions, a decision-maker may select one on basis of the 
information at hand.

1. Principles, Policies and 
Frameworks 

Vehicles to translate the desired behaviour into practical guidance for day-to-day management.

2.  Processes Describe an organised set of practices and activities to achieve certain objectives and produce a set of 
outputs in support of achieving overall IT-related goals.

3. Organisational Structures Are the key decision-making entities in an organisation.

4.  Culture, Ethics and behaviour Of individuals and of the organisation; very often underestimated as a success factor in governance 
and management activities.

5.  Information Is pervasive throughout any organisation, i.e., deals with all information produced and used by the 
enterprise for keeping the organisation running and well governed.

6. Services, Infrastructure and 
applications

Include the infrastructure, technology and applications that provide the enterprise with information 
technology processing and services. 

7. People, skills and competencies Are linked to people and are required for successful completion of all activities and for making correct 
decisions and taking corrective actions.

CHAPTER – 2 INFORMATION SYSTEMS CONCEPTS

�is chapter explains the basic concepts of Information Systems, their types and their applications in businesses and organizations. �e 
chapter also comprehends the knowledge about different types of systems e.g. Open, Closed, Probabilistic, Deterministic, Manual, Physical 
etc. and to differentiate between data and information.

SYSTEM 
Defined as a group of interconnected components working towards 
the accomplishment of a common goal by accepting inputs and 
producing outputs in an ordered transformation process.

Elements

Abstract Physical Closed

Working/Output

Deterministic

Interactive Behaviour

Degree of Human Intervention

Open

Manual

Automated Probabilistic

Systems Classification

■ Abstract System - Also known as Conceptual    
System or Model that can be defined as an 
orderly arrangement of interdependent ideas or  
constructs. 

■ Physical System is a set of tangible elements, 
which operated together to accomplish an 
objective e.g. Computer system.

■ An Open System interacts with other systems in its 
environment. For example; Information Systems.

■ Closed System does not interact with the 
environment and does not change with the 
changes in environment.

■ In a Manual System, the activities like data 
collection, maintenance and final reporting are 
done by human.

■  In an Automated System, the activities like data 
collection, maintenance and final reporting are 
carried out by computer system or say machine 
itself. 

■ A Deterministic System operates in a predictable 
manner. For example - software that performs on a 
set of instructions is a deterministic system.

■ A Probabilistic System is defined in terms of 
probable behaviour. For example - inventory 
system is a probabilistic system where the average 
demand, average time for replenishment, etc. may 
be defined. 

Element Based 
Systems

Interactive 
Behaviour 
Based Systems

Degree of 
Human 
Intervention 
based

Working/
Output Based
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Components of Information Systems

Human Resources 
IT Professionals, 

systems 
administrators, 

programmers and 
end users

Computer 
System

Telecommunications
Communication media

Software 
System software/ 

Application Software

Hardware 
 Physical components 

of the computers

Data 
Raw fact

INPUT 
(Business problems 

in the form of 
data, information, 

instructions, 
opportunities

PROCESSING
(Software, 
Programs, people, 
equipments, 
storage)

CONTROL
(Decision Makers, 
Auto Control)

OUTPUT
 (Solution to 
problems in the form 
of reports, graphics, 
calculations, voices)

FEEDBACK

USER

TYPES OF INFORMATION SYSTEMS

Operational Level 
Systems that support 
operational managers 
in tracking elementary 
activities. 

Transaction Processing 
System (TPS) is a lowest level 
of operational level system that 
manipulates data from business 
transactions to generate various 
information products for external 
use.  TPS ensures that business 
procedures are followed. 
Examples are sales order entry, 
hotel reservations, payroll, 
employee record keeping, and 
shipping.
Components – Input, Processing, 
Storage, Output.
Features – Large volume of data, 
automation of basic operations, 
measurable benefits, source of 
input for other systems.

Office Automation 
Systems (OAS)  
refer to the integration 
of office functions 
usually related to 
managing information.
Basic activities  
include – 
Document Capture;
Document Creation;
Receipts and 
Distribution;
Filling, Search, Retrieval 
and Follow up; 
Calculations; and 
Recording Utilization of 
Resources.

Management Information 
System (MIS) 
Features –
Management Oriented; 
Management Directed; 
Sub-System Concept; 
Heavy Planning 
Element; Common 
Data Flows; Common 
Database; Integrated and 
Computerized.
Decision Support 
System (DSS) is a 
type of computerized 
information system that 
supports business and 
organizational decision – 
making activities.

Executive Information 
Systems (EIS) 
sometimes referred to 
as an Executive Support 
System (ESS) serves the 
strategic level i.e. top 
level managers of the 
organization. 

Knowledge Level 
Systems that support 
the business to integrate 
new knowledge into the 
business and control the 
flow of paperwork and 
enable group working.

Management Level Systems 
support the middle managers in    
monitoring, decision-making 
and administrative activities. 
�is is helpful in answering 
questions like are things 
working well and in order? 
�is ensures that business 
procedures are followed. 

Strategic-level Systems (SLS) are 
for strategic managers to track and 
deal with strategic issues, assisting 
long-range planning. Support 
the senior level management to 
tackle and address strategic issues 
and long term trends, both inside 
organization and outside world.

Functions of Information Systems

TYPES OF SYSTEMS GROUPS SERVED
Executive Support Systems 
(ESS)

STRATEGIC LEVEL SYSTEMS
5 year Operating Plan, 5 - year Budget Forecasting, 5 - Year Sales Trend 
Forecasting, Profit Planning,  Manpower Planning 

Senior Managers

Management Information 
Systems (MIS)

Decision Support Systems 
(DSS)

MANAGEMENT LEVEL SYSTEMS
Sales Management, Inventory Control, Annual Budgeting, Capital Investment 
Analysis, Relocation Analysis 

Middle Managers

Sales Region Analysis, Production Scheduling, Cost Analysis,                     
Pricing/Profitability Analysis, Contract Cost Analysis 

Knowledge Management 
Systems(KMS)
Office Automation Systems 
(OAS)

KNOWLEDGE LEVEL SYSTEMS
Engineering Workstations, Graphics Workstation, Managerial Workstations

Knowledge and 
Data Workers

Word Processing, Document Imaging, Electronic Calendars

Transaction Processing 
Systems (TPS)

OPERATIONAL LEVEL SYSTEMS
Machine Control, Securities Trading, Payroll, Compensation, Order tracking, 
Plant Scheduling, Accounts Payable, Training & Development, Order 
Processing, Material Movement Control, Cash Management,  Accounts 
Receivable,   Employee Record Keeping
Sales & Marketing   Manufacturing    Finance   Accounting    Human Resources    

Operational 
Managers
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1. Expert Systems: Expert Systems are highly developed DSS that utilizes knowledge generally possessed by an expert to share a problem. 
�ese are software systems that imitate the reasoning processes of human experts and provide decision makers with the type of advice they 
would normally receive from such expert systems. Some of the business application areas of Expert system are Accounting and Finance, 
Marketing, Manufacturing, Personnel and General business etc.
Benefits ♦ Preserve knowledge that might be lost through retirement, resignation or death of an acknowledged company 

expert;
♦ Put information into an active-form so it can be summoned almost as a real-life expert might be summoned;
♦ Assist novices in thinking the way experienced professionals do;
♦ Are not subjected to such human fallings as fatigue, being too busy, or being emotional.
♦ Can be effectively used as a strategic tool in the areas of marketing products, cutting costs and improving 

products.

2.  Enterprise Resource Planning (ERP): Enterprise Resource Planning (ERP) is process management software that allows an organization 
to use a system of integrated applications to manage the business and automate many back-office functions related to technology, services 
and human resources. ERP software integrates all facets of an operation, including product planning, development, manufacturing, sales 
and marketing.
Components  Software Component: �e software component is the component that is most visible part and consists of several 

modules such as Finance, Human Resource, Supply Chain Management, Supplier Relationship Management, 
Customer Relationship, and Business Intelligent.

 Process Flow: It is the model that illustrates the way how information flows among the different modules within 
an ERP system. 

 Customer mindset: To lead ERP implementation to succeed, the company needs to eliminate negative value or 
belief that users may carry toward utilizing new system. 

 Change Management: In ERP implementation, change needs to be managed at several levels - User attitude; 
resistance to change; and Business process changes.

Benefits

♦ Streamlining processes and workflows with a single integrated system.
♦ Reduce redundant data entry and processes and in other hand it shares information across the department.
♦ Establish uniform processes that are based on recognized best business practices.
♦ Improved workflow and efficiency.
♦ Improved customer satisfaction based on improved on-time delivery, increased quality, shortened delivery times.
♦ Reduced inventory costs resulting from better planning, tracking and forecasting of requirements.
♦ Turn collections faster based on better visibility into accounts and fewer billing and/or delivery errors.
♦ Decrease in vendor pricing by taking better advantage of quantity breaks and tracking vendor performance.
♦ Track actual costs of activities and perform activity based costing.
♦ Provide a consolidated picture of sales, inventory and receivables.

3.   Core Banking Systems: Core Banking Systems (CBS) may be defined as back-end systems that process daily banking transactions, and 
post updates to accounts and other financial records. �ese systems typically include deposit, loan and credit-processing capabilities, with 
interfaces to general ledger systems and reporting tools. Core banking functions differ depending on the specific type of bank. Examples 
of core banking products include Infosys’ Finacle, Nucleus FinnOne and Oracle’s Flexcube application (from their acquisition of Indian IT 
vendor i-flex).
Elements of Core 
Banking

♦ Making and servicing loans.
♦ Opening new accounts.
♦ Processing cash deposits and withdrawals.
♦ Processing payments and cheques.
♦ Calculating interest.
♦ Customer Relationship Management (CRM) activities.
♦ Managing customer accounts.
♦ Establishing criteria for minimum balances, interest rates, number of withdrawals allowed and so on.
♦ Establishing interest rates.
♦ Maintaining records for all the bank’s transactions.

SPECIALIZED SYSTEMS

IT in Business World

Marketing Customer 
Relationship 
Management

Supply Chain 
Management

Knowledge 
Management Retailing Decision 

Making

�ese are the systems that provide comprehensive end-to-end IT solutions and services (including systems integration, implementation, 
engineering services, software application customization and maintenance) to various corporations globally.



 The Chartered Accountant Student   May 2017    13

  INFORMATION SYSTEMS CONTROL AND AUDIT

�is chapter provides the understanding on the Information Security Policies and various types of Information Systems Controls.

CHAPTER 3 PROTECTION OF INFORMATION SYSTEMS

INFORMATION SECURITY POLICY AND ITS HIERARCHY

Information Security Policy: �is policy provides a definition of Information Security, its overall objective and the importance that applies 
to all users. Various types of Information Security Policies are as follows:

 User Security Policies – �ese include User Security Policy and Acceptable Usage Policy.
 User Security Policy – �is policy sets out the responsibilities and requirements for all IT system users. It provides security terms of 

reference for Users, Line Managers and System Owners.
 Acceptable Usage Policy – �is sets out the policy for acceptable use of email, Internet services and other IT resources.

 Organization Security Policies – �ese include Organizational Information Security Policy, Network & System Security Policy and Information 
Classification Policy.
 Organizational Information Security Policy – �is policy sets out the Group policy for the security of its information assets and the 

Information Technology (IT) systems processing this information. �ough it is positioned at the bottom of the hierarchy, it is the main IT 
security policy document.

 Network & System Security Policy – �is policy sets out detailed policy for system and network security and applies to IT department users.
 Information Classification Policy – �is policy sets out the policy for the classification of information.

 Condition of Connection – �is policy sets out the Group policy for connecting to the network. It applies to all organizations connecting 
to the Group, and relates to the conditions that apply to different suppliers’ systems.

CLASSIFICATION OF INFORMATION SYSTEMS' CONTROLS
Objectives of Controls

(Based on the time they act)
Nature of IS Resource 

(Based on Resource its implemented)
Audit Functions

(On Auditor’s perspective)

Preventive Controls: Preventive 
Controls are those inputs, which are 
designed to prevent an error, omission 
or malicious act occurring. Use of 
passwords to gain access to a financial 
system is a preventive control.
Detective Controls: �ese controls are 
designed to detect errors, omissions 
or malicious acts that occur and 
report the occurrence. An example of 
a Detective Control would be a use of 
automatic expenditure profiling where 
management gets regular reports of 
spend to date against profiled spend.
Corrective Controls: Corrective 
controls are designed to reduce the 
impact or correct an error once it has 
been detected. A Business Continuity 
Plan (BCP) is a corrective control. 

Environmental Controls: �ese are the controls relating 
to IT environment such as power, air-conditioning, Un-
interrupted Power Supply (UPS), smoke detection, fire-
extinguishers, dehumidifiers etc.
Physical Access Controls: �ese are the controls relating 
to physical security of the tangible IS resources and 
intangible resources stored on tangible media etc. Such 
controls include Access control doors, Security guards, 
door alarms, restricted entry to secure areas, visitor logged 
access, CCTV monitoring etc. 
Logical Access Controls: �ese are the controls relating 
to logical access to information resources such as operating 
systems controls, application software boundary controls, 
networking controls, access to database objects, encryption 
controls etc. �ese controls are implemented to ensure 
that access to systems, data and programs is restricted 
to authorized users to safeguard information against 
unauthorized use, disclosure or modification, damage or 
loss.

Managerial Controls: �ese 
are the controls that must be 
performed to ensure development, 
implementation, operation & 
maintenance of IS in a planned 
and controlled manner in an 
organization. �e controls at this 
level provide a stable infrastructure 
in which information systems can 
be built, operated, and maintained 
on a day-to-day basis.
Application Controls: Application 
system controls are undertaken to 
accomplish reliable information 
processing cycles that perform the 
processes across the enterprise. 
Applications represent the 
interface between the user and the 
business functions.

Managerial Controls Scope
Top Management and Information 
Systems Management Controls

Discusses the top management’s role in planning, organizing, leading and controlling the information 
systems function. Also, provides advice to top management in relation to long-run policy. 

System Development Management 
Controls

Provides a contingency perspective on models of the information systems development process that 
auditors can use as a basis for evidence collection and evaluation.

Programming Management 
Controls

Discusses the major phases in the program life cycle and the important controls that should be 
exercised in each phase.

Data Resource Management Controls Discusses the role of database administrator and the controls that should be exercises in each phase.
Quality Assurance Management 
Controls

Discusses the major functions that quality assurance management should perform to ensure that 
the development, implementation, operation, and maintenance of information systems conform to 
quality standards.

Security Management Controls Discusses the major functions performed by operations by security administrators to identify major 
threats to the IS functions and to design, implement, operate, and maintain controls that reduce 
expected losses from these threats to an acceptable level. 

Operations Management Controls Discusses the major functions performed by operations management to ensure the day-to-day 
operations of the IS function are well controlled.

Acceptable Usage Policy

User Security Policy

Information Classification Policy

Organizational Information Security Policy

Network & System Security Policy

Organization Security Policies

Information Security Policy

MANAGERIAL CONTROLS  SCOPE

User Security Policies Condition of Connection
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Application Controls Scope

Boundary Establishes interface between the user of the system and the system itself. �e system must ensure that it has an 
authentic user.

Input Input Controls are validation and error detection of data input into system and are responsible for bringing both 
data and instructions in to information system. 

Communication Responsible for controls over physical components, communication line errors, flows, links, topological controls, 
channel access controls, controls over subversive attacks, internetworking controls, communication architecture 
controls etc.

Processing Responsible for computing, sorting, classifying and summarizing data.
Output To provide functions that determine the data content available to users, data format, timeliness of data and how 

data is prepared and routed to users.
Database Responsible to provide functions to define, create, modify, delete and read data in an information system. 

APPLICATION CONTROLS  SCOPE

SOME TECHNIQUES TO COMMIT 
CYBER FRAUDS

Information Technology General Controls (ITGC) Financial Controls Personal Computer Controls

ITGC are the basic policies and procedures that ensure 
that an organization’s information systems are properly 
safeguarded, that application programs and data are secure, 
and that computerized operations can be recovered in case 
of unexpected interruptions.
�e objectives of general controls are to ensure the 
proper development and implementation of applications, 
the integrity of program and data files and of computer 
operations. Like application controls, general controls may 
be either manual or programmed. Examples of general 
controls include the development and implementation of an 
IS strategy and an IS security policy, the organization of IS 
staff to separate conflicting duties and planning for disaster 
prevention and recovery.

�ese controls are generally defined 
as the procedures exercised by the 
system user personnel over source, or 
transactions origination, documents 
before system input. �ese areas 
exercise control over transactions 
processing using reports generated 
by the computer applications to 
reflect un-posted items, non-
monetary changes, item counts 
and amounts of transactions for 
settlement of transactions processed 
and reconciliation of applications to 
general ledger.

Most common PC Controls:
 Physically locking the system; 
 Proper logging of equipment 

shifting must be done; 
 Centralized purchase of 

hardware/ software;
 Standards set for developing, 

testing and documenting;
 Uses of anti-malware software;
 Use of PC and their peripheral 

must have controls; and 
 Use of disc locks that prevent 

unauthorized access to the floppy 
disk or pen drive of a computer.

MAJOR CYBER ATTACKS
 Phishing: It is the act of attempting to acquire information such as usernames, passwords, 

and credit card details by masquerading as a trustworthy entity in an electronic 
communication. Communications purporting to be from popular social web sites, auction 
sites, online payment processors or IT administrators are commonly used to lure the 
unsuspecting public. 

 Network Scanning: It is a process to identify active hosts of a system, for purpose of 
getting information about IP addresses etc.

 Virus/Malicious Code: As per Section 43 of the Information Technology Act, 2000, 
"Computer Virus" means any computer instruction, information, data or program that 
destroys, damages, degrades or adversely affects the performance of a computer resource 
or attaches itself to another computer resource and operates when a program, data or 
instruction is executed or some other event takes place in that computer resource.

 Spam: E-mailing the same message to everyone on one or more Usenet News Group or 
LISTSERV lists is termed as Spam.

 Website Compromise/Malware Propagation: It includes website defacements and hosting 
malware on websites in an unauthorized manner.

 Others: �ese are given as follows:
 Cracking: Crackers are hackers with malicious intentions.
 Eavesdropping: It refers to the listening of the private voice or data transmissions, 

often using a wiretap.
 E-mail Forgery: Sending e-mail messages that look as if someone else sent it is 

termed as E-mail forgery.
 E-mail �reats: Sending a threatening message to try and get recipient to do 

something that would make it possible to defraud him is termed as E-mail threats.
 Scavenging: �is is gaining access to confidential information by searching 

corporate records.

IMPACT OF CYBER FRAUDS
 Financial Loss: Cyber frauds lead to actual cash loss to target company/organization. 

For example, wrongfully withdrawal of money from bank accounts.
 Legal Repercussions: Entities hit by cyber frauds are caught in legal liabilities to 

their customers. Section 43A of the Information Technology Act, 2000, fixes liability 
for companies/organizations having secured data of customers. �ese entities need to 
ensure that such data is well protected. In case a fraudster breaks into such database, it 
adds to the liability of entities.

 Loss of credibility or Competitive Edge: News that an organizations database has been 
hit by fraudsters, leads to loss of competitive advantage. �is also leads to lose credibility. 
�ere have been instances where share prices of such companies went down, as the news 
of such attach percolated to the market.

 Disclosure of Confidential, Sensitive or Embarrassing Information: Cyber-attack 
may expose critical information in public domain. For example, the instances of 
individuals leaking information about governments secret programs.

 Sabotage: �e above situation may lead to misuse of such information by enemy country. 

Hacking: It refers to unauthorized 
access and use of computer systems, 
usually by means of personal computer 
and a telecommunication network. 
Normally, hackers do not intend to 
cause any damage.

Cracking: Crackers are hackers with 
malicious intentions, which means, un-
authorized entry. 

Masquerading or Impersonation: 
In this case, perpetrator gains access 
to the system by pretending to be an 
authorized user.

Data Diddling: Changing data before, 
during, or after it is entered into the 
system in order to delete, alter, or add 
key system data is referred as Data 
Diddling.

Internet Terrorism: It refers to  using 
the Internet to disrupt electronic 
commerce and to destroy company and 
individual communications.

Logic Time Bombs: �ese are the 
programs that lie idle until some 
specified circumstance or a particular 
time triggers it. Once triggered, 
the bomb sabotages the system by 
destroying programs, data or both.

Denial of Service (DoS) Attack: It 
refers to an action or series of actions 
that prevents access to a software 
system by its intended/authorized 
users; causes the delay of its time-
critical operations; or prevents any part 
of the system from functioning. 
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BUSINESS CONTINUITY MANAGEMENT

(A) Business Continuity Management (BCM) is a very effective management process to help enterprises to manage the disruption of all kinds, 
providing countermeasures to safeguard from the incident of disruption of all kinds. 

(B) Advantages of BCM are that- �e enterprise:
 can proactively assess the threat scenario and potential risks;
 has planned response to disruptions which can contain the damage and minimize the impact on the enterprise; and
 can demonstrate a response through a process of regular testing and trainings.

(C)   BCM Policy is a high-level document, which shall be the guide to make a systematic approach for disaster recovery, to bring about 
awareness among the persons in scope about the business continuity aspects and its importance and to test and review the BCP for the 
enterprise in scope.

(D)  BCM Process: A BCM process should be in place to address the policy and objectives as defined in the Business Continuity Policy by 
providing organization structure with responsibilities and authority, implementation and maintenance of BCM.
 BCM – Process: �e management process enables the business continuity, capacity and capability to be established and maintained. 

�e capacity and capability are established in accordance to the requirements of the enterprise. �e sub-processes are Organization 
Structure; Implementing Business Continuity and Documentation and Records.

 BCM – Information Collection Process: �e activities of assessment process do the prioritization of an enterprise’s products and 
services and the urgency of the activities that are required to deliver them. �is sets the requirements that will determine the selection of 
appropriate BCM strategies in the next process. �is process involves Business Impact Analysis and Risk Assessment.

 BCM – Strategy Process: �is requires an appropriate response to be selected at an acceptable level and during and after a disruption 
within an acceptable timeframe for each product or service, so that the enterprise continues to provide those products and services. �is 
involves range of strategies - Organization BCM Strategy; Process Level BCM Strategy and Resource Recovery BCM Strategy.

 BCM – Development and Implementation Process: �is involves the Development of a management framework and a structure of 
Incident Management, Business Continuity and Business Recovery and Restoration Plans.   

 BCM – Testing and Maintenance Process: BCM testing, maintenance and audit testify the enterprise BCM to prove the extent to 
which its strategies and plans are complete, current and accurate; BCM audit and Review arrangements to identify opportunities for 
improvement.

 BCM – Training Process: Extensive trainings in BCM framework, incident management, business continuity, business recovery and 
restoration plans enable it to become part of the enterprise’s core values and provide confidence in all stakeholders in the ability of the 
enterprise to cope with minimum disruptions and loss of service. Accessing needs, designing and delivery trainings and measuring results 
are the activities under this process.

CHAPTER 4 BUSINESS CONTINUITY PLANNING AND DISASTER RECOVERY PLANNING

BUSINESS CONTINUITY PLANNING (BCP)
It is creation and validation of a logistical plan for how an enterprise will recover & restore partially or completely interrupted critical functions 
within a predetermined time after a disaster or extended disruption.

OBJECTIVES & GOALS

�is Chapter introduces the concepts of Business Continuity Management, Business Continuity Planning, Back-ups and Disaster 
Recovery Planning (DRP).

DEVELOPMENT

OBJECTIVES
 Provide the safety and well-being of people on the 

premises at the time of disaster;
 Continue critical business operations;
 Minimize the duration of a serious disruption 

to operations and resources (both information 
processing and other resources);

 Minimize immediate damage and losses;
 Establish management succession and emergency 

powers;
 Facilitate effective co-ordination of recovery tasks;
 Reduce the complexity of the recovery effort; and
 Identify critical lines of business and supporting 

functions.

GOALS
 Identify weaknesses and implement a disaster 

prevention program;
 Minimize the duration of a serious disruption to 

business operations;
 Facilitate effective co-ordination of recovery tasks; 

and
 Reduce the complexity of the recovery effort.

Each of these phases are described below:
Phase 1 – Pre-Planning Activities (Project Initiation): �is Phase is used to obtain an 
understanding of the existing and projected computing environment of the organization. 
Phase 2 – Vulnerability Assessment and General Definition of Requirements: �is 
phase addresses measures to reduce probability of occurrence of disaster. 
Phase 3 – Business Impact Assessment (BIA): A Business Impact Assessment (BIA) of 
all business units that are part of the business environment enables the project team to 
identify critical systems, processes and functions; assess economic impact of incidents/
disasters; & assess “pain threshold”.
Phase 4 – Detailed Definition of Requirements: During this phase, a profile of recovery 
requirements is developed. �is profile is to be used as a basis for analyzing alternative 
recovery strategies. Another key deliverable of this phase is the definition of the plan 
scope, objectives and assumptions. 
Phase 5 – Plan Development: During this phase, recovery plans components are defined 
and plans are documented.
Phase 6 – Testing/Exercising Program: Testing/ exercising goals are established and 
alternative testing strategies are evaluated. 
Phase 7 – Maintenance Program: It is critical that existing change management 
processes are revised to take recovery plan maintenance into account. 
Phase 8 – Initial Plan Testing and Implementation: Once plans are developed, initial 
tests of the plans are conducted and any necessary modifications to the plans are made 
based on an analysis of test results.
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TYPES OF PLANS

Emergency Plan Back-Up Plan Recovery Plan Test Plan
 �e Emergency Plan specifies the actions to 

be undertaken immediately when a disaster 
occurs.

 Management must identify those situations that 
require the plan to be invoked e.g., major fire, 
major structural damage, and terrorist attack.

 When the situations that evoke the plan have 
been identified, four aspects of the emergency 
plan must be articulated. First, the plan must 
show ‘who is to be notified immediately when 
the disaster occurs - management, police, fire 
department, medicos, and so on’. Second, the 
plan must show actions to be undertaken, 
such as shutdown of equipment, removal of 
files, and termination of power. �ird, any 
evacuation procedures required must be 
specified. Fourth, return procedures (e.g., 
conditions that must be met before the site is 
considered safe) must be designated.

 �e Backup Plan specifies 
the type of backup to be kept, 
frequency with which backup 
is to be undertaken, procedures 
for making backup, location of 
backup resources, site where these 
resources can be assembled and 
operations restarted, personnel 
who are responsible for gathering 
backup resources and restarting 
operations, priorities to be assigned 
to recovering the various systems, 
and a time frame for recovery of 
each system.

 �e backup plan needs continuous 
updating as changes occur. 

 Lists of hardware and software 
must be updated to reflect 
acquisitions and disposals.

 Recovery Plan sets out 
procedures to restore 
full information system 
capabilities.

 Recovery plan should 
identify a recovery 
committee that will be 
responsible for working 
out the specifics of 
the recovery to be 
undertaken.

 �e plan should specify 
the responsibilities of the 
committee and provide 
guidelines on priorities 
to be followed. �e plan 
might also indicate which 
applications are to be 
recovered first.

 �e purpose of 
the Test Plan is to 
identify deficiencies 
in the emergency, 
backup, or recovery 
plans or in the 
preparedness of an 
organization and its 
personnel for facing 
a disaster.

 It must enable a 
range of disasters 
to be simulated 
and specify the 
criteria by which the 
emergency, backup, 
and recovery plans 
can be deemed 
satisfactory.

Type Definition Advantages Disadvantages Example
Full 
Backup

A complete 
backup of 
everything 
you want to 
backup.

 Restores are fast and easy 
to manage as the entire 
list of files and folders are 
in one backup set.

 Easy to maintain and 
restore different versions.

 Backups can take very long as each file 
is backed up again every time the full 
backup is run.

 Consumes the most storage space 
compared to incremental and 
differential backups. �e exact same 
files are stored repeatedly resulting in 
inefficient use of storage.

Suppose a full backup job or task is to be done 
every night from Monday to Friday. �e first 
backup on Monday will contain the entire list of 
files and folders in the backup job. On Tuesday, 
the backup will include copying all the files 
and folders again, no matter the files have got 
changed or not. �e cycle continues this way.

Type Definition Advantages Disadvantages Example
Incremental 
Backup

�e backup 
software creates 
copies of all the 
files, or parts of files 
that have changed 
since previous 
backups of any type 
(full, differential or 
incremental).

 Much faster backups.
 Efficient use of storage 

space as files is not 
duplicated. Much less 
storage space used 
compared to running 
full backups and even 
differential backups.

 Restores are slower than with 
a full back-up and differential 
backups.

 Restores are a little more 
complicated. All backup 
sets (first full backup and all 
incremental backups) are 
needed to perform a restore.

Suppose an Incremental backup job or task is 
to be done every night from Monday to Friday. 
�is first backup on Monday will be a full back up 
since no backups have been taken prior to this. 
However, on Tuesday, the incremental backup 
will only backup the files that have changed 
since Monday and the backup on Wednesday 
will include only the changes and new files since 
Tuesday’s backup. �e cycle continues this way.

Type Definition Advantages Disadvantages Example
Differential 
Backup

�e backup 
software looks 
at which files 
have changed 
since you 
last did a full 
backup. �en 
creates copies 
of all the 
files that are 
different from 
the ones in the 
full backup.

 Much faster backups then 
full backups.

 More efficient use of 
storage space then full 
backups since only files 
changed since the last full 
backup will be copied on 
each differential backup 
run.

 Faster restores than 
incremental backups.

 Backups are slower than incremental 
backups.

 Not as efficient use of storage space as 
compared to incremental backups. All 
files added or edited after the initial full 
backup will be duplicated again with 
each subsequent differential backup.

 Restores are slower than with full 
backups.

 Restores are a little more complicated 
than full backups but simpler than 
incremental backups. Only the full 
backup set and the last differential 
backup are needed to perform a restore.

Suppose a differential backup job or task 
is to be done every night from Monday 
to Friday. On Monday, the first backup 
will be a full back up since no prior 
backups have been taken. On Tuesday, the 
differential backup will only backup the 
files that have changed since Monday and 
any new files added to the backup folders.  
On Wednesday, the files changed and files 
added since Monday’s full backup will be 
copied again. While Wednesday’s backup 
does not include the files from the first full 
backup, it still contains the files backed up 
on Tuesday.

Type Definition Advantages Disadvantages Example
Mirror 
Backup

Mirror backups are a 
mirror of the source being 
backed up. With mirror 
backups, when a file in the 
source is deleted, that file 
is eventually also deleted in 
the mirror backup. 

 �e backup 
is clean and 
does not 
contain old 
and obsolete 
files.

 �ere is a chance that 
files in the source 
deleted accidentally, 
by sabotage or 
through a virus may 
also be deleted from 
the backup mirror.

Many online backup services offer a mirror backup with a 30 day 
delete. �is means that when you delete a file on your source, 
that file is kept on the storage server for at least 30 days before it 
is eventually deleted.  �is helps strike a balance offering a level 
of safety while not allowing the backups to keep growing since 
online storage can be relatively expensive. Many backup software 
utilities do provide support for mirror backups.

DISASTER RECOVERY PLANNING
Disaster Recovery Planning (DRP) is the factor that makes the critical difference between the organizations that can successfully manage crises with 
minimal cost and effort and maximum speed, and those that are left picking up the pieces for untold lengths of time and at whatever cost providers 
decide to charge; organizations forced to make decision out of desperation. �e primary goal of any Disaster Recovery Plan is to help the organization 
maintain its business continuity, minimize damage, and prevent loss. 
DRP will specify how the recovery of a function will be performed. Within a DR plan, there will be individual component system recovery plans 
that would specify steps to recover. �e big difference between BCP and DR plan is that a DRP will specify how the recovery of a function will be 
performed. Within a DR plan, there will be individual component system recovery plans that would specify steps to recover.

TYPES OF BACK  UPS
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�is chapter conceptualizes a systematic approach to Systems Development Life Cycle (SDLC) and reviews its phase activities, 
methods, tools and controls etc. and provides an analytical understanding of different SDLC models.

SYSTEMS DEVELOPMENT LIFE CYCLE (SDLC)

CHAPTER 5 ACQUISITION, DEVELOPMENT AND IMPLEMENTATION OF INFORMATION SYSTEMS

SYSTEMS DEVELOPMENT METHODOLOGY

• A formalized, standardized, well-organized and documented set of activities.
• Refers to the process of examining a business situation with the intent of improving it through better procedures and methods.
• A framework to structure, plan and control the process of developing.
• Example - Waterfall Model, Prototyping Model, Incremental Model, Spiral Model, RAD Model and Agile Model.

Characteristics Description

Process Project divided into number of identifiable processes, with each process having a starting point and an ending 
point; comprises several activities; one or more deliverables, and several management control points.

Deliverables �e specific reports and other documentation must be produced periodically during system development.

Sign-offs Generally provided by users, managers, and auditors that signify approval of the development process and the 
system being developed.

Testing Project divided into number of identifiable processes, with each process having a starting point and an ending 
point; comprises several activities; one or more deliverables, and several management control points. 

Training A training plan for its future users.

Controls Formal program change controls established to prevent unauthorized changes to computer programs.

Post-implementation Review A post-implementation review of all developed systems must be performed to assess the effectiveness and 
efficiency of the new system and of the development process.

Systems Development Life Cycle (SDLC) consists of a generic sequence of steps or phases in which each phase of the SDLC uses the results of 
the previous one and provides system designers and developers to follow a sequence of activities. �e following phases are involved in the cycle: 

Phase I: Preliminary Investigation: A preliminary investigation is normally initiated by some sort of system request. �e deliverable of the 
preliminary investigation includes a report including feasibility study observations.  

1. Identification of Problem 
 Define the problem clearly and 

precisely. 
2. Identification of Objectives
 Work out and precisely specify 

the objectives of the proposed 
solution.

3. Delineation of Scope
 Defines its typical boundaries 

that clearly and comprehensibly 
states the extent and defines 
‘What will be addressed by the 
solution and what will not be'.

4. Feasibility Study
 �e likelihood that the proposed system will be useful for the 

organization is determined on following factors:
 Technical Feasibility: It answers whether implementation of 

the project is viable using current technology. 
 Financial Feasibility: �is checks for whether the proposed 

solution may be costly for the user organization. 
 Economic Feasibility: �is includes an evaluation of 

incremental cost and benefit expected if the proposed system 
is implemented. 

 Schedule or Time Feasibility: – �is marks an estimation of 
time it will take a new system to become operational. 

 Resources Feasibility: Implementing sophisticated software 
solutions becomes difficult at specific locations because of 
the reluctance of skilled personnel to move to such locations.  

 Operational Feasibility: �is is concerned with finding view 
of workers, employees, customers and suppliers about the 
use of new system. 

 Behavioural Feasibility: �is refers to the systems, which 
is to be designed to process data and produce the desired 
outputs.

5. Reporting Results to 
Management

 Provides one or more solution 
alternatives and estimates 
the cost and benefits of each 
alternative and reports these 
results to the management. 

6. Internal Control Aspects 
 Management implements 

proper internal audit team 
to ensure proper business 
objectives.

Phase II: System Requirement Analysis: �is phase includes a thorough and detailed understanding of the current system, identifies the areas 
that need modification to solve the problem, the determination of user/managerial requirements and to have fair idea about various systems 
development tools.
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1. Fact  

Finding
Every system 
is built to meet 
some set of 
needs. To  
assess these  
needs -  
Documents, 
Questionnaires, 
Interviews, 
Observation  
are some fact-
finding tools.

2. Analysis of the 
Present Systems

�is step involves 
survey of existing 
methods, 
procedures, data 
flow, outputs, files, 
input and internal 
controls should be 
intensive to fully 
understand the 
present system and 
its related problems. 

3. System Analysis 
of Proposed Systems
After thorough 
analysis, the 
proposed system 
specifications' 
outputs are clearly 
determined; that 
results in inferring 
what inputs, 
database, methods, 
procedures and data 
communications 
must be employed. 

4. System 
Development Tools
�ese are used 
to conceptualize, 
clarify, document 
and communicate 
the activities 
and resources 
involved in the 
organization and 
its IS . Example – 
Structured English, 
Flowcharts, Data 
Flow Diagrams, 
Decision Tree, etc.

5. System 
Specification

�e systems analyst 
prepares a document 
called Systems 
Requirement 
Specifications 
(SRS). SRS contain  
Introduction, 
Information 
Description, Functional 
Description, 
Behavioural 
Description, Validation 
Criteria, Appendices 
and SRS Review.

6. Roles involved 
in SDLC

A variety of tasks 
during the SDLC 
are performed by 
Steering Committee 
/ Project Manager/ 
Project Leader / 
System Analyst 
/ Team Leader / 
Developers/ Testers 
/ Auditors etc. 
based on requisite 
expertise as well as 
skills set.

7. Internal 
Controls

�is includes 
whether 
present system 
analysis has 
been properly 
done; whether 
appropriate 
domain expert 
was engaged; 
whether all user 
requirements of 
proposed system 
have been 
considered; etc.

Phase I: Preliminary Investigation

Phase VIII: Post Implementation 
Review and Maintenance

Phase II: Systems Requirement Analysis

Phase VII: Systems Implementation Phase III: Systems Design

Phase VI: Systems Testing Phase IV: Systems Acquisition

Phase V: Systems Development

Phase III: Systems Design: �e objective is to design an Information System that best satisfies the users/managerial requirements. It 
describes the parts of the system and their interaction; sets out how the system shall be implemented using the chosen hardware, software 
and network facilities; specifies the program and the database specifications and the security plans and further specifies the change control 
mechanism to prevent uncontrolled entry of new requirements.

Architectural Design �is deals with the organization of applications in terms of hierarchy of modules and sub-modules wherein 
major modules; functions and scope of each module; interface features of each module; modules that each 
module can call directly or indirectly and Data received from / sent to / modified in other modules are 
identified.    

Design of data flow 
and user interface for 
proposed system

�is includes designing the data / information flow for the proposed system, the inputs that are required are 
existing data / information flows, problems with the present system, and objective of the new system.  

Design of Database �is involves determining its scope ranging from local to global structure and include Conceptual Modeling, 
Data Modeling, Storage Structure Design and Physical Layout Design.   

User Interface design It involves determining the ways in which users will interact with a system like - source documents to capture 
raw data, hard-copy output reports, screen layouts for dedicated source-document input, inquiry screens for 
database interrogation, graphic and color displays, and requirements for special input/output device.  

Physical Design Concentrates on the issues like the type of hardware for client and server application, Operating systems to 
be used, type of networking, periodical batch processing, online or real-time processing; frequency of I/O 
etc. 

System’s Operating 
Platform

�e new hardware/system software platform required to support the application system will then have to be 
designed for requisite provisions. 

Internal Design Controls �e key control aspects at this stage include - Whether management reports were referred by System 
Designer? Whether all control aspects have been properly covered?, etc.

Phase IV: Systems Acquisition: After a system is designed either partially or fully, the next phase of the systems development starts, which 
relates to the acquisition of operating infrastructure including hardware, software and services. Such acquisitions are highly technical and 
cannot be taken easily and for granted. �ereby, technical specifications, standards etc. come to rescue.

Acquisition Standards
�is focuses on ensuring 
security, reliability, and 
functionality already built into 
a product.

Acquiring System Components from vendors
�e organization gets a reasonable idea of the 
types of hardware, software and services, it needs 
for the system being developed. Request For 
Proposal (RFP) from vendors called.

Other Acquisition aspects and practices
Includes several other acquisition aspects and practices also like 
– H/w Acquisition; S/w Acquisition; Contracts, S/w Licenses 
and Copyright Violations, Validation of Vendors’ proposals and 
methods of validating them.
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Phase V: Systems Development: �is phase is supposed to convert the design specifications into a functional system under the planned 
operating system environments. Application programs are written, tested and documented, conduct system testing that results into a fully 
functional and documented system.

Program Coding 
Standards

Programming Language Program Debugging Program Testing Program 
Documentation

Program 
Maintenance

Coding Standards 
provide simplicity, 
interoperabi l i ty, 
c o m p a t i b i l i t y , 
efficient utilization 
of resources and 
least processing 
time.

High level P/L such as 
COBOL, C, C++, Java etc.. 
Scripting language such as 
JavaScript, VBScript, and 
Decision Support or Logic 
Programming languages 
such as LISP, PROLOG are 
used.

Debugging is the most 
primitive form of testing 
activity, which refers to 
correcting programming 
language syntax and 
diagnostic errors so that 
the program compiles 
cleanly.

Programmer should 
plan the testing to be 
performed, including 
testing of all the 
possible exceptions.

�e requirements 
of business 
data processing 
applications are 
subject to periodic 
change that calls 
for modification of 
various programs.

�e requirements 
of business 
data processing 
applications are 
subject to periodic 
change. �is calls 
for modification of 
various programs.

Phase VI: Systems Testing: Testing is a process used to identify the correctness, completeness and quality of developed computer 
software. Different levels of Testing are as follows:

Unit Testing
A unit is the smallest testable part of an 
application, which may be an individual 
program, function, procedure, etc. 
or may belong to a base/super class, 
abstract class or derived/child class.
�e categories of tests that a 
programmer typically performs on a 
program unit are as follows: 
Functional Tests: Functional Tests 
check ‘whether programs do, what they 
are supposed to do or not’.
Performance Tests: Performance 
Tests should be designed to verify the 
response time, the execution time, the 
throughput, primary and secondary 
memory utilization and the traffic rates 
on data channels and communication 
links. 
Stress Tests: Stress testing is a form 
of testing that involves testing beyond 
normal operational capacity, often to a 
breaking point, to observe the results. 
Structural Tests: Structural Tests are 
concerned with examining the internal 
processing logic of a software system.
Parallel Tests: In Parallel Tests, the 
same test data is used in the new and old 
system and the output results are then 
compared.

Integration Testing
Integration testing is an 
activity of software testing 
in which individual software 
modules are combined and 
tested as a group. �is is 
carried out in the following 
two manners:
Bottom-up Integration: 
It is the traditional strategy 
used to integrate the 
components of a software 
system into a functioning 
whole. It consists of unit 
testing, followed by sub-
system testing, and then 
testing of the entire system.
Top-down Integration: It 
starts with the main routine, 
and stubs are substituted, 
for the modules directly 
subordinate to the main 
module. Once the main 
module testing is complete, 
stubs are substituted with 
real modules one by one, 
and these modules are 
tested with stubs. �is 
process continues till the 
atomic modules are reached.

Regression Testing 
Each time a 
new module is 
added or any 
modification made 
in the software, 
it changes. New 
data flow paths are 
established, new 
I/O may occur and 
new control logic 
is invoked. �ese 
changes may 
c ause  problems 
w ith  f unct ions 
that  pre v iously 
worked flawlessly. 
In the context of 
the integration 
testing, the 
regression tests 
ensure that 
changes or 
corrections have 
not introduced 
new faults. �e 
data used for the 
regression tests 
should be the same 
as the data used in 
the original test.

System Testing
It is a process in which software and 
other system elements are tested as 
a complete system. �e purpose of 
system testing is to ensure that the 
new or modified system functions 
properly. �ese test procedures are 
often performed in a non-production 
test environment. �e types of testing 
that might be carried out are as 
follows: 
Recovery Testing: �is is the activity 
of testing ‘how well the application is 
able to recover from crashes, hardware 
failures and other similar problems’.
Security Testing: �e six basic 
security concepts that need to be 
covered by security testing are – 
confidentiality, integrity, availability 
authentication, authorization, and 
non-repudiation. 
Stress or Volume Testing: It involves 
testing beyond normal operational 
capacity, often to a breaking point, to 
observe the results.
Performance Testing: �is testing 
technique compares the new 
system's performance with that of 
similar systems using well defined 
benchmarks.

Final Acceptance 
Testing

During this testing, 
it is ensured that the 
new system satisfies 
the quality standards 
adopted by the business 
and the system satisfies 
the users. It is classified 
as under:
Quality Assurance 
Testing: It ensures that 
the new system satisfies 
the prescribed quality 
standards and the 
development process is 
as per the organization’s 
quality assurance 
policy, methodology 
and prescriptions. 
User Acceptance 
Testing: It ensures 
that the functional 
aspects expected by the 
users have been well 
addressed in the new 
system. 

Phase VII: Systems Implementation: Generic key activities involved in Systems Implementation include Conversion of data to the new system files; Training 
of end users; Completion of user documentation; System changeover; and Evaluation of the system at regular intervals. Some of generic activities that are 
performed are as follows:

Equipment 
Installation

An installation 
c h e c k l i s t 
should be 
d e v e l o p e d 
now with 
o p e r a t i n g 
advice from 
the vendor 
and system 
development 
team.

Training 
Personnel

A system can 
succeed or fail 
depending on 
the way it is 
operated and 
used. �erefore, 
the quality 
of training 
received by 
the personnel 
involved with 
the system 
in various 
capacities helps 
or hinders 
the successful 
implementation 
of information 
system. 

System Change-Over Strategies
Conversion/changeover is the process of changing 
over or shifting over from the old system (may be the 
manual system) to the new system. It requires careful 
planning to establish the basic approach to be used in 
the actual changeover, as it may put many resources/
assets/operations at risk. �e four types of popular 
implementation strategies are as follows: 
 Direct Implementation / Abrupt Change-Over: 

With this strategy, the changeover is done in one 
operation, completely replacing the old system in one 
go. 

 Phased Changeover: With this strategy, 
implementation can be staged with conversion to 
the new system taking place gradually. 

 Pilot Changeover: With this strategy, the new 
system replaces the old one in one operation but 
only on a small scale.  

 Parallel Changeover: �is is considered the most 
secure method with both systems running in 
parallel over an introductory period. 

Conversion Activities
Conversion includes all those activities, which must be 
completed to successfully convert from the previous system to 
the new information system.
 Procedure Conversion:  Before any parallel or conversion 

activities can start, operating procedures must be clearly 
spelled out for personnel in the functional areas undergoing 
changes. 

 File Conversion: Because large files of information must 
be converted from one medium to another, this phase 
should be started long before programming and testing 
are completed. 

 System Conversion: After on-line and off-line files have 
been converted and the reliability of the new system has 
been confirmed for a functional area, daily processing 
can be shifted from the existing information system to the  
new one. 

 Scheduling Personnel and Equipment: Schedules should 
be set up by the system manager in conjunction with 
departmental managers of operational units serviced by 
the equipment. 
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Phase VIII: Post Implementation Review and Systems Maintenance: A well-formalized review must be undertaken including some of the systems 
maintenance activities, such as adding new data elements, modifying reports, adding new reports; and changing calculations.

Post Implementation Review: 
A Post Implementation Review 
answers the question “Did we 
achieve what we set out to do in 
business terms?” 
 Development Evaluation: It 

requires schedules and budgets 
to be established in advance and 
that record of actual performance 
and cost be maintained.

 Operational Evaluation: It tries 
to answer the questions related to 
functional aspects of the system.

 Information Evaluation: An 
information system should 
also be evaluated in terms 
of information it provides or 
generates.

System Maintenance: As key personnel change positions in the organization, new changes will be 
implemented, which will require system updates at regular intervals. It can be categorized in the following 
ways: 
 Scheduled Maintenance: Scheduled maintenance is anticipated and can be planned for operational 

continuity and avoidance of anticipated risks.
 Rescue Maintenance: Rescue maintenance refers to previously undetected malfunctions that were not 

anticipated but require immediate troubleshooting solution.
 Corrective Maintenance: Corrective maintenance deals with fixing bugs in the code or defects found 

during the executions. 
 Adaptive Maintenance: Adaptive maintenance consists of adapting software to changes in the 

environment, such as the hardware or the operating system. 
 Perfective Maintenance: Perfective maintenance mainly deals with accommodating to the new or 

changed user requirements and concerns functional enhancements to the system and activities to increase 
the system’s performance or to enhance its user interface.

 Preventive Maintenance: Preventive maintenance concerns with the activities aimed at increasing the 
system’s maintainability, such as updating documentation, adding comments, and improving the modular 
structure of the system. 

Preliminary Investigation

Requirements Analysis

System
Implementation

and MaintenanceFeedback

Concept Advantages Weaknesses
Project is divided into sequential phases, with some overlap and splash 
back/feedback acceptable between phases (in modified versions of 
Waterfall Model). 
 Preliminary Investigation – Looking at the drawbacks in the 

existing system, establishing the need of propose system and 
applying cost benefit criteria in the proposed application.

 Requirement Analysis – Determining user information 
requirements and what they want from the new system.

 Systems Design – Designing the user interface, files to be used, and 
information processing functions to be performed by system.

 System Development – Designing, coding, compiling, testing, and 
documenting programs and system procedures and forms for the 
users of system.

 System Testing – Final testing of the system and formal approval 
and acceptance by management and users.

 System Implementation and Maintenance – Ongoing running 
of the system and subsequent modification considering problems 
detected.

 A waterfall model is easy to follow 
and can be implemented for any size 
project.

 A waterfall model helps find problems 
earlier on which can cost a business less 
than if it was found later.

 Requirements will be set and these 
would not be changed.

 Documentation is produced at every 
stage of a waterfall model, thus allowing 
people/new team to understand what 
has been done and what is to be done.

 Progress of system development is 
measurable.

 �e orderly sequence ensures reliability, 
quality, adequacy and maintainability 
of developed software.

 Inflexible- rigid 
in requirement 
gathering and not 
open for change in 
requirement;  

 Slow- as each 
phase is linear; 

 Costly and 
cumbersome.

 If requirements 
change, the 
Waterfall model 
may not work.

1. Waterfall Model

POPULAR SDLC MODELS

System Testing

System Development

System Design
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Concept Advantages Weaknesses
Prototyping is the process of quickly putting 
together a working model (a prototype) to test 
various aspects of a design, illustrate ideas or 
features and gather early user feedback.  A small 
or pilot version called a ‘Prototype’ is developed 
that is built quickly and at a lesser cost.  When 
a prototype is developed that satisfies all user 
requirements, either it is refined and turned 
into the final system or it is scrapped. If it is 
scrapped, the knowledge gained from building 
the prototype is used to develop the real system. 
�e basic idea here is that instead of freezing 
the requirements before a design or coding 
can proceed, a throwaway prototype is built to 
understand the requirements. �is prototype 
is developed based on the currently known 
requirements. By using this prototype, the client 
can get an “actual feel” of the system, since the 
interactions with prototype can enable the client 
to better understand the requirements of the 
desired system. 

 Users are actively involved in the 
development.

 Users can try the system and provide 
constructive feedback during 
development.

 Quicker user feedback is available 
leading to better solutions.

 An operational prototype can be 
produced in weeks.

 Users become more positive about 
implementing the system as they see a 
solution emerging that will meet their 
needs.

 Prototyping enables early detection of 
errors.

 Since in this methodology a working 
model of the system is provided, the 
users get a better understanding of 
the system being developed.

 Missing functionality can be 
identified easily.

 Each iteration builds on the previous iteration 
and further refines the solution. �is makes 
it difficult to reject the initial solution as 
inappropriate and start over.  

 Formal end-of-phase reviews do not occur. �us, 
its is very difficult to contain the scope of the 
prototype.

 System documentation is often absent or 
incomplete, since the primary focus is on 
development of the prototype.

 System backup and recovery, performance, and 
security issues can be overlooked.

 Leads to implementing and then repairing way 
of building systems.

 Practically, this methodology may increase the 
complexity of the system as scope of the system 
may expand beyond original plans.

 Incomplete application may cause application 
not to be used as the full system was designed.

 Incomplete or inadequate problem analysis.

Concept Advantages Weaknesses
�e Incremental model is a method of software development 
where the model is designed, implemented and tested 
incrementally (a little more is added each time) until the 
product is finished. �e product is defined as finished when 
it satisfies all its requirements. �is model combines the 
elements of the waterfall model with the iterative philosophy 
of prototyping. 
�e Incremental model is a method of software development 
where the model is designed, implemented and tested 
incrementally (a little more is added each time) until the 
product is finished.  �e product is decomposed into several 
components, each of which are designed and built separately 
(termed as builds).

 After each iteration, regression testing is 
conducted in which faulty elements of the software 
are quickly identified because few changes are 
made within any single iteration.

 Generally easier to test and debug than other 
methods of software development because relatively 
smaller changes are made during each iteration. �is 
allows for more targeted and rigorous testing of each 
element within the overall product.

 Customer can respond to features and review the 
product for any needful changes.

 Resulting cost may 
exceed the cost of the 
organization.

 As additional 
functionality is added 
to the product, 
problems may arise 
related to system 
architecture which 
were not evident in 
earlier prototypes.
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Concept Advantages Weaknesses
Spiral model is a combination of sequential and prototype 
model. �ere are specific activities which are done in one 
iteration (spiral) where the output is a small prototype of 
the large software. �e same activities are then repeated 
for all the spirals till the entire software is built. �e spiral 
model is intended for large, expensive and complicated 
projects. Game development is a main area where the spiral 
model is used and needed, that is because of the size and the 
constantly shifting goals of those large projects. 

 High amount of risk analysis hence, 
avoidance of risk is enhanced.

 Good for large and mission-critical projects.
 Strong approval and documentation control.
 Additional Functionality can be added later.
 Software is produced early in the software 

life cycle.

 Can be a costly model to use.
 Risk analysis requires highly 

specific expertise.
 Project’s success is highly 

dependent on the risk analysis 
phase.

 Does not work well for smaller 
projects.

5.  Rapid Application Development (RAD) Model: �e RAD (Rapid Application Development) model is based on prototyping 
and iterative development with no specific planning involved. �e process of writing the software itself involves the planning required for 
developing the product. RAD focuses on gathering customer requirements through workshops or focus groups, early testing of the prototypes 
by the customer using iterative concept, reuse of the existing prototypes (components), continuous integration and rapid delivery.

Concept Advantages Weaknesses
RAD approaches to software development but less emphasis on planning 
tasks and more emphasis on development. In contrast to the waterfall 
model, which emphasizes rigorous specification and planning, RAD 
approaches emphasize the necessity of adjusting requirements in reaction 
to knowledge gained as the project progresses. Features of model are:
 Rapid Application Development.
 Emphasizes on a short development cycle.
 A “high speed” adaptation of the waterfall model.
 Uses a component-based construction approach.
 May deliver software within a very short time (e.g. 60 to 90 days) if 

requirements are well understood and project scope is constrained.

 Reduced development 
time.

 Increases reusability of 
components.

 Quick initial reviews occur.
 Encourages customer 

feedback.
 Integration from very 

beginning solves a lot of 
integration issues.

 Depends on strong team and individual 
performances for identifying business 
requirements.

 Only system that can be modularized 
can be built using RAD.

 Requires highly skilled developers/
designers.

 High dependency on modeling skills.
 Inapplicable to cheaper projects as 

cost of modeling and automated code 
generation is very high.

6.  Agile Model: Agile modelling is a methodology for modelling and documenting software systems based on best practices. It is 
an organized set of s/w development methodologies based on iterative and incremental development. �is is an organized set of software 
development methodologies based on the iterative and incremental development, where requirements and solutions evolve through 
collaboration between self-organizing, cross-functional teams. It promotes adaptive planning, evolutionary development and delivery; time 
boxed iterative approach and encourages rapid and flexible response to change.

Concept Advantages Weaknesses
Agile Manifesto is based on following 12 features:
 Customer satisfaction by rapid delivery of useful software;
 Welcome changing requirements, even late in development;
 Working software is delivered frequently (weeks rather than months);
 Working software is the principal measure of progress;
 Sustainable development, able to maintain a constant pace;
 Close, daily co-operation between business people and developers;
 Face-to-face conversation is the best form of communication (co-

location);
 Projects are built around motivated individuals, who should be trusted;
 Continuous attention to technical excellence and good design;
 Simplicity; 
 Self-organizing teams; and
 Regular adaptation to changing circumstances.

 Customer satisfaction by 
rapid, continuous delivery of 
useful software.

 People and interactions are 
emphasized rather than 
process and tools. Customers, 
developers and testers 
constantly interact with each 
other.

 Working software is delivered 
frequently (weeks rather than 
months).

 Face-to-face conversation 
is the best form of 
communication.

 In case of some software deliverables, 
especially the large ones, it is difficult to 
assess the effort required at the beginning 
of the software development life cycle.

 �ere is lack of emphasis on necessary 
designing and documentation.

 �e project can easily get taken off track 
if the customer representative is not 
clear of what outcome that they want.

 Only senior programmers can take the 
kind of decisions required during the 
development process. Hence it has no 
place for newbie programmers, unless 
combined with experienced resources.

4.  Spiral Model

To ensure ‘what project control 
standards are to be complied with'.

To provide a list of the standard controls, over such operational 
concerns as response time, CPU usage, and random access space 
availability as assessment criteria.

Attend project and steering committee 
meetings and examine project control 
documentation and conducting interviews.

To determine the extent to which 
compliance is being achieved.

Post-implementation, to determine if expected 
benefits of new system are realized and whether 
users are satisfied with new system.

Post-implementation, to review which of the 
SDLC phases have not met desired objectives and 
whether any corrective actions were taken.

Role of Auditor in SDLC

ROLE OF AUDITOR IN SDLC
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�is chapter comprehends the knowledge about the Information Systems Audit, its need, methodology and related standards. �e 
chapter also provides an insight to various types of controls, their related concepts and their audit.

NEED AND CONTROL OF INFORMATION SYSTEMS’ AUDIT

EFFECT OF COMPUTERS ON AUDIT

NEED AND CONTROL OF INFORMATION SYSTEMS’ AUDIT
Organisational Costs of Data 
Loss

Data is a critical resource of an organisation for its present and future process and its ability to adapt and 
survive in a changing environment.

Cost of Incorrect Decision 
Making

Management and operational controls taken by managers involve detection, investigations and correction of 
the processes.

Value of Computer Hardware, 
Software and Personnel

�ese are critical resources of an organisation, which has a credible impact on its infrastructure and business 
competitiveness.

Costs of Computer Abuse Unauthorised access to computer systems, malwares, unauthorised physical access to computer facilities and 
unauthorised copies of sensitive data can lead to destruction of assets.

Controlled evolution of 
computer Use

Use of Technology and reliability of complex computer systems cannot be guaranteed and the consequences 
of using unreliable systems can be destructive.

High Costs of Computer Error In a computerised enterprise environment where many critical business processes are performed, a data 
error during entry or process would cause great damage.

Maintenance of Privacy Data collected in a business process contains private information about an individual that needs to be maintained.

INFORMATION SYSTEMS’ AUDIT OBJECTIVES
Asset Safeguarding Objectives �e information system assets (hardware, software, data information etc.) must be protected by a system of 

internal controls from unauthorised access.
Data Integrity Objectives Data integrity important from the business perspective of the decision maker, competition and the market 

environment.
System Effectiveness Objectives Effectiveness of a system is evaluated by auditing the characteristics and objective of the system to meet 

business and user requirements.
System Efficiency Objectives To optimize the use of various information system resources along with the impact on its computing environment.

Organization

Organization

Control and Audit of Computer-based Information Systems
Information Systems Auditing

Value of hardware, software personnel

Costs of incorrect decision making

Improved Safeguarding of assets
Improved System Efficiency

High costs of computer error

Improved data Integrity

Organizational costs of data loss

Improved System effectiveness

Maintenance of privacy

Cost of computer abuse Controlled evolution of computer use

To examine Effect of Computers on IS Audit
(�e auditor should be competent to independent evaluation as to whether the business process activities are recorded and reported  

as per established standards or criteria.)

Changes to Evidence Collection Changes to Evidence Evaluation

System generated transactions

Automated transaction processing

Systemic Error

Absence of input documents

Audit evidence

Legal Issues

Data retention and Storage

Non-availability of Audit trail

Lack of availability of printed 
output

INFORMATION SYSTEMS’ AUDITOR

SKILL SET

 Sound knowledge of business operations, practices and compliance requirements;
 Should possess the requisite professional technical qualification and certifications;
 Good understanding of information Risks & Controls;
 Knowledge of IT strategies, policy & procedural controls;
 Ability to understand technical and manual controls relating to business continuity; and
 Good knowledge of Professional Standards and Best Practices of IT controls & security. 

 Inadequate information security controls;
 Inefficient use of resources, or poor governance;
 Ineffective IT strategies, policies and practices; and
 IT-related frauds (including phishing, hacking etc.)

FUNCTIONS (To Assess)

CHAPTER – 6 AUDITING OF INFORMATION SYSTEMS
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Managerial Controls Audit Trails
Top Management and 
Information Systems 
Management Controls

 Planning: Auditors need to evaluate whether top management has formulated a high-quality IS’s plan that is 
appropriate to the needs of an organization or not. 

 Organizing: Auditors should be concerned about how well top management acquires and manages staff resources.
 Leading: Auditors examine variables that often indicate when motivation problems exist or suggest poor leadership.
 Controlling: Auditors must evaluate whether top management’s choice to the means of control over the users of IS 

services is likely to be effective or not.
System Development 
Management Controls

 Concurrent Audit: Auditors assist the team in improving the quality of systems development for the specific 
system they are building and implementing.

 Post -implementation Audit: Auditors seek to help an organization learn from its experiences in the development 
of a specific application system. 

 General Audit: Auditors seek to determine whether they can reduce extent of substantive testing needed to form an 
audit opinion about management’s assertions relating to financial statements for systems effectiveness & efficiency.

Programming 
Management Controls

 Planning: Auditors must evaluate how well the planning work is being undertaken.
 Control:  Auditors must evaluate whether the nature of and extent of control activities undertaken are appropriate 

for different types of s/w that are developed or acquired.
 Design: Auditors should find out whether programmers use some type of systematic approach to design. 
 Coding: Auditors should seek evidence to check whether programmers employ automated facilities to assist them 

with their coding work.

AUDIT TRAIL

MANAGERIAL CONTROLS  AUDIT TRAILS

INFORMATION SYSTEMS’ AUDIT
�e Information Systems (IS) Audit process is to evaluate the adequacy of internal controls about both specific computer program and the data 
processing environment. �e IS Audit of an IS environment may include one or both:
• Assessment of internal controls within the IS environment to assure validity, reliability, and security of information and information systems.
• Assessment of the efficiency and effectiveness of the IS environment. 

INFORMATION SYSTEMS’ AUDIT

CATEGORIES STEPS 

Scoping 

Planning

Fieldwork 

Analysis

Reporting

Close

TOOLS

Systems and Application: To verify that 
systems & applications are appropriate, 
are efficient, and are adequately controlled 
to ensure valid, reliable, timely, and secure 
input, processing, and output at all levels of 
a system's activity.
Information Processing Facilities: 
To verify that the processing facility is 
controlled to ensure timely, accurate, 
and efficient processing of applications 
under normal and potentially disruptive 
conditions.
Systems Development: To ensure that the 
systems are developed in accordance with 
generally accepted standards for systems 
development.
Management of IT and Enterprise 
Architecture: To verify that Information 
Technology management has developed an 
organizational structure & procedures to 
ensure a controlled & efficient environment 
for information processing.
Telecommunications, Intranets, and 
Extranets: To verify that controls are in 
place on the client (end-point device), 
server, and on the network connecting the 
clients and servers. 

Scoping and pre-audit survey: Auditors 
determine main area/s of focus based on scope-
definitions agreed with management. 
Planning and preparation: �e scope is broken 
down into greater levels of detail, usually involving 
generation of audit work plan or risk-control-
matrix.
Fieldwork: �is step involves gathering of evidence 
by interviewing staff and managers, reviewing 
documents, and observing processes etc.
Analysis: SWOT (Strengths, Weaknesses, 
Opportunities, �reats) or PEST (Political, 
Economic, Social, Technological) techniques can 
be used for analysis.
Reporting: Reporting to the management is done 
after analysis of evidence is gathered and analysed.
Closure: Closure involves preparing notes for future 
audits and follow up with management to complete 
actions they promised after previous audits.

Snapshots: �e snapshot software 
is built into system at those points 
where material processing occurs 
which takes images of flow of any 
transaction as it moves through 
application.
Integrated Test Facility (ITF): �e 
ITF technique involves the creation 
of a dummy entity in the application 
system files and the processing of audit 
test data against the entity as a means 
of verifying processing authenticity, 
accuracy, and completeness. 
System Control Audit Review File 
(SCARF): �e SCARF technique 
involves embedding audit software 
modules within a host application 
system to provide continuous 
monitoring of the system’s 
transactions. 
Continuous and Intermittent 
Simulation (CIS): �is technique can 
be used to trap exceptions whenever 
the application system uses a DBMS.
Audit Hooks: �ese are audit routines 
that flag suspicious transactions. 

Audit Trails are logs that can be designed to record activity at the system, application, and user level. When properly implemented, audit 
trails provide an important detective control to help accomplish security policy objectives. 
Audit trail controls attempt to ensure that a chronological record of all events that have occurred in a system is maintained. 
 �e Accounting audit trail shows the source and nature of data and processes that update the database. 
 �e Operations audit trail maintains record of attempted or actual resource consumption within a system.

Audit Trail Objectives: Audit trails can be used to support security objectives in three ways: 
 Detecting unauthorized access to the system: �e primary objective of real-time detection is to protect the system from outsiders 

who are attempting to breach system controls. Depending upon how much activity is being logged and reviewed; real-time detection can 
impose a significant overhead on the operating system, which can degrade operational performance.

 Facilitating the reconstruction of events: Audit analysis can be used to reconstruct steps that led to events such as system failures, 
security violations by individuals, or application processing errors.

 Promoting personal accountability: Audit trails can be used to monitor user activity at the lowest level of detail. �is capability is a 
preventive control that can be used to influence behaviousr.
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Application Controls Audit Trails
Boundary �is maintains the chronology of events that occur when a user attempts to gain access to and employ systems resources.
Input �is maintains the chronology of events from the time data and instructions are captured and entered an application system 

until the time they are deemed valid and passed onto other subsystems within the application system.
Communication �is maintains a chronology of the events from the time a sender dispatches a message to the time a receiver obtains the message.
Processing �e audit trail maintains the chronology of events from the time data is received from the input or communication 

subsystem to the time data is dispatched to the database, communication, or output subsystems.
Output �e audit trail maintains the chronology of events that occur either to the database definition or the database itself.
Database �e audit trail maintains the chronology of events that occur from the time the content of the output is determined until 

time users complete their disposal of output because it no longer should be retained.

APPLICATION CONTROLS  AUDIT TRAILS

 Testing: Auditor’s primary concern is to see that unit testing; integration testing of the system testing has been 
undertaken appropriately.

 Operation and Maintenance: Auditors need to ensure effectively & timely reporting of maintenance needs occurs 
& maintenance is carried out in a well-controlled manner.

Data Resource 
Management Controls 

Auditors should determine what controls are exercised to maintain data integrity. �ey might employ test data to 
evaluate whether access controls and update controls are working. 

Quality Assurance 
Management Controls

Auditors might use interviews, observations and reviews of documentation to evaluate how well Quality Assurance 
(QA) personnel perform their monitoring and reporting function. 

Security Management 
Controls

Auditors must evaluate whether security administrators are conducting ongoing, high-quality security reviews or 
not; and check whether organisations have opted appropriate Disaster Recovery and Insurance plan or not.

Operations 
Management Controls

Auditors should pay concern to see whether the documentation is maintained securely and that it is issued only to 
authorized personnel.

[Chapter II] Digital Signature and Electronic Signature
�is chapter of IT Act gives legal recognition to electronic records and 
digital signatures. It contains only Section 3. �e section provides the 
conditions subject to which an electronic record may be authenticated 
by means of affixing digital signature.
[Section 3] Authentication of Electronic Records
[Section 3A] Electronic Signature
[Chapter III] Electronic Governance
�is chapter specifies the procedures to be followed for sending and 
receiving of electronic records and the time and the place of the dispatch 
and receipt. �is chapter contains sections 4 to 10.
[Section 4] Legal Recognition of Electronic Records
[Section 5] Legal Recognition of Electronic Signatures
[Section 6] Use of Electronic Records and Electronic Signatures in 

Government and its agencies
[Section 6A] Delivery of services by Service Provider
[Section 7] Retention of Electronic Records
[Section 7A] Audit of Documents, etc. maintained in Electronic form
[Section 8] Publication of rules, regulation, etc., in Electronic Gazette
[Section 9] Sections 6, 7 and 8 not to confer right to insist document 

should be accepted in electronic form
[Section 10] Power to make rules by Central Government in respect of 

Electronic Signature
[Section 10A] Validity of contracts formed through electronic means
[Chapter V] Secure Electronic Records and Secure Electronic Signatures
Chapter V sets out the conditions that would apply to qualify electronic 
records and digital signatures as being secure. It contains sections 14 to 16.
[Section 14] Secure Electronic Record
[Section 15] Secure Electronic Signature
[Section 16] Security Procedures and Practices
[Chapter IX] Penalties, Compensation and Adjudication
�is chapter contains sections 43 to 47, out of which sections 43 to 45 deal 
with different nature of penalties. It provides for awarding compensation 
or damages for certain types of computer frauds. It also provides for the 
appointment of Adjudication Officer for holding an inquiry in relation to 
certain computer crimes and for awarding compensation. 
[Section 43] Penalty and Compensation for damage to computer, 

computer system, etc.
[Section 43A] Compensation for failure to protect data
[Section 44] Penalty for failure to furnish information return, etc.
[Section 45] Residuary Penalty

CHAPTER – 7 INFORMATION TECHNOLOGY REGULATORY ISSUES
�is chapter provides the knowledge about various sections of IT Act and its rules as relevant for assurance and assessing the impact of non-
compliance. Furthermore, it also provides the knowledge about various regulatory bodies such as RBI, SEBI and IRDA.

INFORMATION TECHNOLOGY ACT
�e Information Technology Act was enacted on 17th May 2000, primarily to provide legal recognition for electronic transactions and facilitate 
e-commerce. �e IT Act was amended by passing of the Information Technology (Amendment) Act 2008 (Effective from October 27, 2009).

[Chapter XI] Offences
Apart from giving recognition to electronic contracts, the IT Act 
identifies certain acts as “Computer Crimes” and provides penalties for 
these offences. �e Act lists common crimes that can be perpetuated in 
the electronic society and specifies penalty. �e Computer crimes that 
are recognized by the Act could affect hackers; Digital Contract parties; 
�e Digital IC users; Netizen; Web Site owners/Content creators; 
Software professionals; Auditors and Certifying authorities web hosting 
firms. Chapter XI deals with offences under the IT Act. 
[Section 65] Tampering with Computer Source Documents
[Section 66] Computer Related Offences
[Section 66A] Punishment for sending offensive messages through 

communication service, etc.
[Section 66B] Punishment for dishonestly receiving stolen computer 

resource or communication device
[Section 66C] Punishment for identity theft
[Section 66D] Punishment for cheating by personation by using 

computer resource
[Section 66E] Punishment for violation of privacy
[Section 66F] Punishment for cyber terrorism
[Section 67] Punishment for publishing or transmitting obscene 

material in electronic form
[Section 67A] Punishment for publishing or transmitting of material 

containing sexually explicit act, etc. in electronic form
[Section 67B] Punishment for publishing or transmitting of material 

depicting children in sexually explicit act, etc. in 
electronic form

[Section 67C] Preservation and Retention of information by 
intermediaries

[Section 68] Power of the Controller to give directions
[Section 69] Powers to issue directions for interception or monitoring 

or decryption of any information through any computer 
resource

[Section 69A] Power to issue directions for blocking for public access of 
any information through any computer resource

[Section 69B] Power to authorize to monitor and collect traffic data or 
information through any computer resource for Cyber Security

[Section 70] Protected system
[Section 70A] National nodal agency
[Section 70B] Indian Computer Emergency Response Team to serve as 

national agency for incident response
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VARIOUS AUTHORITIES FOR SYSTEMS CONTROL AND AUDIT
 1.   IRDA for Systems Control and Audit (IRDA): �e Insurance Regulatory and Development Authority of India (IRDA) is the apex body 
overseeing the insurance business in India. It protects the interests of the policyholders, regulates, promotes and ensures orderly growth of the 
insurance in India. Information System Audit aims at providing assurance in respect of Confidentiality, Availability and Integrity for Information 
systems. It also looks at their efficiency, effectiveness and responsiveness. It focuses on compliance with laws and regulations.
2.  RBI for System Control and Audit: �e Reserve Bank of India (RBI) is India's central banking institution, which formulates the monetary 
policy about the Indian rupee. �e Reserve Bank of India (RBI) has been at the forefront of recognizing and promoting IS Audit internally 
and across all the stakeholders including financial institutions. RBI provides guidelines on key areas of IT implementation by using global best 
practices. �ey have constituted various expert committees who review existing and future technology and related risks and provide guidelines, 
which are issued by all stakeholders. Primarily, RBI suggests that senior management and regulators need an assurance on the effectiveness of 
internal controls implemented and expect the IS Audit to provide an independent and objective view of the extent to which the IT related risks 
are managed. 
3.  SEBI for Systems Control and Audit: �e Securities and Exchange Board of India (SEBI) is the regulator for the securities market in 
India. SEBI has to be responsive to the needs of three groups, which constitute the market - �e issuers of securities; �e investors, and the 
market intermediaries. Mandatory audits of systems and processes bring transparency in the complex workings of SEBI, prove integrity of the 
transactions and build confidence among the stakeholders.

1. ISO 27001 - �is standard is the foundation of Information Security Management. ISO/IEC 27001 (International Organization for 
Standardization (ISO) and the International Electro-Technical Commission (IEC)) defines how to organize information security in any 
kind of organization, profit or non-profit, private or state-owned, small or large. It is a standard written by the world’s best experts in the field 
of information security and aims to provide a methodology for the implementation of information security in an organization. It also enables an 
organization to get certified, which means that an independent certification body has confirmed that information security has been implemented 
in the best possible way in organization.
2. STANDARD ON AUDITING (SA) 402 - (SA) 402 is a revised version of the erstwhile Auditing and Assurance Standard (AAS) 24; "Audit 
Considerations Relating to Entities Using Service Organizations" issued by the ICAI in 2002. �e revised Standard deals with the user auditor's 
responsibility to obtain sufficient appropriate audit evidence when a user entity uses the services of one or more service organizations. SA 
402 also deals with the aspects like obtaining an understanding of the services provided by a service organization, including internal control, 
responding to the assessed risks of material misstatement, Type 1 and Type 2 reports, fraud, non-compliance with laws and regulations and 
uncorrected misstatements in relation to activities at the service organization and reporting by the user auditor.
3.  INFORMATION TECHNOLOGY INFRASTRUCTURE LIBRARY (ITIL) - �e ITIL is a set of practices for IT Service Management (ITSM) 
that focuses on aligning IT services with the needs of business. In its current form (ITILv3), it is published in series of five core publications, each 
of which covers an ITSM lifecycle stage. ITIL has rapidly been adopted across the world as the standard for best practice in the provision of IT 
services. ITIL assists in establishing a business management approach and discipline to IT Service Management.

SECURITY STANDARDS

Continual Service Improvement

[Section 71] Penalty for misrepresentation
[Section 72] Penalty for breach of confidentiality and privacy
[Section 72A] Punishment for Disclosure of information in breach of 

lawful contract
[Section 73] Penalty for publishing Electronic Signature Certificate 

false in certain particulars
[Section 74] Publication for fraudulent purpose
[Section 75] Act to apply for offences or contraventions committed 

outside India
[Section 76] Confiscation
[Chapter XII] Intermediaries not to be liable in Certain Cases
�is chapter contains Section 79 that provides details of the exemption 
from liability of intermediary in certain cases.
[Section 79] Exemption from liability of intermediary in certain cases

[Chapter XIIA] Examiner of Electronic Evidence
[Section 79A] Central Government to notify Examiner of Electronic 

Evidence
[Chapter XIII] Miscellaneous
[Section 80] Power of police officer and other officers to enter, search, etc.

[Section 81] Act to have Overriding effect

[Section 81A] Application of the Act to electronic cheque and truncated 
cheque

[Section 84B] Punishment for abetment of offence
[Section 84C] Punishment for attempt to commit offences
[Section 85] Offences by Companies

INFORMATION TECHNOLOGY INFRASTRUCTURE LIBRARY (ITIL)

SERVICE STRATEGY
• Provides guidance 

on clarification and 
prioritization of service-
provider investments in 
services. 

• Includes functions in 
IT Service Generation, 
Service Portfolio 
Mgt.;  Financial Mgt.; 
Demand Mgt. and 
Business Relationship 
Management.

SERVICE DESIGN
• Provides good-practice 

guidance on design of IT 
services, processes, and 
other aspects of service 
management effort;

• Includes functions in Service 
Catalogue; Service Level 
Mgt.; Availability; Capacity; 
IT Service Continuity Mgt.; 
Information Security Mgt. 
and Supplier Management.

SERVICE TRANSITION
• Relates to delivery of services 

required by a business into 
live/operational use, and often 
encompasses the "project" side 
of IT rather than BAU;

• Includes functions in Service 
Transition Planning & Support; 
Change Mgt.; Service Asset & 
Configuration Mgt.; Release 
& Deployment Mgt.; Service 
Validation and Testing; Change 
Evaluation; and Knowledge Mgt.

SERVICE OPERATION
• Provides best practice for 

achieving the delivery of 
agreed levels of services 
both to end-users and the 
customers;

• Includes functions in 
Functions Incident 
Management; Request 
Fulfillment; Access 
Management; Event 
Management, and Problem 
Management.

(Aims to align and realign IT services to changing business needs by identifying/
implementing improvements to IT services that support business processes).
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CHAPTER – 8 EMERGING TECHNOLOGIES

�is chapter introduces the Emerging Technologies like Cloud Computing, Mobile Computing, Green Computing etc. and their perspectives.

I. Grid Computing: Grid computing is a network of computing or processor machines managed with a kind of software such as middleware, 
to access and use the resources remotely. Grid Services provide access control, security, access to data including digital libraries and databases, 
and access to large-scale interactive and long-term storage facilities.
Grid Computing is more popular due to the following reasons:
 It can make use of unused computing power, and thus, it is a cost-effective solution (reducing investments, only recurring costs).
 Enables heterogeneous resources of computers to work cooperatively and collaboratively to solve a scientific problem. 

II.  Cloud Computing: Cloud Computing is both, a combination of software and hardware based computing resources delivered as a 
networked service. �is model of IT-enabled services enables anytime access to a shared pool of applications and resources. �ese applications 
and resources can be accessed using a simple front-end interface such as a Web browser, and thus enabling users to access the resources from 
any client device including notebooks, desktops and mobile devices.

Architecture Characteristics Advantages
 Front End Architecture: �e front end of the cloud computing 

system comprises of the client’s devices (or computer network) and 
some applications needed for accessing the cloud computing system. 

 Back End Architecture: Back end refers to some service facilitating 
peripherals. In cloud computing, the back end is cloud itself, which may 
encompass various computer machines, data storage systems and servers. 
Groups of these clouds make up a whole cloud computing system. 

 High Scalability 
 Agility &  Multi-sharing 
 High Availability and Reliability 
 Services in Pay-Per-Use Mode 
 Virtualization 
 Performance & Maintenance 

 Cost Efficiency
 Almost Unlimited Storage 
 Backup & Recovery 
 Automatic Software Integration 
 Easy Access to Information 
 Quick Deployment 

Types of Cloud
Private Cloud Public Cloud Community Cloud Hybrid Cloud

�is cloud 
c o m p u t i n g 
e n v i r o n m e n t 
resides within the 
boundaries of an 
organization and is 
used exclusively for 
the organization’s 
benefits.

�e public cloud 
is the cloud 
infrastructure that 
is provisioned for 
open use by the 
general public. It 
may be owned, 
managed, and 
operated by a 
business, academic, 
or government 
organizations, or 
some combination 
of them.

�e community 
cloud is the cloud 
infrastructure that 
is provisioned for 
exclusive use by a 
specific community 
of consumers from 
organizations that 
have shared concerns 
(eg. mission security 
requirements, policy, 
and compliance 
considerations).

�is is a 
combination of 
both at least one 
private (internal) 
and at least one 
public (external) 
cloud computing 
e n v i r o n m e n t s 
- usually, 
consisting of 
infrastructure, 
platforms and 
applications.

Private Clouds can 
either be private to 
the organization 
and managed 
by the single 
organization (On-
Premise Private 
Cloud) or can be 
managed by third 
party (Outsourced 
Private Cloud)

Typically, public 
clouds are 
a d m i n i s t r a t e d 
by third parties 
or vendors over 
the Internet, and 
the services are 
offered on pay-
per-use basis

It may be owned, 
managed, and 
operated by one 
or more of the 
organizations in 
the community, 
a third party or 
some combination 
of them, and it 
may exist on or off 
premises.

�e usual 
method of using 
the hybrid cloud 
is to have a 
private cloud 
initially, and then 
for additional 
resources, the 
public cloud is 
used.

Cloud Computing Security Issues
 Confidentiality: Prevention of the unauthorized disclosure of the data is referred as Confidentiality.
 Integrity: Integrity refers to the prevention of unauthorized modification of data and it ensures that data is of high quality, correct, consistent and accessible.
 Availability: Availability refers to the prevention of unauthorized withholding of data and it ensures the data backup through Business Planning 

Continuity Planning (BCP) and Disaster Recovery Planning (DRP).
 Governance: Due to the lack of control over employees and services, it creates problems relating to design, implementation, testing & deployment. 

So, there’s a need of governance model, which controls standards, procedures & policies of organization.
 Trust: Deployment model provided a trust to the Cloud environment. An organization has direct control over security aspects as well as the federal 

agencies even have responsibility to protect the information system from the risk.
 Compliance and Legal Issues: �ere are various requirements relating to legal, privacy and data security laws that need to be studied in Cloud system. 

One of the major troubles with laws is that they vary from place to place, and users have no assurance of where the data is located physically.
 Privacy: Privacy is also considered as one of the important issues in Cloud. �e privacy issues are embedded in each phase of the Cloud design. It 

should include both the legal compliance and trusting maturity.
 Audit: Auditing is type of checking that ‘what is happening in the Cloud environment’. It is an additional layer before virtualized application 

environment, which is being hosted on virtual machine to watch ‘what is happening in system’.
 Data Stealing: In a Cloud, data stored anywhere is accessible in public form and private form by anyone at any time. In such cases, an issue arises 

as data stealing.
 Architecture: In the architecture of Cloud computing models, there should be a control over the security and privacy of the system. �e architecture 

of the Cloud is based on a specific service model.
 Identity Management and Access control: �e key critical success factor for Cloud providers is to have a robust federated identity management 

architecture and strategy internal in the organization.
 Incident Response: It ensures to meet the requirements of the organization during an incident. It ensures that Cloud provider has transparent 

response process in place & sufficient mechanisms to share information during & after an incident.
 Software Isolation: Software isolation is to understand virtualization and other logical isolation techniques that Cloud provider employs in its 

multi-tenant software architecture, and evaluate the risks required for the organization.
 Application Security: Security issues relating to application security still apply when applications move to a cloud platform. Service provider 

should have complete access to server with all rights for monitoring/maintenance of server.

Service Models
Infrastructure as a 

Service (IaaS)
Platform as a Service 

(PaaS)
Software as a 
Service (SaaS)

IaaS, a hardware-
level service, 
provides computing 
resources such as 
processing power, 
memory, storage, 
and networks for 
cloud users to run 
their application on-
demand. 

PaaS provides the 
users the ability to 
develop and deploy 
an application on the 
development platform 
provided by the 
service provider. PaaS 
changes the application 
development from 
local machine to online.  

SaaS provides 
ability to the 
end users 
to access an 
application over 
the Internet that 
is hosted and 
managed by the 
service provider. 

�is allows users 
to maximize the 
utilization of 
computing capacities 
without having to 
own and manage 
their own resources.  
Different instances 
are - NaaS, STaaS, 
DBaaS, BaaS, and 
DTaaS.

PaaS providers may 
provide programming 
languages, application 
f r a m e w o r k s , 
databases, and testing 
tools apart from 
some build tools, 
deployment tools 
and software load 
balancers as a service 
in some cases.

SaaS is 
delivered as 
an on-demand 
service over 
the Internet, 
there is no 
need to install 
the software to 
the end-user’s 
devices. 
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INFORMATION SYSTEMS CONTROL AND AUDIT  
Cloud Computing Implementation/Adaptation Issues

 �reshold Policy: To test if the program works, develops, or improves and implements; a threshold policy is of immense importance in a pilot 
study before moving the program to the production environment. �is involves the checking how the policy enables to detect sudden increases in 
the demand and results in the creation of additional instances to fill in the demand.

 Interoperability: If a company outsources or creates applications with one cloud computing vendor, the company may find it difficult to change to 
another computing vendor that has proprietary Application Programming Interfaces (APIs) and different formats for importing and exporting data. 
�is creates problems of achieving interoperability of applications between two cloud computing vendors.

 Hidden Costs: Like any such services in prevailing business systems, cloud computing service providers do not reveal ‘what hidden costs are’. 
 Unexpected Behaviour: It’s important to test application in cloud with a pilot study to check for unexpected behaviour.
 Software Development in Cloud: To develop software using high-end databases, the most likely choice is to use cloud server pools at the internal 

data corporate centre and extend resources temporarily for testing purposes. �is allows project managers to control costs, manage security and 
allocate resources to clouds for a project.

 Environment Friendly Cloud Computing: One incentive for cloud computing is that it may be more environment friendly. First, reducing the number 
of hardware components needed to run applications on the company's internal data centre and replacing them with cloud computing systems reduces 
energy for running and cooling hardware.

III.   Mobile Computing: Mobile Computing refers to the technology that allows transmission of data via a computer without having to be 
connected to a fixed physical link.

Components
 Mobile Communication: Refers to infrastructure put in 

place to ensure that seamless and reliable communication 
goes on. 

 Mobile Hardware: �is includes mobile devices/device 
components that range from Portable laptops, Smart 
Phones, Tablet PCs, and Personal Digital Assistants (PDA). 

 Mobile Software: It is the actual programme that runs on 
the mobile hardware and deals with the characteristics and 
requirements of mobile applications. 

Limitations
 Insufficient Bandwidth
 Security Standards
 Power consumption
 Transmission 

interferences
 Potential health hazards
 Human interface with 

device

Advantages
 Security Issues like Confidentiality; Integrity; 

Availability; Legitimate Accountability and Bandwidth;
 Location Intelligence; 
 Power Consumption; 
 Revising technical architecture; 
 Reliability, coverage, capacity, and cost; 
 Integration with legacy mainframe and emerging 

client/server applications; 
 End-to-end design and performance; and
 Business challenges

IV. Green Computing: Green Computing or Green IT refers to the study and practice of environmentally sustainable computing or IT. In 
other words, it is the study and practice of establishing / using computers and IT resources in a more efficient and environmentally friendly 
and responsible way.
Best Practices  Develop a sustainable Green Computing plan 

 Recycle
 Make environmentally sound purchase decisions
 Reduce Paper Consumption
 Conserve Energy

V. BYOD (Bring Your Own Device): �is refers to business policy that allows employees to use their preferred computing devices, like 
smart phones and laptops for business purposes. It means employees are welcome to use personal devices (laptops, smart phones, tablets 
etc.) to connect to the corporate network to access information and application.

Advantages
 Happy Employees
 Lower IT budgets
 IT reduces support 

requirement
 Early adoption of 

new Technologies
 Increased employee 

efficiency

Emerging �reats
 Network Risks: It is normally exemplified and hidden in ‘Lack of Device Visibility’. As BYOD permits employees to carry 

their own devices (smart phones, laptops for business use), the IT practice team is unaware about the number of devices 
being connected to the network. As network visibility is of high importance, this lack of visibility can be hazardous.

 Device Risks: It is normally exemplified and hidden in ‘Loss of Devices’.  A lost or stolen device can result in an enormous 
financial and reputational embarrassment to an organization as the device may hold sensitive corporate information.

 Application Risks: It is normally exemplified and hidden in ‘Application Viruses and Malware’. Organizations are not clear 
in deciding that ‘who is responsible for device security – the organization or the user’.

 Implementation Risks: It is normally exemplified and hidden in ‘Weak BYOD Policy’. �e effective implementation of the 
BYOD program should not only cover the technical issues mentioned above but also mandate the development of a robust 
implementation policy.

Web 2.0 Technology Web 3.0 Technology
 Web 2.0 is the term given to describe a 

second generation of the World Wide 
Web that is focused on the ability 
for people to collaborate and share 
information online.

 �e two major contributors of Web 2.0 
are the technological advances enabled 
by Ajax (Asynchronous JavaScript and 
XML) and other applications and other 
applications such as RSS (Really Simple 
Syndication) and Eclipse that support the 
user interaction and their empowerment 
in dealing with the web. 

 �e main agenda of Web 2.0 is to 
connect people in numerous new ways 
and utilize their collective strengths, in a 
collaborative manner.

 Known as the Semantic Web, this describes sites wherein the computers will generate raw data 
on their own without direct user interaction.

 Web 3.0 standard uses semantic web technology, drag and drop mash-ups, widgets, user behavior, 
user engagement, and consolidation of dynamic web contents depending on the interest of the 
individual users. 

 Web 3.0 Technology uses the “Data Web” Technology, which features the data records that are 
publishable and reusable on the web through query-able formats. �e Web 3.0 standard also 
incorporates the latest researches in the field of artificial intelligence. 

 �e two major components of Web 3.0 are as follows:
• Semantic Web: �is provides the web user a common framework that could be used to share 

and reuse the data across various applications, enterprises, and community boundaries
• Web Services: It is a software system that supports computer - to - computer interaction over 

the Internet.
 An example of typical Web 3.0 application is the one that uses content management systems 

along with artificial intelligence.
 Web 3.0 helps to achieve a more connected open and intelligent web applications using the 

concepts of natural language processing machine learning, machine reasoning and autonomous 
agents. 

WEB 2.0 AND WEB 3.0 TECHNOLOGIES
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Section 139 of the Income-tax Act, 1961 provides that 
every person being a company or a firm or being a person 
other than a company or a firm, if his total income exceeds 
the basic exemption limit shall on or before the due date, 
furnish a return of his income during the previous year, 
in the prescribed FORM and verified in the prescribed 
manner and setting forth such other particulars as may 
be prescribed. 

Accordingly, Rule 12 of Income-tax Rules, 1962 
prescribes the ITR Forms to be furnished by a person 
in the manner specified therein. �e Central Board of 
Direct Taxes(CBDT) vide Notification No. 21/2017 
dated 30.03.2017 amended Rule 12 to prescribe new ITR 
forms applicable for A.Y. 2017-18. In order to reduce the 
compliance burden on the individual tax payer, one page 
simplified ITR 1(SAHAJ) is prescribed. �is form replaces 
the existing four pageform SAHAJ ITR-1. Simultaneously, 

New Income Tax Return Forms (ITR Forms) For 
A.Y. 2017-18

the number of ITR Forms have been reduced from the 
nine to seven. 

Specified fields have been inserted in these new ITRs 
requiring disclosure of cash deposits exceeding  ` 2 lakhs 
in aggregate during the period of demonetisation and 
certain other details to give effect to the amendments 
made by the Finance Act, 2016 and Taxation Laws 
(Second Amendment) Act, 2016. Further, a specific field 
for quoting Aadhar Number or Aadhar Enrolment ID 
has been inserted in ITR 1, 2, 3 & 4 in line with insertion 
of new section 139AA by the Finance Act, 2017, with 
effect from 01.07.2017. Further, ITR 5 requires quoting of 
Aadhaar Number of Partner/Members in the Firm/AOP/
BOI and ITR 7 requires quoting of Aadhaar Number of 
author(s)/founder(s)/trustee(s)/manager(s) of the trust.
�e significant changes made in the ITR Forms applicable 
for A.Y. 2017-18 vis-à-vis A.Y. 2016-17 are shown below:

1. APPLICABILLTY OF NEW ITR FORMS FOR A.Y. 2017-18 vis-à-vis ITR FORMS FOR A.Y. 2016-17
                      ITR FORMS (A.Y. 2016-17)                                NEW ITR FORMS (A.Y. 2017-18)

FORM SAHAJ ITR -1 
For Individuals having Income from Salaries, one 
house propertyandIncome from other sources 
(Interest etc.), irrespective of total income limit.

ITR-1 (SAHAJ)
For Individuals having Income from Salaries, one house property 
andIncome from other sources (Interest etc.) and having total income 
upto `50 lakh.

Individuals having dividend income taxable under section 115BBDA 
or having income of the nature referred to in section 115BBE are, 
however, not eligible to file ITR 1 for A.Y. 2017-18. �ese are additional 
exclusions this year.

FORM ITR-2, 2A, & 3
 ITR 2 applicable for individuals and HUFs not 

having incomefrom business/profession
 ITR 2A applicable for individuals and HUFs not 

having income from business/profession and 
capital gains and who do not hold foreign assets,

 ITR 3 applicable for individuals and HUFs being 
partners in firms and not carrying out business 
or profession under any proprietorship.

ITR – 2
For Individuals and HUFs not carrying out business or profession under 
any proprietorship.

Hence, ITR-2 for A.Y. 2017-18 would substitute ITR-2, 2A & 3 of A.Y. 
2016-17.

FORM ITR- 4
For individuals and HUFs having income from a 
proprietary business or profession

ITR -3
For individuals and HUFs having income from a proprietary business 
or profession.
Hence, ITR-3 for A.Y. 2017-18 would substitute ITR-4 for A.Y. 2016-17.

FORM ITR-4S
Presumptive business income-tax return applicable 
in cases where business income is computed as per 
section 44AD or section 44AE. 

ITR-4 SUGAM
For presumptive income from business and profession applicable in 
cases where business income is computed under section 44AD or 44A 
or income from profession is computed under section 44ADA.

Individuals having dividend income taxable under section 115BBDA 
or having income of the nature referred to in section 115BBE are, 
however, not eligible to file ITR 4 for A.Y.2017-18. �ese are additional 
exclusions this year.

FORM ITR-5
For persons other than,- (i) individual, (ii) HUF, 
(iii) company and (iv) person filing Form ITR-7

ITR-5
For persons other than,- (i) individual, (ii) HUF, (iii) company and (iv) 
person filing Form ITR-7
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FORM ITR-6
For Companies other than companies claiming 
exemption under section 11

ITR-6
For Companies other than companies claiming exemption 
under section 11

FORM ITR-7
For persons including companies required 
to furnish return under sections 139(4A) or 
139(4B) or 139(4C) or 139(4D) or 139(4E) or 
139(4F)

ITR-7
For persons including companies required to furnish return 
under sections 139(4A) or 139(4B) or 139(4C) or 139(4D) or 
139(4E) or 139(4F)

2. SIGNIFICANT FIELDS INCLUDED
�e significant fields which have been included in the respective ITR Forms for disclosure of specific information are as follows:

         Form No.                                                                                Particulars
ITR- 1 • Dividend income exempt under section 10(34), long term capital gains exempt under section 10(38) 

and agricultural income upto  ` 5,000 need to be reported specifically. Other exempt income also 
have to be specified.

ITR - 2, 3, 5, 6 & 7 • Income under section 68, 69A, 69B, 69C and 69D and its taxability under section 115BBE @ 60% 
plus surcharge @ 25% of such tax need to be specifically disclosed.

• Income under section 115BBF and its taxability @ 10% to be shown separately.
ITR - 2, 3, & 5 • Dividend income under section 115BBDA and its taxability @ 10% has to be reported.
ITR- 2, 4 SUGAM • Details relating to five categories of financial assets, namely, bank (including all deposits), shares and 

securities, insurance policies, loans and advances given and cash in hand have to be disclosed.  
• Further, archaeological collections, drawings, painting, sculptures, work of art also have to be 

disclosed.
• Last year, these details were required only in ITR-3 (for A.Y. 2016-17) applicable for individuals 

and HUFs being partners in firms, in cases where the total income exceeds ` 50 lakhs. �ese details 
(except cash in hand) were, however, not required in ITR 2,2A and 4S for A.Y.2016-17.

ITR-3, 5, 6 • Proprietorship/firm registration number of the auditor needs to be disclosed, where books of 
accounts have been audited under section 44AB.

ITR- 3, 5, 6 • Amount disallowable under section 40(a)(ib), on account of non-deduction or non–payment of 
Equalisation Levy has to be disclosed along with other particulars related to disallowance under 
section 40(a), if any.

• Disallowance of any amount payable for use of railway assets under section 43B has to be reported 
together with other disallowances under section 43B, if any.

3. MANNER OF FILING ITR FORMS

�ere is no change in the manner of filing of ITR Forms as compared to last year. All the ITR Forms are to be filed electronically. 
However, where return is furnished in ITR-1 (Sahaj) or ITR-4 (Sugam), the following persons have an option to file return in 
paper form:-
(i) an individual of the age of 80 years or more at any time during the previous year; or
(ii) an individual or HUF whose income does not exceed five lakh rupees and who has not claimed any refund in the return of 
income
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The Ministry of Corporate A�airs (MCA) has noti�ed Companies (Accounting Standards) Amendment Rules, 2016 
(G.S.R. 364(E) dated 30.03.2016) wherein MCA has omitted AS 6, Depreciation Accounting and replaced AS 10 
Accounting for Fixed Assets with newly noti�ed AS 10, Property, Plant and Equipment. Consequently, we have 
revised the contents of Chapter 5 of Depreciation Accounting in the Study Material of Section A: Fundamentals 
of Accounting in line with the new Accounting Standard. Therefore, the students of CPT level who have either 
Nov. 2015 Edition or prior Edition of Fundamentals of Accounting Study Material are required to ignore Chapter 
5“Depreciation Accounting” given in that material and are advised to read the updated chapter.  

The students appearing for June, 2017 examination are advised to refer the revised Chapter 5 on Depreciation 
Accounting uploaded on the BoS Knowledge Portal of the Institute’s website at the below mentioned link: 

http://resource.cdn.icai.org/28897cpt-fa-sm-cp5.pdf

The Annual General Meeting (AGM) of Members of the Western India Chartered Accountants Students’ Association 
(WICASA) will be held on Sunday, the 4th June, 2017 at 5 P.M. at Khimji Kuvarji Vikamsey Auditorium, The Institute 
of Chartered Accountants of India, ICAI Tower, Plot No. C-40, ‘G’ Block, Opp. MCA Ground, (Adjacent to Standard 
Chartered Bank), Bandra - Kurla Complex, Bandra (East), Mumbai - 400 051.

Elections to the Managing Committee of the Association for the year 2017-18 would be held from 10.00 am to 2 PM 
on the same day. For details, students may visit: www.wirc-icai.org

Salient Features of the Programme:
 Emphasis on Soft Skills, Communication Skills and Personality Development.
 Exemption from payment of Fees to Top 10 Rank holders.
 Part of Articleship Training.
 No need for Separate GMCS/GMCS II
 Special Session on Group Discussion & Interview.
 Preparation of Project and Presentation Skills.
 Building Team Spirit.

For online registration, upcoming batches and eligibility criteria for joining the programme etc., visit www.
icai.org. For any query, you can also call at 0120-3045935.

*The fee structure is under revision and may be increased subject to the approval of the appropriate authority. In 
case of any increase, the balance fee need to be paid by the participants of this batch. 

Director, Board of Studies

Section A: Fundamentals of Accounting

The Board of Studies is pleased to announce the next batch of ICAI Four Weeks Residential Programme as below:

CPT - JUNE 2017 EXAMINATION

RESIDENTIAL PROGRAMME ON PROFESSIONAL SKILLS DEVELOPMENT: 
CENTRE OF EXCELLENCE, HYDERABAD

ELECTION TO THE MANAGING COMMITTEE OF WICASA

Venue Participant Fees Date Online Registration

Centre of Excellence 
(CoE), Hyderabad

Men ` 40, 000/-* 26th May 2017 to 22nd June, 
2017

http://resource.cdn.icai.org/45171bos                        
35232main.pdf
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It is hereby informed that due to unavoidable circumstances, the venue of Intermediate (IPC) Examination 
scheduled to be held from 3rd May 2017 to 16th May 2017 in respect of some of the candidates at Rajkot and Kolkata, 
is being shifted.

Balance candidates who are allotted to Shibpur Hindi M.C. Junior High School 34, G.C.R.C Ghat road Shibpur 
(Near Shibpur Tran Depo Bus Stand) HOWRAH-711102 (West Bengal) with roll numbers from 414652 to 
414751, 415240 to 415364, 415811 to 415935 will appear in the exam at Shibpur Hindi M.C. Junior High 
School only.
Accordingly, candidates of CA Intermediate (IPC) Examination – May, 2017 with Roll numbers mentioned at S.NO.1 
& 2 in table above, who are scheduled to appear in the said exam, from 3rd May to 16th May 2017 at the above 
mentioned exam centres in Rajkot and Kolkata are requested to take note of change in venue and appear in their 
examination, at the new venue/s.
Such candidates may note that admit cards already issued for May, 2017 examination will remain valid for 
the new venue also.  All other details remain unchanged.

Examination Department

Details are as follows:

April 19, 2017

Change of venue in respect of some of the candidates of 
Intermediate(IPC) at Rajkot and Kolkata, for May 2017 exams 

S.NO. City Shifted from (Existing 
venue)

Shifted to (New Venue) Roll Numbers

From To

1. Rajkot The Rajkumar College 
Opposite Shastri Maidan, 
Rajkot-360001

Lt. Meenaben Jayantilal Kundaliya 
English Medium Mahila Commerce 
College, Kasturba road.Opp. Jain 
Derasar Rajkot-360001

461846
462544
463248

461945
462643
463397

2. Kolkata Shibpur Hindi M. C. Junior 
High School 34, G.C.R.C. Ghat 
road Shibpur (Near Shibpur 
Tran Depo Bus Stand) HOW-
RAH-711102 (West Bengal)

Bantra B B P C Girls’ High School, 
(H.S), P.O. Kadenta, P.S.Bantra  
63/A/1, Natabar Paul Road Near Bus 
Stand Howrah-711101 (West Bengal)

415365
415936

415389
416010

CROSSWORD SOLUTION – APRIL 2017
1C 2A L 3L 4H E 5D 6G 7E
R L V 8I C 9E R R
10R T I 11C V 12B O G

13C S R 14L 15T W O
16R 17P 18N O 19R M
20B U S I N E S S 21M 22A 23N
24I T Y P 25I F C I

26R O P 27B I N
28G 29R O O M 30A 31S I D E
32E B B 33I S O
34M I S F E A S A N C E
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The Board of Studies has organized LIVE Webcasts for Intermediate (IPC) Course and Final Course students on how to 
prepare for respective subjects for May, 2017 examination from March 20, 2017 to April 14, 2017. These webcasts aim to 
mentor students on the strategy to prepare for the respective subjects. 

The recordings of these webcasts/ Video on Demand (VoDs) are available on the below mentioned links for reference:

Students are advised to view the recorded webcasts at their convenience, to prepare themselves for the forthcoming 
examination.

With Best Wishes,

Chairman, Board of Studies     &                 Vice Chairman, Board of Studies

Sr. Paper Subject Link for VoDs

1 IIPC P1 Accounting http://estv.in/icai/20032017/webcast1/

2 IIPC P2 Business Laws, Ethics and Communication http://estv.in/icai/14042017/webcast1/

3 IIPC P3
Part-I: Cost Accounting http://estv.in/icai/31032017/webcast1/

Part-II: Financial Management http://estv.in/icai/07042017/webcast1/

4 IIPC P4
Part-I: Income Tax http://estv.in/icai/14042017/webcast2/

Part-II: Indirect Taxes http://estv.in/icai/27032017/webcast1/

5 IIPC P5 Advanced Accounting http://estv.in/icai/03042017/webcast1/

6 IIPC P6 Auditing and Assurance http://estv.in/icai/23032017/webcast1/

7 IIPC P7
Sec-A: Information Technology http://estv.in/icai/29032017/webcast1/

Sec-B: Strategic Management http://estv.in/icai/11042017/webcast1/

8 Final P1 Financial Reporting http://estv.in/icai/27032017/webcast2/

9 Final P2 Strategic Financial Management http://estv.in/icai/20032017/webcast2/

10 Final P3 Advanced Auditing & Professional Ethics http://estv.in/icai/31032017/webcast2/

11 Final P4 Corporate and Allied Laws http://estv.in/icai/07042017/webcast2/

12 Final P5 Advanced Management Accounting http://estv.in/icai/23032017/webcast2/

13 Final P6 Information Systems Control & Audit http://estv.in/icai/11042017/webcast2/

14 Final P7 Direct Tax Laws http://estv.in/icai/29032017/webcast2/

15 Final P8 Indirect Tax Laws http://estv.in/icai/03042017/webcast2/

RECORDED WEBCASTS FOR MAY, 2017 EXAMINATION
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Attend CA students Conference across the Country

The Board of Studies has planned the following Conferences 
for CA Students as on date for the year 2017-2018

S. 
No.

Regional  
Council/Branch

Nomenclature of the  
Programme

Region Approved Dates

1 Jaipur CA Students Conference Central 10-11 June, 2017

2 Vijayawada CA Students Conference South 16-17 June, 2017

3 Faridabad CA Students Conference North 17-18 June, 2017

4 Surat CA Students Conference West 23-24 June, 2017

5 Hisar CA Students Conference North 24-25 June, 2017

6 Coimbatore CA Students Conference South 24-25 June, 2017

7 Nagpur CA Students Conference West 7-8 July, 2017

8 Vasai CA Students Conference West 8-9 July, 2017

9 Kolkata National Conference East 13-14 July, 2017

10 Vadodara CA Students Conference West 14-15 July, 2017

11 Guntur CA Students Conference South 5-6 August, 2017

12 Ghaziabad CA Students Conference Central 12-13 August, 2017

13 Palakkad CA Students Conference South 19-20  August, 2017

14 Hubli CA Students Conference South 24-25 November, 2017

15 Goa CA Students Conference West 24-25  November, 2017

16 Nashik CA Students Conference West 25-26  November, 2017

17 Tirupur CA Students Conference South 8-9 December, 2017

18 Bangalore CA Students Conference South 9-10  December, 2017

19 Gurugram CA Students Conference North 15-16  December, 2017

20 Mumbai National Conference West 16-17  December, 2017

21 Ludhiana CA Students Conference North 17-18  December, 2017

22 Aurangabad CA Students Conference West 23-24  December, 2017

23 Thane CA Students Conference West 24-25  December, 2017

24 Madurai CA Students Conference South 30-31  December, 2017

25 Trivandrum CA Students Conference South 8-9 January, 2018
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ACROSS
1. ____________ standards remain 

constant or unaltered over a long 
period. 

4. One of the articles.   
6. An activity or occupation of keeping 

records of the financial affairs of a 
business: _________ keeping

7.  ___ is used to introduce pseudonyms, 
aliases, nicknames etc.

8. Roman numerals for 150
9. Appropriate or suitable. 
10. Wasted time
11. When we restart a running computer 

system, we _____  it.. 
14. An _________ clause is a useful 

tool to close a deal when any agency 
and important terms of contract are 
dishonoured. 

15. Roman numerals for 51 & 2000
17. A  _________ is a network which 

provides access to consolidated, 
block level data storage

18.  ____________ costs are not tied to 
a clear cause and effect relationship 
between inputs and outputs. 

21. Soon,  shortly
22. Copy
23. Difference between actual price of a 

transaction by  a broker and the price 
quoted to the client

26. A type of fish
28. An Indian multinational consultancy 

firm
31. Roman numerals for six.
33. Although (Estonian word)
35. Tenth least populated district of India.
36. Number of relational operators in C 

Language.  
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 37. An eligible start-up can now claim 
deduction under section 80-IAC for 
any  three consecutive assessment 
years out of .........  years  beginning 
from the year in which such eligible 
start-up is incorporated.

DOWN
1. An activity within the organisation 

where the demand for that resource 
is more than its capacity to supply. 

2. Under ___________ pricing policy 
prices are kept high during the early 
period of a product’s existence. 

3.  The rate of TDS under section 194J 
has been reduced to 2% in case of 
payments received or credited to a 
payee, being a person engaged only 
in the business of operation of ...  
...... centre.

4. The new ITR forms notified for 
A.Y.2017-18 requires quoting of 
.......... number.

5. A ____________ budget is a series 
of static budgets for different levels of 
activity. 

6. A subset of outsourcing that involves 
the contracting of the operations and 
responsibilities of a specific business 
process to a third-party service 
provider.

8. Abnormal process loss is 
__________ to the process account 
from which it arises. 

9. A credit for qualified education 
expenses paid for an eligible student 
for the first four years of higher 
education in USA.

12. _____________ is the National Standards 
Body of India .

13. Unmeasured or unlimited in amount, 
number, or extent.

16. A company’s outsourcing of computer 
or Internet related work, such as 
programming, to other companies.

17. Long story.
19. Absorbed
20. Goods which are chargeable to ___rate of 

duty are exempted goods.
24. Assistant .
25. Safeguard duty is imposed for a period of 

____years from the date of its imposition.
27. Roman numeral for 51.
29. To take legal action against a person or 

organization, especially by making a legal 
claim_________.  

30. One of important import items of India. 
32. Roman numeral for 9
34. Roman numeral for 4

1 2 3 4

5 6 7

8 9 10

11 12 13

14 15 16 17

18 19 20

21

22 23 24 25

26 27 28 29 30

31 32 33 34 35

36 37


