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Conducting Branch Audit in CBS 
Environment

Computer power is used by the Bank for its benefit. It is time the same power should empower the 
Branch auditor. This is essential because the branch auditor gets very little time to complete his 
work. Branch auditor needs to be sensitive on new applications/modules and third party software 
applications linked to the Core Banking system. The author has deliberated on this aspect in this 
article. Read on to know more…

CA. Nitant Trilokekar 
(The author is a member of the 
Institute. He can be reached at 
nitant.trilokekar@gmail.com.) 

Most of the statutory auditors have been exposed 
to the environment of Core Banking System (CBS). 
More than a decade has passed since such a system 
percolated from the private and nationalised sector 
Banks to the co-operative Banks. Any auditor should 
not be complacent even if allotted the same Bank 
branch. This is because:
1. If additional functions/processes are added 

recently, it is a double whammy for auditor’s 
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risk. If the auditor had assumed manual action 
of any process then the risk will be high as the 
assumption itself is wrong. 

2. A recently added function/process also means 
it may not be tested sufficiently in the real 
environment. Auditor then has to ensure 
important non-standard or exceptional events 
are also covered correctly by the new function/
process. This point is not to undermine the 
quality of the software developers but to bring 
to attention that the changes or enhancements 
are done in a hurry and acid testing is near to 
impossible. Some of the undetected errors have 
a vital impact on the final accounts of the branch 
either on the revenue side or the prudential 
norms. 

Application (software) Changes over the 
previous year
Whether you are visiting the same Bank branch 
or not, the system impacted action should be 
neutralised by you on the ground of ‘newness’. 
What is new this year and what process has been  
automated or what application is substituted should 
be listed first. These will be the areas where you 
can approach with actions a system auditor does 
in addition to that as a statutory auditor. It will be 
labour saving if you system test these areas as these 
are likely to assure you accuracy for the statutory 
audit purposes. For example, if a new Anti Money 
Laundering (AML) monitoring software application 
is initiated in that year, then you can invest time in 
ensuring:
a. The scope of the application is the same 

as envisaged under the AML Act and 
recommendations of the Reserve Bank of India. 
(details are available in other articles of this 
special issue) This is a fundamental point to be 
covered as it means the uncovered sections are 
to be filled in manually which itself is weakness, 
justifying substantial testing by you. 

b. Parameter files setting should be viewed with  
the dates of setting. For example if the 
transactions above R1 lakh are to be reported 
you need to check:
i. If Equal to and above is the requirement or 

only above R1 lakh. And is the parameter  
file interpreting the legal requirement 
correctly. (It is equal to R1 lakh and above) 

ii. Over the year, the Financial Intelligence  
Unit (FIU) may demand varying cut off limits 

to report. During the recent demonetisation, 
reports were demanded for deposits of  
R1 crore and above from November 
8, 2016 to date of reporting. Could the  
system handle it and does the parameter file 
history reflect that? In the absence of this  
or even report copies, non-compliance is 
the issue. 

iii. Test check with the copies of the report 
whether the cut offs are working. From the 
cash book seek the transactions above the 
limit of say R1 lakh and compare whether 
the report for the same period has included 
the sample transaction. If any changes are 
demanded by FIU in the intervening period, 
then do a similar test but for all types of 
accounts–Current, Cash Credit, savings 
and even Direct deposit into Loan accounts. 
The above example is given as a guide. 
Some Banks may inform you that in their 
CBS environment they have designated 
this function to the run by the Regional 
Office or the Data Centre. However it 
needs to be stressed here that the AML is 
to be monitored by the Branch and the 
Reserve Bank has also stressed it to be ‘De-
centralised”. It may however be reported to 
FIU from a centralised department of the 
Bank. 

Actions done by other office not by the 
Branch 
 There are many actions done either in the  
Regional Office or Zonal Office. Such actions range 
from sanction of loans as per the delegated power 
of each office or end of year provision on non-
performing assets to comply with the prudential 
norms. The Branch auditor should suppress the  
urge to ignore audit of some aspect of such actions 
though it is admitted that the action done by  
another office cannot be within the scope of the 
branch auditor. But the impact may be manipulated 
by the branch either knowingly or accidentally  

Whether you are visiting the same Bank branch 
or not, the system impacted action should be 

neutralised by you on ground of ‘newness’. What is 
new this year and what process has been automated 

or what application is substituted should be listed 
first.
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which is certainly within the scope of the Branch 
auditor. 

Take the example of sanction of loan or 
enhancement of loans. The sanctioning office often 
asks for the opinion of the branch. Please note 
that this is asked even if the account performance 
can be viewed by the higher office. Conclusions 
of stock inspections, cases of cheque returned, 
attitude of critical persons of the borrower, position 
of associate firms etc. are still demanded from  
the branch. Whether the right answers are given 
by the branch to the higher office at that time are 
certainly in the scope of the Branch auditor. This 
should be done during the examination of new or 
renewed or enhanced advances where the security 
documents are also examined by the Branch auditor. 
Branch auditor has to do some calculations with 
the aid of computer system of the Bank to check 
validity of answers such as days over limit, position 
of associate companies in the period etc. You 
will be surprised to find the frequency of errors.  
If the higher office is misinformed, then the  
sanction itself has a wrong foundation. Negative 
impact is sure to follow. 

Few departments were shifted after core  
Banking, centrally or to the regional office. Impact 
of their work may find into the Final accounts of the 
Branch. If the branch ‘clearing’ is handled by another 
office, then the return charges may not be levied 
centrally. If they are to be levied by the Branch then 
this aspect falls in the scope of the Branch auditor. 
It can be checked in a fast manner. If one person is 
designated to run the process at the branch, check 
up one normal date when he/she is present. Then 
check up only those dates this staff was on leave/ 
absent. It is normal for the same person to run the 
process regularly whether daily/weekly etc. But a 
new person/substitute is likely to forget. The revenue 
aspect of the work of Branch auditor including that 
under LFAR (Long Form Audit Report) will be 
covered by this action. 

Inclusion of non-traditional channels
Some of the channels like ATM are not so new.  
Yet it is essential to mention in short to cover the 
channels which were not existing more than a decade 
ago, to ensure that they are represented in the Final 
accounts of the branch. 
1. Sanctions via email: In order to speed up the 

Banking process, it is not uncommon to note 
sanctions to be sent to the Banks via email 
followed up later by hardcopy. Before receipt 
of the hardcopy, the branch proceeds with 
the sanction terms and documentation work. 
Normally, these are conveyed over ‘intranet’ 
and not internet. These are to speed up matters 
and serve the borrowers. Saving of one week 
to a fortnight are thus achieved. By the time 
the statutory audit period dawns, the hardcopy 
is already in the files. However, there might  
be some cases where the hard copy is not 
yet received. The Branch auditor may get 
hardcopy of the email in the file to rely upon the  
sender’s address as symbolic authenticity of 
authorisation. 

2. ATM cash: Inclusion of this cash in the branch 
cash is the norm if the ATM is attached to the 
Branch. Some Banks have controlled ATMs per 
Region. In that case, this needs to be ignored 
by the Branch Auditor. It is not uncommon 
for the ATM machine to sometimes (rare but 
not impossible) to dispense more notes due 
to faulty mechanism. Wear and tear of small  
nylon washers in the machine are also known 
to cause such issues. To ensure this shortage 
is noticed, the ATM cash has to be verified by 
the branch daily. How is the loss of currency 
accounted and is it brought into the Books 
of the Branch? The Branch will be able to give 
you relevant circular on this topic. Please 
be particular in case Suspense account is  
debited, all entries above six months are  
normally expected to be cleared. Such entries 
should find their way into the Profit and Loss 
account. 

3. Web Banking: Web Banking is now no longer 
the privilege of the elite. It is essential post 
demonetisation for the cashless economy effort 
of the Government. Those Banks who had 
already placed this in their service portfolio may 
have stabilised their application. In case this is 
recently launched then Branch Auditor needs 
to ensure there are no exceptional issues which 

It is not uncommon for the ATM machine to 
sometimes (rare but not impossible) to dispense 

more notes due to faulty mechanism. Wear and 
tear of small nylon washers in the machine are also 

known to cause such issues. To ensure this shortage 
is noticed, the ATM cash has to be verified by the 

branch daily.
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the Branch auditor needs to monitor. The first 
action needed is to verify exceptional or error 
reports if any are published by the application. 
The common argument is that in case any 
internet transaction is made, the credit and  
debit entries are made at the same time,  
therefore, there should not be any issues. But 
issues do exist. A split second is sufficient to 
throw a spanner in the works of double entry.  
One aspect of the entry may be executed 
while the other may not be done due to power  
or any line disturbance. For example, one  
account holder may transfer from one account, 
say Cash Credit to Loan for his installment. 
Money may reach the Loan account but if at 
that point the power of the server is shut, the 
Cash Credit account will not be debited. It will 
be worse if an external payment like phone bill 
or electricity bill is paid. How the application 
monitors such disturbances and does it  
monitor automatically non-balanced vouchers 
and is the correction automatic or manual  
and is it done so is the concern of the Branch 
auditor. 

4. Web hacking loss: Where there is internet 
banking, there is risk of hacking. Internet 
Banking permission is given by the Reserve 
Bank only after strict actions of security are  
followed by the Bank. However, the universal 
truth is that ‘where there is a lock, there will 
be a thief to pick it’. Loss due to hacking is not  
unheard of. The Bank may have a policy to deal 
with such cases. Branch auditor needs to check  
whether any customer of the branch has  
suffered such a loss and lodged a complaint. 
If the policy of the Bank is to debit the Branch 
with the loss in case the hack is proved, until 
such cases are pending, it will be the call of the  
Branch auditor to insist on provision or 
contingent liability. Accordingly, changes  
need be made in the Memorandum of Change 
(MOC). 

Data/Reports generated by Branch 
impacting the Final Accounts of the Bank
Some areas of operation are divided between the 
Branch and the higher office like Regional/Zonal 
office or the Central/Head office. Though the actual 
provision or entry is done at the office other than 
the Branch, it is based on the reports generated 
by the Branch. We have seen earlier how the Loan 

sanction/enhancement/renewal is impacted by the 
information given by the branch. Other standard 
issues are:
a. NPA classification is done at the branch level 

but provision is done at higher office. When 
a software is developed for the process, it is 
expected to be correct. Branch auditor needs 
to check sample of each stage from standard 
to level one to the last stage. Each stage should 
be checked. In case of upgradation it needs 
to be confirmed with the prudential norms of  
the time. Only if this is correct will the  
provision of the Bank as a whole be correct. If 
any error is noted here, care should be taken 
in reporting this in Audit report as well as the 
LFAR as these reports are separated at the  
higher offices. 

b. Accounts not renewed for more than a year 
are also one of the provision impacting  
actions. Non-renewal causes like non-submission 
of Final Account on time or non-submission 
of stock statement for prolonged periods are 
reasons of non-renewal. Branch auditor will be 
correct in ensuring the renewal is justified at 
least in these grounds and not manipulated i.e. 
renewed despite non-submission of required 
papers. Overdue for renewal is one of the 
ready reports available from most of the CBS 
applications. 

Basic actions of auditor in CBS 
environment
The events described above are those which are  
not commonly discussed. There are some actions 
which are basic to the CBS environment and must 
be done each time. In short, these are:
1. Assure the Final Accounts are representative 

of the books: Due to unexplained reasons, 
sometimes the jotting total does not match 
with the Final Accounts generated by the same 
system. For example, jotting will be first to 
last account of say savings. This should match  
with the total of Savings shown in the General 
Ledger. Each branch makes a year-end  

A split second is sufficient to throw a spanner in the 
works of double entry. One aspect of the entry may 

be executed while the other may not be done due to 
power or any line disturbance.
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box file where the jottings as on date of  
Balance Sheet are printed or a soft copy is  
kept in a designated folder. This should be  
done for each category of deposit and advance 
account. 

2. Have confidence of Internal Control: The oft 
quoted traditional example of internal control 
is when all aspects of a transaction are done 
by more than one person eg. Primary books 
are written by one person and another person 
posts ledger. But in a computerised system, 
the posting is done automatically. The internal 
control therefore needs to be defined as ‘Maker–
checker’ control. Banks have the control that the 
person making the voucher cannot authorise. 
This can be violated accidentally or by design. 
There are two simple sampling methods  
to verify this. One is to verify the user rights file 
where the user gets rights to make voucher or 
to authorise voucher. If one single staff has both 
voucher making rights as well as authorisation 
rights, then you can conclude lack of internal 
control. Alternatively you can scan the cash book 
and few transaction reports to note the users 
identified for maker and authoriser. If the person 
is not the same then the control exists. 

3. Sub systems ‘linked’ to core: Some areas of 
application like the Foreign Exchange dealer’s 
room, Treasury department etc. are sometimes 
not available in the core banking system. Bank 
then employs third party software. Transactions 
occurring in these sub-systems need to  
be updated in the Core System on a daily basis. 
Common method used is a txt file which is 
uploaded under a manually activated process. 
All you need to know is the system care taken to 
obviate 
a. Double upload or skip in upload. This will 

mess up the final accounts and the books 
of this department will not be represented 
correctly in the final accounts. Date of last 
upload and time if logged will be a good 
control to prevent accidents of double/ 
triple upload. This can be tested by the 
auditor by requesting the staff to repeat 
the process in front of him. Here too, the 
auditor will benefit if he finds out whether 
the files were loaded on the days the regular 
staff was absent. 

b. All transactions not uploaded. Sometimes 
due to limitations of txt file, some  

transactions are not uploaded. The batch 
control should report to the staff at that 
specific time itself. This is one of the controls 
expected. 

 Share module in co-operative Banks, SWIFT 
module etc. are some of the examples of third 
party software where the core banking solution 
provider has not been able to cater. 

4. Basel II compliance: Risk rating to accounts 
should be given at the branch level so that the 
branch can monitor the accounts better. While 
the core banking software is better suited  
for such risk rating, there seems to be some 
confusion on whether the third party software 
should make such rating. This is especially 
the situation where the core system is old and 
the Bank may not have entered the critical  
data such as business of the account holder. 
How the Branch has tackled the account  
holders with diversified activities should 
be the call of the branch auditor to express  
satisfaction. One school of thought is to allot  
the highest risk amongst the activities of the 
account holder.

5. NPA verification using spreadsheet: Where 
the branch can be approached before year  
end, a lot of planning activity and advance 
activity can be done. Alternatively, at the time 
of audit this activity can be done. Using the 
CBS data gold mine, the branch auditor can 
do an extensive check. The reports of most 
CBS system are available as TXT files. These 
can be uploaded in the auditor’s computer to 
recheck the results of the systems. Let us take 
the simple example of Cash Credit overdrawn 
for more than 90 days. The dates overdrawn can 
be checked via a formula for all accounts and  
results compared with the report of the Bank. 
This can also guide the Branch auditor to pick 
up sample for verification. He can decide all  
accounts overdue for more than 80 days 
should be studied in detail as ‘these could be  
manipulated to stay out of NPA trap’. 

Some areas of application like the Foreign 
Exchange dealer’s room, Treasury department etc. 

are sometimes not available in the core banking 
system. Bank then employs third party software. 

Transactions occurring in these sub-systems need to 
be updated in the Core System on a daily basis.
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The high destiny of the individual is to serve rather than to rule. - Albert Einstein 


