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E-commerce is the most common buzzword today. We are living in an 'e-age' where the prefix ‘e-’ 
impacts us from everywhere and in everything. A few examples of this impact on enterprises and 
individuals in this regard could be e-governance, e-compliances, e-filing, e-banking, e-payments, 
e-books, and now e-commerce. With e-pervasiveness expected to impact the commerce in a big way, 
e-advisory services and e-assurance are not very far away. E-commerce refers to the processes by 
which enterprises conduct business electronically with their customers, suppliers and other external 
business partners, using the internet as an enabling technology. This includes business-to-business 
(B2B) and business-to-consumer (B2C) e-commerce models. Chartered accountants with their core 
competency in information systems, compliances and assurance, and in their role as advisors and 
compliance and assurance experts, have a critical role to play in assessing the risk mitigation and 
evaluating whether the required business and regulatory controls are implemented to meet business 
objectives. In this article, the author addresses the concept and practice of e-commerce and tries to 
identify the key issues, challenges and opportunities for chartered accountants in e-enabling their 
clients to transition to the expanding world of e-commerce. Read on…

CA. A. Rafeq 
(The author is a mem-
ber of the Institute who 
may be contacted at 
rafeq@vsnl.com.)

Introduction
Recently, two prominent news items were on 
the front-page headlines of the Indian financial 
newspapers and media websites. The first was an 
announcement by Flipkart on 29th July that it has 
raised fresh capital of $1 billion in one of the largest 
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E-commerce is the process of doing business 
electronically and involves the automation of a 

variety of business-to-business and business-to-
consumer transactions through reliable and secure 

connections. E-commerce growth is propelled by 
the use of internet. E-commerce is not a single 

technology, but rather a sophisticated combination 
of technologies and consumer-based services 
integrated to form a new paradigm in business 

transaction processing.

funding rounds, and the second was by Amazon on 
30th July that it will invest another $2 billion in India. 
These are large numbers for e-commerce operations 
in India. According to Amazon that launched India 
operations in June 2013, with the current scale 
and growth rates, India is on track to become the 
fastest country ever to reach $1 billion in gross 
sales. E-commerce is rapidly gaining momentum 
globally with Asian economies like China, India and 
Indonesia being the fastest growing e-commerce 
markets. 

As per the www.internetworldstats.com, the top 
20 countries on the internet by number of users as 
on 30th June, 2012, India ranks third after China and 
U.S. The e-commerce industry is mainly dominated 
by the travel segment which accounts for more than 
70% of the transactions of industry and e-retail’s share 
in e-commerce stands at approximately 12.5%. India 
has an internet user base of about 250.2 million, as 
per a June 2014 estimate, and this is expected to grow 
in a big way with the expected internet connectivity 
of all villages across India and the launch of the 4G 
internet. E-commerce in India is thriving, primarily 
due to the booming online retail industry. According 
to an ASSOCHAM survey, the Indian e-commerce 
industry has grown to $16 billion in 2013, showing a 
staggering growth rate of 88% from the $8.5 billion 
in the previous year. 

One of the unique e-commerce delivery 
models in India is the cash on delivery which is the 
most preferred method of payment. India has a 
vibrant cash economy as a result of which 80% of 
Indian e-commerce tends to be cash on delivery. 
This poses its own unique risks and challenges. 
However, in the long run, this will gradually shift 
to online payment mechanism. The amalgamation 
of providers of internet, telecommunications, 
cable and entertainment services, along with new 

technologies, has added to the richness and variety 
of the e-commerce offerings. However, the e-world 
is fraught with new risks, issues and challenges and 
enterprises which are not able to develop appropriate 
web-based strategies to align with the future of 
commerce of the e-world will be overtaken by new 
and mobile enterprises which are able to surge 
ahead on this technology wave. Hence, the question 
is no longer when the impact will be but how the 
impact will be and what is to be done to survive 
and thrive in the competitive e-world. CAs with a 
good understanding of how e-commerce works, the 
related risks, benefits and the appropriate security 
and controls can help enterprises make a safe, secure 
and successful transition to e-commerce world.

What is e-commerce?
E-commerce is the process of doing business 
electronically and involves the automation of a 
variety of business-to-business and business-to-
consumer transactions through reliable and secure 
connections. E-commerce growth is propelled 
by the use of internet. E-commerce is not a single 
technology, but rather a sophisticated combination 
of technologies and consumer-based services 
integrated to form a new paradigm in business 
transaction processing. E-commerce merges the 
standards, simplicity and connectivity of internet 
technologies with traditional IT and business 
processes to create new business value and 
relationships for an enterprises, its customers and 
its industry. E-commerce encompasses all stages 
of commerce right from raw material procurement 
to delivery of goods and services to businesses and 
customers. 

As per the AICPA, e-commerce involves 
individuals as well as enterprises engaging in a variety 
of electronic business transactions, without paper 
documents, using computer and telecommunication 
networks. These networks can be either private or 
public, or a combination of the two. The definition 
of e-commerce has now broadened to encompass 
business conducted over the internet (specifically 
the web) and it includes entities not previously 
known to each other. This is due to the web’s surge 
in popularity and the acceptance of the internet 
as a viable transport mechanism for business 
information. The use of a public-network-based 
infrastructure such as the easily available broadband 
internet reduces costs and provides a level playing 
field for even small and medium businesses. This 
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allows enterprises of all sizes to extend their reach to 
a broader and expanded customer base transcending 
the limitations of space and time. 

The e-commerce delivery channel has moved 
a long way from its infancy and has now become a 
very relevant part of an enterprise’s business. The 
e-commerce business processes extend the reach 
of products and services from brick and mortar 
locations to the physical doorstep of prospective 
customers. Further, the online information system 
of successful e-commerce implementation provides 
enterprises with business intelligence about the 
customers search habits and browsing preferences 
and thus serves as an invaluable promotional 
vehicle to drive additional sales through segmented 
marketing and a personalised experience to each 
buyer. However, recent failures of massive marketing 
campaigns show the risks and threats of this business 
model. This has highlighted the need to not only 
provide security of information and transactions but 
also ensure adequate resilience to meet at time the 
unexpected surge in customer demands. 

Why enterprises need to consider 
e-commerce?
The edifice of a good e-commerce business model 
is a comprehensive and robust information system 
coupled with the appropriate logistics and delivery 
mechanism. The rapid growth of e-commerce in 
India is being driven by greater customer choice and 
improved convenience. Having a robust business 
model coupled with first class of service is critical 
to success. The internet revolution is making its 
impact in India with more and more users realising 
its importance and willing to use it. There are more 
than 80 million internet users today and this has 
been growing at a rapid pace. India is among the 
fastest growing online market and has registered a 
41% growth in the last twelve months. This growth 
has been possible with the Internet usage now 
reaching almost 10% penetration level. This shows 
the immense growth potential in the near future as 
internet reaches more users. Further, mobile internet 

will drive the growth of e-commerce through mobile 
commerce, e-banking and e-payments. Despite 
the challenges and risks involved, e-commerce 
offers immense benefits to individuals, enterprises, 
consumers, and society as a whole. Some of the key 
benefits are:

•	 Reduced	 costs	 to	 buyers	 from	 increased	
competition in procurement as more 
suppliers are able to compete in an 
electronically open marketplace.

•	 Reduced	 errors,	 time,	 and	 overhead	 costs	
in information processing by eliminating 
requirements for reentering data.

•	 Reduced	costs	to	suppliers	by	electronically	
accessing online databases of bid 
opportunities, online abilities to submit 
bids, and online review of rewards.

•	 Reduced	 time	 to	 complete	 business	
transactions, from delivery to payment.

•	 Reduced	 overhead	 costs	 through	
uniformity, automation, and large-scale 
integration of management processes. 

•	 Reduced	 advertising	 costs,	 delivery	 cost,	
notably for goods that can also be delivered 
electronically and reduced design and 
manufacturing cost.

•	 Creation	of	new	markets	 as	 it	 is	 easy	 and	
economical to reach potential customers. 

•	 Easier	 entry	 into	 new	markets,	 especially	
geographically remote markets, for 
enterprises of all sizes and locations.

•	 Faster	time	to	market	as	business	processes	
are linked, enabling seamless processing 
and eliminating time delays.

•	 Equal	access	to	markets	to	even	small	and	
medium enterprises and access to new 
markets.

•	 Customer	 involvement	 in	 product	 and	
service innovation. 

How to migrate to e-commerce?
There is no doubt that there are immense benefits 
of enterprise-wide implementation of e-commerce 
but there are inherent risks which need to be 
considered and mitigated with appropriate controls. 
Enterprises have to be cautious not to jump blindly 
into the e-commerce bandwagon, but instead first 
develop a comprehensive e-commerce strategy 
and then organise a corporate-wide team to 
implement that strategy. Key stakeholders and users 
throughout the enterprise should be represented on 

There are more than 80 million internet users today 
and this has been growing at a rapid pace. India is 
among the fastest growing online market and has 
registered a 41% growth in the last twelve months. 

This growth has been possible with the Internet 
usage now reaching almost 10% penetration level.
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this implementation team. Team members should 
include representatives from the following corporate 
departments such as accounting/finance, internal 
audit, data security, telecommunications, end-user, 
system analysis and legal. It is advisable to include 
key trading partners, internal/external auditors, and 
representatives from other institutions such as banks, 
trading houses and other third-party services. This 
team will analyse the risks and benefits and provide 
valuable insight into the design and deployment of the 
enterprise’s e-commerce initiative. The e-commerce 
strategy has to be integrated into the very fabric of 
the enterprise in a cost efficient and timely fashion. 
Further, appropriate policies and procedures are to 
be designed and implemented to ensurecomplete 
and correct processing with overall security and 
control of the entire e-commerce environment.

What is the impact of e-commerce on 
chartered accountants?
Chartered accountants have to assess the business 
effects of e-commerce and assess its impacts on 
their practices, techniques, skill and knowledge 
requirements, and the services they offer to 
enterprises and their stakeholders. The traditional 
accounting and auditing business models addressed 
internal controls and control structures whereas the 
e-commerce business model has to go beyond and 
focus on integrated information systems and provide 
assurance on the network reliability and other 
business to business communications. The key issues 
and challenges of e-commerce implementation are 
summarised: 

1. Issues relating to accounting and compliances
Accounting for e-commerce will also require 
enterprises to review current policies and procedures. 
Accounting concerns such as recording multiple tax 
payments, which might not be an issue in a paper-
based trading environment, could quickly become a 
nightmare for the unprepared enterprise. These and 
many additional questions, which affect accounting 
for e-commerce, will need to be addressed before 

seamless e-commerce on an enterprise basis is fully 
and properly implemented. The key to developing a 
viable e-commerce strategy is for senior management 
to formulate a comprehensive plan which considers 
all aspects.

2. Issues relating to security
Enterprises planning a successful foray into the 
e-commerce arena will have to re-examine the 
traditional management philosophy of keeping 
control information private. Policies affecting the 
release of control procedures will need modification, 
to make such information available to consumers. 
Effective privacy policies, openly communicated 
to consumers, will be the hallmark of a successful 
e-commerce enterprise. How an enterprise protects 
consumer information and how it uses that 
information is critical in establishing the consumer 
confidence, loyalty, and repeat business. Enterprises 
have to develop explicit privacy plan especially 
focused toward the e-customer and this should be 
posted on the enterprise’s website. Use of additional 
trust mechanisms (or marks) such as WebTrust 
(developed by AICPA) will further communicate to 
the consumer a sense that confidential information 
disclosed will remain confidential and secure. 
The IT Act, 2000 (amended in 2008) mandates 
implementation of data privacy measures to protect 
sensitive personal data and information provided by 
customers to the enterprises.

3. Issues relating to management
There is no doubt that e-commerce is changing 
the way business is conducted. Hence, changes 
to the business process have to be considered not 
only from an IT perspective but from a business 
perspective with involvement of senior management 
in formulating the policies. Senior management has 
to develop short and long-term business strategies 
which consider the impact of e-commerce on the 
entire enterprise, not just for a single business 
unit. They will have to ask questions such as, how 
the enterprise will be conducting business three 
years from now, what changes business processes 
and procedures will require in philosophy in order 
to fully embrace business processing in a virtual 
marketplace. The processes required to market 
directly to the end consumer, to collect payments 
and to deliver goods, and services electronically  
all need to be redefined and reengineered.  
E-payment methods for e-commerce will vary  

Chartered accountants have to assess the business 
effects of e-commerce and assess its impacts on 
their practices, techniques, skill and knowledge 

requirements, and the services they offer to 
enterprises and their stakeholders. 
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greatly from their paper-based transactions.  
Emerging e-commerce concepts such as digital  
cash, electronic wallets, and micro-payments, should 
be addressed as part of an evolving e-commerce 
strategic plan. The e-commerce strategic plan  
has to be dynamic, open-ended and continually 
subject to review and revision with continuous  
input from all key stakeholders. 

4. Issues relating to business
The way products and service are designed and 
delivered undergo a radical change in the e-commerce 
world. Technology becomes a key enabler for 
provision of these products and services through 
automated processes. Hence, business processes 
might be better re-engineered if designed to support 
both electronic markets as well as traditional retail 
channels. Retailers with both traditional and online 
presence would have to be accept cannibalising sales 
from their mainstay operations as ultimately, the 
objective is to maximise sales and revenue from all 
possible channels. The enterprises which occupy 
an intermediary position in the distribution chain 
would have to examine how the e-commerce world is 
creating new threats or opportunities for them, and 
which type of new competitors will be attempting to 
reach their existing customers.

Role of chartered accountants in 
e-commerce
For commerce, which takes place in a physical 
world, CAs have played an important role, as they 
are involved in all aspects of commerce such as 
accounting, auditing, compliance, consulting, etc. 
As commerce, which earlier based on the brick 
and mortar model is moving from the physical 
market place into digital virtual space, the need 
for services in the traditional areas of accounting, 
auditing, compliance and consulting will increase 
on account of the increasing risk and potential. 
However, as e-commerce is extensively dependent 
on IT and is internet-based, there is a need to 
analyse the challenges and opportunities it offers. 
CAs can play an effective role by understanding 
and embracing technology. It is important to know 
the fundamentals of technologies such as operating 
systems, networking, database, encryption, PKIs, 
and role of certification authorities. It is not 
just enterprises but even professionals who are  
expected to be dynamic so as to provide real-time 
response and be ready for real-time change. As 

expectations change, auditors’ roles and relationship 
will also have to move from attestation and  
taxation to consulting and advisory roles by honing 
up IT skills so as to remain relevant in the world of 
e-commerce. 

The historical accounting and auditing business 
models addressed internal controls and control 
structures. As businesses expand the breadth  
of their electronic transactions and the diversity 
of the users of electronic services, there is a 
corresponding need to provide real-time assurances 
of the authenticity and reliability of trading partners 
and the information that both comprises and 
supports e-commerce. As e-commerce expands 
and becomes more all-pervasive as recognised 
electronic marketplace, CAs in their advisory and 
assurance roles would be called upon to provide a 
range of services covering all areas of e-commerce 
implementation from conception to compliances.
CAs can assist their enterprises by participating 
in the evaluation of the enterprise’s web activities 
both pre- and post-implementation. CAs can 
also participate in identifying potential risks in  
all aspects of e-commerce operations. If e-commerce 
is a reality for many businesses, then the e-audit is 
following closely behind. 

Successfully managing the transition to 
e-commerce demands overcoming a number of 
significant issues, including not only making the 
technology work, but also reengineering existing 
business models and business processes. CAs  
should understand the client’s business philosophy, 
strategy and business processes. Central to this is a 
detailed understanding of the impact of technology, 
the client’s underlying information systems and 
relevant controls. CAs can assist their clients to 
successfully compete in the virtual marketplace 
dominated by e-commerce by reengineering 
their service offering and enhancing their service  
delivery mechanism using technology. 

CAs can play an effective role by understanding and 
embracing technology. It is important to know the 
fundamentals of technologies such as operating 
systems, networking, database, encryption, PKIs, 
and role of certification authorities. It is not just 

enterprises but even professionals who are expected 
to be dynamic so as to provide real-time response 

and be ready for real-time change.
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