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Data Privacy Laws in India and 
Regulatory Compliance

Privacy is as important as any kind of security in 
our life. Privacy helps individuals to maintain their 
autonomy and individuality. Even though privacy 
is not in itself a fundamental right, it is necessary to 
protect other fundamental rights. Due to advancement 
of technology, we cannot imagine upto what extent 
our personal information can be exploited by 
someone over the internet or any other technological 
means. Nowadays, numerous incidents are evolving 
the privacy issues whether it relates to individuals 
or organisational data privacy. The data stored in 
computer has huge monetary value and such data can 
be extracted by encroaching into the system without 
the knowledge of the users. 

Information Technology plays a vital role in all spheres of activity, be it business processes, 
science, commerce, education, medicine, defense, telecom, etc. The dependence on information 
systems has increased phenomenally. Information Technology in India is subject to various 
regulatory laws/rules; hence, the regulatory compliance plays an indispensable role to help 
the organisation to accomplish specific goals or objectives. The Data Privacy Rules 2011 
applies to all (Body Corporates as defined in Section 43A) those who collect, receive, retain/
store, handle, and transfer the information of individuals during the course of commercial 
or professional activities. This includes sole proprietorships, companies, firms, associations, 
doctors, stock brokers, call centers, BPOs, lawyers, chartered accountants, etc. The article 
and the regulatory compliance checklist hope to contribute in ensuring regulatory compliance 
with data privacy rules issued by Government of India. Read on… 
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In general, the word Privacy indicates the right 
to be free from secret surveillance and to determine 
whether, when, how and to whom, one's Personal/
Organisational/Governmental information is being 
revealed/exposed to the public at large. It is clear that 
many people still signify that privacy is of valuable 
interest and realise that it is now threatened more 
than ever by technological advances. There are 
massive databases and Internet records of information 
about individuals and Governmental secrets or of 
organisations’ financial contracts, tenders and credit 
history, medical records, purchases and telephone 
calls, etc. and often people do not know what kind 
of information/data is stored about them or who has 
access to it.

In short, Privacy may be divided into four categories:-
• Physical: Restriction on others to experience 

a person or situation through one or more of the 
human senses or exposing a person’s private parts 
in public without the knowledge of those persons. 

• Information: Restriction on finding out or 
revealing facts that are unknown or unknowable to 
others. 

• Decisional: Restriction on interfering/obstructing 
in decisions that are exclusive to an entity/
Governmental organisation 

• Dispositions: Restriction on attempts to know an 
individual’s state of mind/tendencies.

Information Technology Act & Privacy Laws in India:-
Section 66E specifically deals with privacy issues 
which relate to the privacy of one’s private parts. 

Let’s see what Section 66E Says 
“Whoever, intentionally or knowingly captures, 
publishes or transmits the image of a private area of any 
person without his or her consent, under circumstances 
violating the privacy of that person, shall be punished 
with imprisonment which may extend to three years or 
with fine not exceeding two lakh rupees, or with both”. 

Explanation—for the purposes of this section;
a) “Transmit” means to electronically send a visual 

image with the intent that it be viewed by a person 
or persons; 

b) “Capture”, with respect to an image, means to 
videotape, photograph, film or record by any 
means; 

c) “Private area” means the naked or undergarment 
clad genitals, pubic area, buttocks or female breast; 

d) “Publishes” means reproduction in the printed or 
electronic form and making it available for public; 

e) “Under circumstances violating privacy” means 
circumstances in which a person can have a 
reasonable expectation that — 
(i) He or she could disrobe in privacy, without 

being concerned that an image of his private 
area was being captured; or 

(ii) Any part of his or her private area would not be 
visible to the public, regardless of whether that 
person is in a public or private place.

 
Following acts need to be done so as to constitute 
offence under Section 66E:-
• Any person has to intentionally or knowingly. 
• Captures, publishes, transmits. 
• Without his/her consent. 
• Image of any private parts of the any person. 

Whoever satisfies the abovementioned constituents 
of Section 66E shall be punishable with imprisonment 
which may extend to three years or with fine not 
exceeding two lakh rupees, or with both. 

For example, if any person makes an MMS by using 
a hidden camera in a changing room and publishes 
over the Internet, they have committed an offence 
under Section 66E of the Information Technology Act. 

Apart from the aforementioned provisions there 
is another section inserted by the amendment which 
also deals with privacy of information known as 
“Disclosure of Information”

Section 72 A of Information Technology Act, 2008 
reads as follows:-
“Save as otherwise provided in this Act or any other 
law for the time being in force, any person including 
an intermediary who, while providing services under 
the terms of lawful contract, has secured access to 
any material containing personal information about 
another person, with the intent to cause or knowing 
that he is likely to cause wrongful loss or wrongful gain 
discloses, without the consent of the person concerned, 
or in breach of a lawful contract, such material to any 

The Data Privacy Rules 2011 applies to all (Body 
Corporates as defined in section 43A) those who 

collect, receive, retain/store, handle, and transfer 
the information of individuals during the course of 

commercial or professional activities
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other person shall be punished with imprisonment for 
a term which may extend to three years, or with a fine 
which may extend to five lakh rupees, or with both.” 

The very basic facts about this Section is that; 
at the time of giving services under the terms of 
their contractual relationship or Service Level 
Agreements(SLAs), these intermediaries are permitted 
to have secured access to clients’/any other persons’ 
personal information. If the access has been done with 
an alleged intention that is likely to cause wrongful 
loss or gain, then this Section comes into the picture. 
Further, if the party or the intermediary discloses 
this information to any other person in default of 
consent or in breach of their contractual relationship 
or Service Level Agreements (SLAs), it amounts to an 
offence Under Section 72A, which is punishable with 
imprisonment for a term which may extend to 3 years 
or fine which may extend to R5 lakh or with both. 

Apart from the above mentioned provisions 
which specially deal with privacy of one’s private 
parts the legislature also started focusing on Data 
privacy, customer privacy and boosts the outsourcing 
business in India. On 11th April 2011, in exercise of the 
powers conferred by clause (ob) of subsection (2) of 
Section 87 read with Section 43A of the Information 
Technology Act, 2000 (21 of 2000), the Central 
Government adopted new privacy regulations, known 
as the Information Technology (Reasonable Security 
Practices and Procedures and Sensitive Personal Data 
or Information) Rules, 2011 (the “Rules”).

Section 43A of the IT Act, 2000 reads as follows,
“Where a body corporate, possessing, dealing or 
handling any sensitive personal data or information 
in a computer resource which it owns, controls or 
operates, is negligent in implementing and maintaining 
reasonable security practices and procedures and 
thereby causes wrongful loss or wrongful gain to any 
person, such body corporate shall be liable to pay 
damages by way of compensation to the person so 
affected.

Explanation — for the purposes of this section;
a) “Body corporate” means any company and includes 

a firm, sole proprietorship or other association of 
individuals engaged in commercial or professional 
activities;

b)“Reasonable security practices and procedures” 
means security practices and procedures designed to 
protect such information from unauthorised access, 
damage, use, modification, disclosure or impairment, 
as may be specified in an agreement between the 

parties or as may be specified in any law for the time 
being in force and in the absence of such agreement 
or any law, such reasonable security practices and 
procedures, as may be prescribed by the Central 
Government in consultation with such professional 
bodies or associations as it may deem fit;”
Moreover, it is not defined under the 

abovementioned provision “What is sensitive 
personal data or information?” We are summarising 
here the rules laid down by Information Technology 
(Reasonable Security Practices and Procedures and 
Sensitive Personal Data or Information) Rules, 2011 
(the “Rules”) as given below; 

Privacy Policy & Disclosure of Information:-
The body corporate or any person who on behalf of body 
corporate collects, receives, possesses, stores, deals or 
handles information of provider of information, shall 
provide a privacy policy for handling of or dealing with 
personal information including sensitive personal data 
or information and ensure that the same are available 
for view by such providers of information who have 
provided such information under lawful contract. 

Such policy should be published on website and 
shall provide for;
• Containing clear and easily accessible statements 

of its practices and policies;
• Type of personal or sensitive personal data or 

information collected under rule 3;
• Purpose of collection and usage of such information;
• Disclosure of information including sensitive 

personal data or information as provided in rule 6;
• Reasonable security practices and procedures as 

provided under rule 8. 
These data privacy rules apply to all Body 

Corporates as defined in Section 43A.
 

Meaning of Sensitive Personal Data:-
Sensitive personal data is a defined term, although the 
definition is tapered than had originally been put in 

The body corporate or any person who on behalf 
of body corporate collects, receives, possess, 

stores, deals or handle information of provider 
of information, shall provide a privacy policy for 

handling of or dealing with personal information 
including sensitive personal data or information 

and ensure that the same are available for view by 
such providers of information who has provided such 

information under lawful contract 
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draft of regulations. The Indian definition of sensitive 
personal data is Reflection of EU data protection law. 

As per Rule 3 sensitive personal data includes in 
its definition
• Password
• Financial information such as Bank account 

or credit card or debit card or other payment 
instrument details

• Physical, physiological and mental health condition
• Sexual orientation
• Medical records and history
• Biometric information
• Any detail relating to the above clauses as provided 

to body corporate for providing service; and any 
of the information received under above clauses by 
body corporate for processing, stored or processed 
under lawful contract or otherwise. 
Information that is freely available or accessible 

in the public domain or furnished under the Right to 
Information Act 2005 is specifically excluded from the 
definition of sensitive personal data. 

Limitations on Data Collection and Processing:-
While collecting any data, 
• Individuals should be made aware of the fact that 

their data are being collected, 
• The object for which the data are collected, 
• Intended recipients of the data,
• The contact details of both the data collecting 

agency and the agency that will retain/preserve the 
data.

• All data must be processed only for the purpose for 
which it was collected. 
The preceding condition is, a written consent of an 

individual is essential before their sensitive personal 
data may be used. Such consent may be obtained by 
any means e.g. fax, e-mail. 

Moreover, sensitive personal data shall only be 
collected for a ;

- Lawful purpose connected with a purpose or 
activity of the body corporate, 

- The collection of the data must be essential for 
that purpose. 
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Sensitive personal data shall not be retained for 
longer than required for the purpose for which it may 
lawfully be used. 

Review and Correction of information:-
Body corporate or any person on its behalf shall permit 
the providers of information, as and when requested 
by them, to review the information they had provided 
and ensure that any personal information or sensitive 
personal data or information found to be inaccurate or 
deficient shall be corrected or amended as feasible. 

Body corporate shall not be responsible for the 
authenticity of the personal information, sensitive 
personal data or information supplied by the provider 
of information to such corporate body or any other 
person acting on behalf of such corporate body. 

Grievances redressal:-
Body corporate shall address any discrepancies 
and grievances of their provider of the information 
with respect to processing of information in a time-
bound manner. The body corporate shall designate a 
Grievance Officer and publish his name and contact 
details on its website. The Grievance Officer shall 
redress the grievances or provider of information 
expeditiously but within one month from the date of 
receipt of the grievance. 

Disclosure of information to third party:-
Information including sensitive personal data shall 
only be provided to a third party with the prior consent 
of the provider of the information. 

There are certain exceptions where 
• The disclosure has been contractually agreed to, 
• Required for legal compliance purposes, or 
• Where the disclosure is to government agencies 

mandated to obtain the information for specific 
purposes. 
The body corporate processing the information 

(or any person on its behalf) may not publish it and 
any third party recipient is prohibited from further 
disclosing the information. 

International Transfers of Information:-
A body corporate or any person on its behalf may 
transfer sensitive personal data or information 
including any information, to any other body corporate 
or a person in India, or located in any other country, 
that ensures the same level of data protection that is 
adhered to by the body corporate as provided for under 
these Rules. The transfer may be allowed only if it is 

Body corporate shall not be responsible for the 
authenticity of the personal information, sensitive 

personal data or information supplied by the 
provider of information to such corporate body or 

any other person acting on behalf of such corporate 
body
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necessary for the performance of the lawful contract 
between the body corporate or any person on its behalf 
and provider of information or where such person has 
consented to data transfer. 

Reasonable Security Practices and Procedures:- 
The rules state that a body corporate will be taken 
to have confirmed with reasonable security practices 
and procedures. While confirming the said security 
practices and procedures, they should 
• Implement such security practices and standards 
• Maintain complete documented information 

security program and information security policies 
that contain managerial, technical, operational 
and physical control measures adequate to the 
information assets and nature of the business. 

In the result of a security breach, the organisation 
must be able to establish that it has applied its 
documented security control measures when 
questioned to do so. 

An organisation that has implemented  
International Standard IS/ISO/IEC 27001 or an 
approved industry code of practice is deemed to 
have complied with reasonable security practices 
and procedures, provided that compliance with the 
Standard or code of practice has been audited annually 
or after significant upgradation of its process and 
computer resource. 
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The audit of reasonable security practices and 
procedures shall be carried out by an independent 
auditor, duly approved by the Central Government. 

Any industry association or an entity formed 
by such an association, whose members are self-
regulating by following other than IS/ISO/IEC codes 
of best practices for data protection as per sub-rule(1), 
shall get its codes of best practices duly approved 
and notified by the Central Government for effective 
implementation. 

According to the said rules, it is not compulsory 
for every corporate body to implement International 
Standard IS/ISO/IEC 27001. But they should have to 
do it if they want to avoid from the penal sections. And 
suppose if found guilty, a civil suit can be filed against 
them under the IT Act with unlimited compensation. 

Conclusion:-
To sum up, the data privacy rules read with relevant 
sections of the Information Technology Act are 
equipped with heavy penalty clauses and provision 
of damages. If invoked, it will have a huge inimical 
impact on financials, normal operations and goodwill 
also. Timely and effective compliance to the  
prescribed rules can be achieved by understanding 
the regime in its letter and spirit. The following is the 
checklist hopes to contribute in ensuring regulatory 
compliance with data privacy rules issued by 
Government of India.

Checklist for compliance:-
S. 
No.

Title Reference# Checkpoint

1 Publishing Clear and accessible 
Statement of practices and policies

Rule 4 Whether organisation has published clear and easily accessible 
statements of its practices on its website.

2 Publication of type of data/
information

Rule 4 Whether the organisation has published on its website, the 
type of personal data or information collected by it.

3 Publication of Purpose of collection 
and usage

Rule 4 Whether the organisation has published on its website, the 
purpose of collection and usage of personal or sensitive 
personal data or information collected by it. 

4 Publication of Disclosure Rule 4 Whether the organisation has published on its website, the 
details about the disclosure of personal or sensitive personal 
data or information collected by it.

5 Publication of reasonable security 
practices and procedures followed

Rule 4 Whether the organisation has published on its website, the 
reasonable security practices and procedures followed by it.

6 Consent prior to collection of 
information

Rule 5 (1) Whether adequate systems are in place to ensure that the 
organisation obtains the written consent through letter/
fax/email from the provider of the sensitive personal data/
information regarding purpose of usage before collection of 
such information.
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S. 
No.

Title Reference# Checkpoint

7 Ensuring the purpose of  collection Rule 5 (2) Whether adequate systems are in place to ensure that 
the organisation does not collect sensitive personal data/ 
information unless it is collected for a lawful purpose 
connected with a function or activity of the organisation 
and the collection of sensitive personal data/information is 
considered necessary for the purpose.

8 Ensuring the  knowledge of person 
concerned

Rule 5 (3) Whether adequate systems are in place to ensure that while 
collecting information directly from the concerned person, 
the organisation takes such steps as are, in the circumstances, 
reasonable to ensure that the person concerned is having the 
knowledge of
1) The fact that the information is being collected.
2) The purpose for which the information is being collected.
3) The intended recipients of the information.
4) The name and address of

a) The agency that is collecting the information.
b) The agency that will retain the information.

9 Retention of Information Rule 5 (4) Whether adequate systems are in place to ensure that 
organisation does not retain the collected information for 
period longer than is required for the purpose for which the 
information may lawfully be used or is otherwise required 
under any other law for the time being in force.

10 Utilisation information solely for the 
purpose

Rule 5 (5) Whether adequate systems are in place to ensure that the 
information collected is used solely for the purpose for which 
it has  been collected

11 Review and amendment of 
information

Rule 5 (6) Whether adequate systems are in place to ensure that the 
organisation permits the providers of information, as and 
when requested by them, to review the information they 
had provided and ensure that the information found to be 
inaccurate or deficient is corrected or amended as feasible

12 Option for Not to provide 
information

Rule 5 (7) Whether adequate systems are in place to ensure that prior to 
collection of information, an option is provided to the provider 
of information permitting not to provide the data/information 
sought to be collected.

13 Option of consent withdrawal Rule 5 (7) Whether adequate systems are in place to ensure that provider 
of information has an option to withdraw the consent given 
earlier

14 Security of Information Rule 5 (8) Whether adequate systems are in place to ensure that 
information collected is kept secure as per IS/ISO/IEC27001 
or Schedule II (Information Technology Security Guidelines) 
of Information Technology (Certifying Authorities ) Rules 
2000

15 Grievance officer Rule 5 (9) Whether Grievance Officer has been appointed and his/her 
name and contact details are mentioned on organisation’s 
website

16 Redressal of grievances Rule 5 (9) Whether adequate systems are in place to address any 
discrepancies and grievances of provider of the information, 
with respect to processing of information, expeditiously  
within one month from the date of receipt of grievance.
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S. 
No

Title Reference# Checkpoint

17 Disclosure of information to third 
parties

Rule 6 (1) Whether systems are in place to ensure that disclosure of 
sensitive personal data /information by organisation to any 
third party shall be done only under following circumstances-
1) With prior permission from the provider of such 

information, who has provided such information under 
lawful contract or otherwise

2) If such disclosure has been agreed to in the contract  
between organisation and provider

3) Where the disclosure is necessary for the compliance of a 
legal obligation

18 Prohibition of Publication of 
information

Rule 6 (3) Whether adequate systems are in place to ensure that the 
organisation does not publish the sensitive personal data/
Information.

19 Further disclosure of information by 
third parties

Rule 6 (4) Whether adequate systems are in place to ensure that third 
parties, to whom information is disclosed, do not disclose it 
further

20 Information Transfer Rule 7 Whether adequate systems are in place to ensure that the 
organisation transfers personal information to any person in 
India or abroad, only when
1) The other person ensures the same level of data protection 

that is adhered to by the organisation under the law
2) The transfer is necessary for the performance of lawful 

contract between the organisation and the provider of 
information

3) Where such person has consented to data transfer

21 Reasonable Security practices and 
Procedures

Rule 8 (1) 1) Whether organisation has implemented adequate security 
practices and standards.

2) Whether comprehensive documented information 
security programme and information security policies are 
maintained 

3) Whether the prescribed security control measures 
commensurate with the information assets being protected.

22 Audit of IS/ISO/IEC27001 standard 
or codes of best practices for data 
protection

Rule 8 (2) 1) Whether the IS/ISO/IEC27001 standard or codes of 
best practices duly approved and notified by Central 
Government, are audited by an independent auditor 
approved by the Central Government.

2) The audit should be carried out once a year or as and when 
the body corporate or a person on its behalf undertakes 
significant upgradation of its process and computer 
resource. 

References: 
1) The Information Technology Act as amended in 2008.
2) G.S.R. 313 (E) Ministry of Communications and Information Technology (Department of Information Technology) New Delhi, 11th April, 2011 Information 

Technology (Reasonable Security Practices and Procedures and Sensitive Personal Data or Information) Rules, 2011. ▪

* The term organisation this checklist includes any Body Corporate and any person on its behalf as defined in section 43A
# Information Technology (Reasonable Security Practices and Procedures and Sensitive Personal Data or Information) Rules, 2011
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