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E
nterprise Risk

Management (ERM)

represents a funda-

mental shift in the way busi-

nesses is approaching risk

nowadays. As the economy

becomes more service dri-

ven and globally oriented,

businesses cannot afford to let new,

unforeseen areas of risk remain

unidentified. Currency fluctua-

tions, operations in foreign coun-

tries, evaporating distribution chan-

nels, corporate governance, and

unprecedented dependence on

technology are just a few of the new

risks businesses must assess.  Many

organizations are choosing to

implement an Enterprise Risk

Management process to ensure that

a uniform approach to

risk identification, mea-

surement and treatment

is utilized across the

organization.  By adopt-

ing this proactive

approach to managing

risk, companies can

move from a “silo” management

approach to a deeper integration of

its various businesses. 

Enterprise risk manage

ment (ERM) thus is a 

comprehensive and inte

grated approach to addr-

essing corporate risk. 

What is ERM
Risk Management is the process,

which aims to help organizations

understand, evaluate and take action

on all their risks with a view to

increasing the probability of their

success and reducing the likelihood

of failure. The aim of risk manage-

ment is not to eliminate risk, rather to

manage the risks involved in all activ-

ities of enterprise to maximize oppor-

tunities and minimize adverse effects.

However, in the dynamic world of

business, risk management is gradually

making way towards a new concept of

“Enterprise Risk management”

The underlying premise of enter-

prise risk management is that every

entity exists to provide value for its

stakeholders. All entities face uncer-

tainty, and the challenge for manage-

ment is to determine how much uncer-

tainty to accept as it strives to grow

stakeholder value. Uncertainty pre-

sents both risk and opportunity, with

the potential to erode or enhance value. 

Enterprise risk management enables

management to effectively deal 

with uncertainty and associated risk 

and opportunity, enhancing the 

capacity to build value.

The author is a Member of the Institute and is working with Larsen &
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While traditional risk man-
agement requires more
accounting-type skills, ERM
requires skill in strategic
planning, process re-engi-
neering, and marketing. ERM
in some sense is extension of
financial risk management to
non-financial contingencies.



Definition
As per Enterprise Risk

Management – Integrated frame-

work issued by Committee of

Sponsoring Organisation of the

Tradway Commission (COSO)

Enterprise risk management deals

with risks and opportunities affect-

ing value creation or preservation,

defined as follows: 

“Enterprise risk management is

a process, effected by an entity’s

board of directors, management

and other personnel, applied in

strategy setting and across the

enterprise, designed to identify

potential events that may affect the

entity, and manage risk to be within

its risk appetite, to provide reason-

able assurance regarding the

achievement of entity objectives. “

The definition reflects certain

fundamental concepts. As per

this definition Enterprise risk

management is:

❖ Applied in strategy setting

❖ Ongoing process 

❖ Effected by people at every level

of an organization 

❖ Applied across the enterprise, at

every level and unit, and

includes taking an entity level

portfolio view of risk 

❖ Designed to identify potential

events that, if they occur, will

affect the entity and to manage

risk within its risk appetite 

❖ Able to provide reasonable assur-

ance to an entity’s management 

❖ Geared to achievement of objec-

tives in one or more separate but

overlapping categories 

This definition captures key con-

cepts, fundamental to how compa-

nies manage risk, providing a basis

for application across organiza-

tions, industries, and sectors. It

focuses directly on achievement of

objectives established by a particu-

lar entity and provides a basis for

defining enterprise risk manage-

ment effectiveness.

Traditional Risk Mana-
gement & ERM
Having discussed both the terms let

us now understand the difference

between these two. Traditional risk

management works best on finan-

cial and hazard risks — the risks that

are transferable. ERM, by contrast,

stresses the management of opera-

tional and strategic risks. For exam-

ple for a bank, operational risk

would be its back office, in terms of

how its payments are made and its

credit-underwriting processes in

terms of how it makes loans, moni-

tors credit, and ensures repayment of

loans. For a manufacturing compa-

ny’s operational risk would involve

the manufacturing process and the

processes embedded in building

ideas. While traditional risk man-

agement requires more accounting-

type skills, ERM requires skill in

strategic planning, process re-engi-

neering, and marketing.

Enterprise risk man-

agement, in some sense, is

the extension of financial

risk management to non-

financial contingencies.

Scope of ERM 

Enterprise risk manage-

ment encompasses: 

❖ Aligning risk

appetite and strategy

–ERM considers the enti-

ty’s risk appetite and

make proper coordination with

entity’s strategy. 

❖ Enhancing risk response deci-

sions – There are different meth-

ods of responding to a particular

risk e.g. risk -avoidance, risk

reduction, risk -sharing and risk

acceptance. Enterprise risk man-

agement identifies and selects

the best option among alterna-

tive risk responses.

❖ Reducing operational surprises

and losses – Entities gain

enhanced capability to identify

potential events and establish

responses, reducing surprises

and associated costs or losses. 

❖ Managing multiple and cross-

enterprise risks – Every enter-

prise faces lots of risks affecting

different parts of the organiza-

tion. Enterprise risk manage-

ment facilitates effective

response to the inter-related

impacts, and integrated

responses to multiple risks. 

❖ Grabbing opportunities – By

considering a full range of

potential events, management is

positioned to identify and proac-

tively realize opportunities. 

❖ Improving deployment of capital

– Obtaining robust risk informa-
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A Chartered Accountant can
play an important role in ERM
either as a Manager, Auditor
or Consultant. In large organi-
zations there is likely to be a
need for a dedicated Risk
Manager and a CA is often the
best choice for that.



tion allows    management to

effectively assess overall

capital needs and

enhance capital     allo-

cation.

Objective of
ERM
Enterprise risk

management helps

an enterprise to

achieve its objective

whether it is strategic

objective, operational,

reporting or compliance

objective. Some specific

objectives of ERM are:

1. Managing all kind of Risks-An

enterprise is exposed to mainly

following types of risk:

● Strategic Risk

● Financial Risk

● Operational Risk

● External/ third party risk

ERM manage all kinds of risk.

ERM analyzes and measures the

integrated effects of risks on

strategic objectives.

2. Defence—Anticipating prob-

lems before they threaten the

company’s strategic objectives

3.Co-ordination/integration—

Breaking down internal silos by

co-ordinating various pockets of

risk management activity for

efficiency’s sake is one of the

important objectives of ERM.

4. Exploiting opportunities and cre-

ating value—Appreciating how

risks interact across the enter-

prise and exploiting natural

hedges among them.

5. Compliance—Reacting to exter-

nally imposed corporate gover-

nance guidelines that concern

risk identification, disclosure,

management, and monitoring. 

Some Examples of ERM
Depending on its needs, an organi-

zation might use ERM to focus on

its few critical risks. On the other

hand, a company might focus its

ERM efforts on a specific area —

for example: 

●● A manufacturer might apply

ERM when analyzing its just-in-

time inventory system or its sin-

gle-source suppliers. 

●● A consumer products company

might apply ERM to its brand

and advertising strategy. 

●● A bank might use ERM to iden-

tify its operational risks as a

starting point for planning ways

to meet its operational risk-

based capital requirements. 

●● A currency-trading firm might

use ERM to focus on trading

positions across the organization

to spot unwanted concentrations

of risk. 

Components of Enter-
prise Risk Management 
Enterprise risk management con-

sists of some interrelated compo-

nents. These are derived from the

way management runs an enter-

prise and are integrated with the

management process. These com-

ponents are: 

➢➢ Objective Setting – first objec-

tives should be decided. After

that management should iden-

tify potential events affecting

their achievement. Enterprise

risk management ensures that

management has in place a

process to set objectives and that

the chosen objectives are consis-

tent with its risk appetite.

➢➢ Risk Identification – Internal

and external events affecting

achievement of an entity’s

objectives must be identified,

distinguishing between risks and

opportunities. 

➢➢ Risk Assessment – Risks are

analyzed, as a basis for deter-

mining how they should be man-

aged.

➢➢ Risk Response – Management

selects risk responses – avoid-

ing, accepting, reducing, or shar-

ing risk – developing a set of

actions to align risks with the

entity’s risk tolerances and risk

appetite. 

➢➢ Policies & procedures –

Policies and procedures are

established and implemented to

help ensure the risk responses

are effectively carried out. 

➢➢ Communication – Relevant

information is identified, cap-

tured, and communicated to all

concerned persons/ employees.

➢➢ Monitoring – The entirety of

enterprise risk management is

monitored and if necessary, mod-

ifications should be made.

Monitoring is accomplished

either thru ongoing management
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activities or sepa-

rate evaluations.

ERM is not strictly a serial

process. It is a multi-direc-

tional, iterative process in

which almost any component

can influence other.

Role of a Chartered
Accountant
A pertinent question one Chartered

Accountant may ask is “How does

an ERM matter for me?” A

Chartered Accountant can play an

important role in ERM either as a

Manager, Auditor or Consultant.

CA as a Manager:

A chartered accountant can play

certain important role in the area of

Enterprise risk management:

➢➢ As a member of board of director

or CEO of a company:

The chief executive officer is

ultimately responsible for

implementing ERM in any

organisation. The board of direc-

tor provides important over-

sight to ERM and is aware

of entity’s risk appetite.

Sometimes compa-

nies form specific

committee e.g.

Risk Mana-

gement Com-

mittee of board

members for

implementing

ERM.A CA can

play a signifi-

cant role in this

area.

➢➢ As a chief –risk

–officer (CRO):

In large organizations

there is likely to be a need for

a dedicated Risk Manager. 

A CA can play a role of CRO in this

respect. He would be a key person

whose role would include:

❖ Setting policy and strategy for

risk management,  

❖ Being the primary champion of

risk management at strategic and

operational levels 

❖ Building a culture of risk aware-

ness within the organisation

including appropriate education

and training 

❖ Establishing internal risk policy

and structures for business units 

❖ Developing risk response

processes including contingency

and business continuity pro-

gramme 

❖ Preparing reports for the board

and the stakeholders

CA as an auditor

Assuming a situation where the

client has implemented an ERM

concept in their company. If the

auditor is aware of ERM he can

appreciate/ understand the concept

and make use of the features of

ERM.

As an internal auditor of the com-

pany:

➢➢ As an internal auditor a CA can

assist both management and

Risk management committee by

examining, evaluating, report-

ing and recommending

improvements on the adequacy

and effectiveness of manage-

ment’s risk assessment process.

➢➢ As an external auditor of the

company:

Concept of risk management had

given rise to a new approach to

auditing ‘Risk Management-

based Auditing’.

CA as a consultant

Risk management requires a

detailed knowledge and under-

standing of the organisation and the

processes involved in the business.

There are a huge number of differ-

ent advisers and consultants pro-

viding support to an organization’s

risk management programme.

Because of this, risk management is

a truly multi-disciplinary profes-

sion. ICAI has identified this and

started a post qualification diploma

course in Risk Management

(DIRM).

How to implement ERM

A company should establish a com-

pany-specific ERM operational

framework that clearly and measur-

ably defines what ERM will mean

for this company, and then using

that framework to develop an ERM

implementation plan that is specifi-

cally designed for success in that
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company. There are no a priori, uni-

versal “right answers” for how to

implement ERM in a given com-

pany. There are, though, “right

questions” each company should

ask itself. Successful ERM really

does depend on the specific situa-

tions of specific companies

with specific histories, cul-

tures, and managements.

Following are the ques-

tions company should ask

itself for before implement-

ing ERM:

Question 1: The first ques-

tion is “What are our objec-

tives for ERM? That is, what

are we hoping to accomplish

with ERM that we cannot

accomplish otherwise?”

Companies typically have

the same general objectives

(which we have discussed

earlier) for their ERM pro-

grams. What makes a com-

pany’s ERM program

unique from this standpoint

is the relative priority the

company gives to each of these objec-

tives. However, company’s ERM

objectives should be measurable and

should articulate the expected payoff

from achieving them.

Question 2: The second question

that company leaders need to

answer is “What will be the scope of

our ERM program?” Scope encom-

passes two dimensions: both the

types of risks that ERM will cover

and the management processes that

ERM is intended to influence.

Risk types covered by a partic-

ular ERM program can include

strategic, operational, financial and

legal risk. The second dimension of

scope relates to the management

processes that company executives

desire ERM to influence. These

processes typically include strate-

gic planning, internal auditing, Risk

financing/hedging/reinsurance,

capital & assets management etc.

In setting the scope of their ERM

program, company

leaders need to make

certain that the scope

of risks and scope of

processes are aligned

and that they are

likely to help the

company reach the

ERM objectives.

Question 3: The

third major question

that guides the cre-

ation of a company-

specific ERM opera-

tional framework is

“What kind of orga-

nizational structure

around ERM will

work for us?”

Answering this

question entails

determining that, which organiza-

tional entities will play a role in

managing ERM, and which func-

tions will they be integrated with?

Some firms institutionalize ERM

through existing entities with other

duties, such as internal audit or cor-

porate strategy. Other firms institu-

tionalize ERM with a new, ERM-

specific entity. That entity can be a

chief risk officer (CRO), or an

ERM policy committee, or an ERM

working group, or a combination of

these entities/structures. We regard

the combination of CRO and ERM

committee as a “best practice,” cou-

pling the individual capabilities of a

professional CRO with the inte-

grating mechanism of a committee.

Obstacles in implementing ERM

& how to resolve them

Major obstacles to ERM are organi-

zational problems. Organizational

problems include a lack of align-

ment between risk management and

current planning processes; a lack

of clearly defined roles, account-

ability, and information flows; cul-

tural opposition; and a low recogni-

tion of benefits within the company. 

Steps companies can take to

overcome these obstacles include

demonstrating the value of ERM to

business units and senior manage-

ment and avoiding ERM processes

that are too complex or bureaucratic.

Limitation of ERM

While enterprise risk management

provides important benefits, some

limitations are also there. In addition

to factors discussed above, limitations

result from the realities that human

judgment in decision-making can be

faulty. Decisions on responding to

risk and establishing controls need to

consider the relative costs and bene-

fits. Breakdowns can occur because

of human failures such as simple

errors or mistakes, controls can be cir-

cumvented by collusion of two or

more people, and management has

the ability to over-ride enterprise risk

management decisions.

Conclusion
Enterprise Risk Management is rele-

vant to all organizations whether they

are in the public or private sector, or

whether they are large or small. It

should form part of the culture of the

organisation, with an effective policy

and programme led by top manage-

ment with clear responsibilities laid

down for every manager and

employee to be involved in the man-

agement of risk. ■
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