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1) Explain the principles of successful BPR. How far is it relevant to the insurance
industry?

Principle of  BPR

The principles of successful BPR are as follows:

1. Organize around outcomes, not tasks. This principle argues that an organisation
should have one person perform all the steps in a process; design the job around
an objective or outcome rather than a single task. For example, at an electronics
company a �customer service representative� takes a customer order, translates
the order into internal codes for the ordered items� components, requisitions,
receives, and assembles the item, and delivers and installs the item. As a result,
one person is responsible for getting the item to the customer and for answering
customer questions during the process. This eliminates many handoffs,
numerous errors, delays, and mis-understandings, it also eliminates the
traditional segregation of duties that organisations normally associate with the
order fulfilment process. Programmed controls, integrated into the information
process, must compensate for the loss of manual controls. Two complementary
means by which outcomes are improved are:

 Determine what activities or tasks are needed to achieve the out come and
to eliminate nonvalue-added activities.

 Create parallel activities wherever possible. For example, the insurance
and loan application processes often involve activities and decisions by
multiple functions. By making use of shared data bases, image processing,
and intelligent workflow, software, many activities can be accomplished
simultaneously, thus improving output timeliness.



2. Have those who need the results of a process perform the process. Departments
in organizations are organized around specialized functions performed for
customers for the output of other units. In some situations, reengineering can
provide �customers� with more timely service and reduce the over head needed
to coordinate the activities of these units by having customers provide their own
service. For example, in exchange for the promise of more timely repairs, an
electronic equipment manufacturer asked its large customers to perform some of
their own routine repairs and to carry the spare parts inventory required for their
own machines. Now, customers make some repairs them salvers using spare
parts stored on site. The field service representatives, who had been making all
repairs, answer customer calls and guide customers through a repair process
using a diagnosis support system (an expert system). A computerized inventory
management system monitors the spare parts inventories. Field service
representatives are dispatched only for complex problems. The electronics
manufacturer achieved better customer service and lower inventory carrying
costs.

3. Integrate the processing of information into the work process that produces the
information. At Ford Motor Company, the receiving department and the
receiving system - produced and processed information about the goods
received instead of sending it to accounts payable. The receiving system
compared the goods received with the order and took appropriate action (send
the goods back or create a payable). Notice again, the relaxing of segregation of
duties. Management must evaluate and accept the risks associated with the
increased opportunity for unauthorized or inaccurate transaction.

4. Treat geographically dispersed resources as though they were centralized.
Decentralized resources typically provide better service to their customers at the
expense of  creating redundant operations and lost economies of scale. At
Hewlett-Packard (HP), a major computer and peripherals manufacturer, 50
decentralized purchasing factions provided excellent responsiveness and service
to the plants, but prevented HP from benefiting from quantity discounts. After
reengineering, HP has a centralized purchasing function that creates and
maintains a centralized database of vendors with whom they have negotiated
contracts. Decentralized units can access the database to execute their own
purchase orders.

5. Line parallel activities instead of integrating their results. If parallel activities
have been created, use communications networks, shared databases, and
teleconferencing to coordinate activities that must eventually come together. For
example, in the loan application process, decisions by one function that will
affect the loan decision must be immediately communicated to other functions.

6. Put the decision point where the work is performed, and build
controls into the process. Organisations often distinguish those who
do the work from those who monitor and make decisions about the
work. This is done under the assumption that those who do the work
do not have the time, inclination, knowledge, or responsibility for



monitoring and controlling what they do. Organisations can reduce
nonvalue-added management and flatten the organization structure if
the organisations use information  technology to capture and store
data, and expert systems to supply knowledge, to enable people to
make their own decisions. This changes the role of manager from
controller and supervisor to supporter and facilitator. And, as
organisations flatten, they can eliminate the middle managers who
had been summarizing and reporting information to upper
management. To compensate, executives must be directly lined to
databases using executive information systems.

7. Capture information once and at the source. Collected and store data in online
data-bases for all who need them. This principle is facilitated by information
technology, such as telecommunications, networking, client/server architecture,
EDI, image processing, relational database system, bare coding, intelligent
workflow software.

BPR and Insurance:

A Mini-Case Study In the early 90s employees at a life insurance company were
drowning in paperwork. A sample task such as changing the beneficiary on a policy
could require as many as 22 separate steps involving several employees and taking
up to six days to complete - assuming the paper work didn�t get lost. Now that same
task takes but two steps and is done in seconds, as a result of a reengineering
initiative. The BPR project redesigned workflow across all departments,
implemented imaging technology, and furnished all workers with �command
centres� in the form of networked PCs connected to a single database of customer
information. To date, the company has experienced productivity  gains ranging
from 20% to 60% across all departments. Furthermore, it has recouped its capital
investments in the BPR project in just 19 months - six months earlier than
anticipated.

***********

2) (a) Define Outsourcing. Name the type of outsourcing arrangements and discuss
the advantages of outsourcing.

Outsourcing can be defined as the strategic use of outside resources to perform activities
traditionally handled by internal staff and resources. Outsourcing is a strategy by which
an organisation contracts out major functions to specialised and efficient service
providers, who become valued business partners.

Traditionally, contractors and subcontractors have often been hired to do particular types
of work or to augment capacities during peak seasons. Companies often have longterm
relationships with suppliers whose core competencies tend to complement or supplement
their own. However, there is significant difference between subcontracting and
outsourcing. Outsourcing involves substantial restructuring of a particular business
activities which may include the transfer of staff from the host company to a specialist,
usually smaller, company with the required core competencies.



Types of  Outsourcing Arrangements

(i) Traditional or Conventional Outsourcing

(ii) Cooperative or Collaborative Outsourcing

(iii) Transformational or Strategic Outsourcing

Advantages of Outsourcing

(i) Reduction in Operating Costs

(ii) Improvement in Company Focus

(iii)Gain Access to Worldclass Capabilities

(iv) Free Internal Resources for Other Purposes

(v) Required Resources Not Available Internally

(vi) Accelerate Reengineering Benefits

(vii) Functions that are Difficult to Manage

(viii) Make Capital Funds Available

(ix) Share Risk

(x) Cash Infusion

**
2 (b) what is outsourcing business communication? What are the key attributes to such
outsourcing in the insurance industry?

Today, the  importance of business communications is unquestioned: transaction  based
documents are the lifeblood of every business, including insurance providers. Through
business documents, insurance companies acquire and retain customers, communicate
important information, issue policies and invoices, and generate cash flow. However, if
firms are producing and distributing documents in house, the process could be costing
substantially more than it should.

Key Process  Attributes

(i) Document Personalization

(ii) Document customization

(iii) Document design

(iv) Enhanced document features

(v) Process efficiencies

(vi) Helps in multiple mailings



(vii) Combines data from multiple sources

(viii) Reduces distribution costs

(ix) Improves document content

(x) Improves quality assurance

(xi) Enhances Communications

**************
3) Answer any two of the following:

(a) What are the responsibilities of the information systems steering
committee?

Responsibilities of the Information Systems Steering Committee

The authority for approval of project is vested with a IS steering committee to ensure
that:

 Existing IT resources are used efficiently and effectively.

 Organizational objectives are achieved.

 Systems development resources are allocated consistently across all business
functions.

The responsibilities of the ISSC are therefore to:

1. Review and approve for further study all projects requested by operating
departments or the IS department.

2. Review and approve the IS department�s work program and determine priorities for
projects.

3. Review periodic progress reports on active systems projects.

4. Review and approve proposed plans for system implementation.

5. Review periodically the IS department�s budget.

The project team should provide user input to the development process throughout. User
representatives should be involved not only in developing specifications for the system
but also in coordinating the project, in performing cost  benefit analyses, and in planning
the final implementation of a new system.

***
3 (b) What are the qualities of a successful information system?
The Qualities of a Successful System

No information system is completely successful or totally unsuccessful. In this context,
success is a relative quality: A system is successful if it achieves most of the goals set out
for it. In general, an information system is successful if it achieves four goals or qualities.
First, it should produce correct and timely information. Second, it should be developed



within a reasonable amount of time. Third, the system should meet the organization�s
needs for information. And finally, users should be satisfied with it. These qualities, and
some methods of achieving them, are discussed below.

Correct and Timely Information

In an information system, errors and fraud are the two sources of incorrect information.
For example, the double  entry system prevents or detects many of the errors that humans
can make in manually processing accounting data. Because of this, double  entry systems
are implemented on computers even though computers are less likely to make these kinds
of errors. The use of computers, however, creates the possibility of other errors and
makes it easier for a dishonest person to use the information system to conceal fraud.

A successful system has internal control that prevent and detect errors and fraud.
Accountants and auditors frequently participate in system development processes because
they, more than most other professionals who work with computers, are knowledgeable
about internal control. Adequate internal control is necessary for implementing a
successful information system.

Information is considered timely if it is available to its user when needed for decision
making. For example, suppose inventory issues and additions are posted only on Fridays.
A customer asks a salesperson about the availability of a particular product on
Wednesday. The salesperson can tell the customer that goods were in stock on the
previous Friday but cannot say that the goods are available when the customer wants
them. Such a system provides information that is untimely. More modern processing
methods avoid this shortcoming. Timely information is provided by adopting a
transaction processing method that meets the needs of the system user.

Time Required for System Development

Another quality of a successful system is that its development should be completed in a
reason  able period of time. Many large or critical information systems require three or
more years to complete. Companies that have used computers for many years can tell
horror stories of systems that were never completed. Excessive time for development
results in excessive costs that may cause the system�s costs to exceed its benefits.

What can be done to avoid this kind of system failure? First, system designers learn to
limit the scope of any new system to size that can be developed within a reasonable time.
In the terminology of systems theory, they define the boundaries of the system and limit
their efforts to those components within the boundaries. Even though procedures outside
the boundaries may need changing, these needs are addressed at a later date. For
example, accountants seldom attempt to change an entire transaction cycle. Instead, they
identify the application system within the cycle that most needs to be improved. Then
they complete a new version of that application system before proceeding to another
system within the cycle.

Second, system design teams learn to use project management techniques such as
budgets, Gantt charts, and PERT (Program Evaluation and Review Technique) or CPM
(Critical Path Method) diagrams. These methods require that the designers identify in
advance all activities required by the development effort and the estimated times and



costs for each activity. Designers can monitor actual elapsed time and costs, comparing
them to those expected. Then they can change either the scope of the system or the
resources assigned to the effort before an excessive amount of time elapses.

Satisfy the Organization�s Needs

A third quality of a successful system is that it meets the needs of the organization
implementing it. The system should provide information that is both meaningful and
relevant to its users. Because developing information systems can be expensive and time
consuming, they should be useful for many years. Thus, any new system should satisfy
not only the current needs of the company but also anticipated future needs. An
appropriate system design satisfies the organization�s current needs; adequate system
planning helps to identify future needs.

Most organizations have management committees that provide short  and medium  range
planning for new information systems. Frequently called the Information System Steering
Committee (ISSC), this group considers and approves new systems on a project  by
project basis. When approving the final design for a new system, they try to ensure that
current information needs will be met.

To produce successful systems, organizations should also engage in long  range systems
planning. This type of planning examines information requirements at a broader level
than a project  by  project analysis allows. It may be accomplished by members of a
corporate long  range planning staff or by a strategic planning group within an IS
(Information Systems) department. This long  range systems planning group identifies
long  range information resource requirements and develops a system master plan (often
called �the strategic information technology plan�) for new systems. The master plan is
based on overall corporate goals, on proposed new products, on new markets the firm
will enter, and on future critical tasks within the firm�s operations.

Whether a system is intended for a transaction processing application or for aiding in
management decisions at a less  structured level, adequate system planning is necessary if
it is to be considered a success.

User Satisfaction with the System

A system is usually considered to be successful if its users are satisfied. In fact, many
systems professionals consider user satisfaction as the strongest indicator of success. The
user may be a clerk inputting data into a component of a transaction processing system.
He or she may be an operating manager reviewing reports from a responsibility
accounting or budgeting system. In either case, user satisfaction indicates that the system
provides information that is correct and timely enough to satisfy the user�s needs.
Frequently, designers of a new system conduct an evaluation of it months
after it starts operation. Major objectives of this post-implementation review
are to determine if intended users are relying on the system and to find out
whether they are happy with its operations and out-puts. By using surveys
and interviews, they can determine if users are satisfied with the system.

Gaining User Acceptance



Often organizations allocate time and money to develop a new system only to
find that users are unwilling to use it. In other situations, employees or
managers use the new system grudgingly because no other is available. In
some cases, users deliberately sabotage a new system, making it inoperable.
A system can be technically sound, designed to be consistent with the
organization�s needs, and produce correct and timely information. Yet
employees may prefer to use an older system, a manual system or an informal
one.

Users may resist a new system for several reasons. Sometimes personnel may
feel an economic threat due to the fear of losing a job. In other cases, the
threat is simply to the user�s ego or status. For example, in the past many
managers were unwilling to use computer terminals. Using the keyboard
requires typing, which, they believed, was a secretarial task. Sometimes a
new system changes an employee�s job in an undesirable way. The job may
have added complexity or become more rigid due to a time schedule
established for the new system. Occasionally a person may feel more insecure
because of the formality introduced by using computer  generated reports
rather than those humans produce. Many people simply oppose any change in
their work routines.

System designers have learned to anticipate these problems and to take steps
during system development to gain users� acceptance of the new system. The
right kind of users involvement in the development process encourages user
acceptance.

User Input in Setting Policies

The information systems steering committee should involve users. The
steering committee should have representatives from top management and
from all the major information systems user departments: accounting,
marketing, production, engineering, internal audit, and others. Each
representative should be a high  ranking manager within a department and
may be the head of the department. The manager in charge of the IS
(Information Systems) function (nowadays called the chief information
officer or CIO) should also serve on this committee. Large corporations may
have several such committees one at the top management level composed of
divisional vice presidents, others within the company�s operating divisions or
subsidiaries.

The steering committee provides users input into the selection of new
systems for development. Just as important, the committee establishes
priorities for those system projects that are approved. Every manager thinks
that his or her pet project is the most important one! On the steering
committee, a manager has to convince other managers of the importance of
the project.

User Support for Projects



System designers must enlist user support for development projects in progress. All
managers and supervisors should be sold on the project�s value to their departments. If
the superiors openly support a new system, subordinates will have difficulty resisting it
after implementation. In developing a successful information system, sales ability and
good interpersonal skills are as important as technical skills.

Active User Participation in Projects

Users not only should be sold on the value of a new system project but should also be
active participants in the design process.

A multidisciplinary project team handles most projects. Members of the team come from
var  ied backgrounds, and each contributes unique skills to the design process.
Accountants usually participate in the design of an accounting system, and so do
personnel from the affected operating departments. For example, the design of an order
entry system requires someone from sales or marketing. The design of a cost accounting
system requires input from production. Frequently these personnel are temporarily
relieved of their normal duties and assigned full  time to the project. Any project team
also has people from the IS department who are experienced
in the design and development process. These include systems analysts, programmers,
documentation specialists, and technical consultants.

***
3 (c) How can an auditor/ accountant be involved in the system development

process?
Most accountants are uniquely qualified to participate in systems development because
they:

 May be among the few people in an organization who can combine knowledge of
IT, business, accounting, and internal control, as well as behaviour and
communications, to ensure that new systems meet the needs of the user and possess
adequate internal controls.

 Have specialized skills« such as accounting and auditing« that can be applied to
the development project. For example, and accountant might perform the analysis
of a proposed system�s costs and benefits.

As internal, information technology (IT), and independent auditors,
accountants provide a unique« and independent« perspective with which to
evaluate the systems development process and the systems being developed.
One study suggested that system auditors should help project sponsors
periodically evaluate a project« from an outsider�s perspective « to assess
whether the sponsor has become overly committed to the project. This
study also suggested that the system auditor should help institutionalize a
project early warning system to assess the risks that projects can be
technologically successful and acceptable to users/ customers. Another study
found that auditor participation in the systems development process reduced
software maintenance, an indicator of the quality of the development process.



The various ways in which different accountants can become involved in the system
development process are as follows.

 Systems Specialist As an employee of the organization possessing some systems
specially, such as systems analyst the accountant undertakes many of the activities
in a systems development project.

 Consultant Hired from outside the organization  possibly from the management
consulting division of a public accounting firm the accountant may undertake many
of the activities in a systems development project.

 Staff Accountant  As an employee of the organization, an accountant can become
in  volved in systems development as the user of the system and as the requestor of
the system changes. The accountant might also join the development team.

 Internal auditor Internal and system auditors review systems and make
recommendations that lead to system changes. Also, they review development
projects to ensure that systems are developed efficiently and effectively and that the
systems being developed will have sufficient internal controls and will be auditable.

 Independent auditor An independent auditor must review the systems
that produce financial statements; if the auditor finds inefficient systems, he notifies
management in the management letter; if he finds inadequate controls, he notifies
management and may alter the audit. The management letter recommendations may lead
to the initiation of systems development.

**********
4) (a) What are software specifications during the stage of a system design?

When the programming for a new system is done in house, it is likely to be the most time
consuming and most expensive undertaking in the implementation phase. Adequate
planning for software development enables the design team to avoid excessive costs
during programming, to ensure its timely completion, and to achieve a more orderly
system conversion. A software development plan contains estimates of time
requirements, assigns personnel to programming tasks, and describes software standards.

ESTIMATE TIME REQUIREMENTS

After the programs have been described in detail, the design team can estimate the time
required to develop each one. In developing a program, the programmer writes the code,
debugs it, develops data to test the program, tests it, and produces documentation for it.
In some cases the programmer also determines the logic of the program. The design team
categorizes program according to their complexity and then estimates the time required to
develop each program. From these estimates, the team calculates the total time required
for programming.

ASSIGN PERSONNEL

During the implementation phase, the IS department assigns programmers to the project
team. These programmers may be employees in the IS department, or they may be
consultants or contract programmers from outside the organization. The design team



estimates the number of programmers needed and arranges to have them assigned to the
project. Some organizations create programmer teams, with each team led by a chief
programmer. Other personnel such as data entry clerks, documentation specialists, and
technicians may also be needed during implementation. The design team identifies these
people and schedules their services as well.

Software Standards

The CIO adopts standards in the form of a set of rules for programmers to follow in
coding their programs. These software standards ensure consistency in programming
style between programmers working on different systems. This aids in debugging the
programs and makes later changes to them easier. Software standards describe acceptable
ways to structure programs and to name variables and segments of programs.

Usually organizations adopt standards that provide for modularity in program structure.
This divides each program into segments, or modules, with standardized ways of passing
data  between modules. Individuals on a programmer team are assigned different
modules; more experienced programmers work on the more complex ones. Modularity
aids later change  to the system because changes are restricted to one or a few modules.
Structured programming is an example of a popular approach to achieving modularity.

Software Acquisition

During detailed specification, the design team defines the requirements for the proposed
system. Most transaction processing systems have similar requirements. For example, the
requirements for a wholesaler�s inventory control system are probably very much like
those for any other wholesaler. The requirements for a cash disbursements application are
identical for most businesses. Thus, the design team may find that an existing software
package meets most of the requirements for the proposed system. A cost-effective
alternative is to purchase the package and then, if necessary, modify it. The design team
follows a seven   step procedure in selecting a package for acquisition.

4 (b) What is the auditor�s involvement during the design phase of a software
           system?

Auditor�s Involvement in System Design

Many design teams obtain auditor involvement in the design process. Auditors are skilled
in evaluating the auditability and controls in a system, and provide an independent
appraisal of it. Auditor�s suggestions that are difficult to implement in an existing system
are more easily designed into a new one. Usually internal auditors participate, although
sometimes independent auditors or consultants from the audit firm participate as well.

Auditors are normally not members of the design team, although they conduct a detailed
review of the system during the system design phase. Auditors perform two major
functions: They evaluate the detailed specifications of the system to recommend
improvements, and they consider how to introduce audit modules into the system�s
programs.



Specifications Review

Auditors review the detailed specifications of the new system to evaluate the adequacy of
its audit trail and of its internal controls.

The audit trail is produced by information contained in the reports and files of the system.
It provides the ability to trace an individual transaction through the system into a
financial statement amount, or to trace from an amount in the financial statements to the
transactions making it up. When a report discloses a journal entry number, a posting
reference, or a document number, it is creating an audit trail. Good bookkeepers produce
an audit trail in a manual accounting system; similar procedures are needed in a
computerized one. Because systems analysts and programmers are not experts concerning
these procedures, an auditors� review of system specifications is important.

A new system should also have adequate internal controls. In a computerized system,
these include the measures taken to prevent or detect erroneous data and to secure data
from theft or unauthorized change. In reviewing controls, auditors examine the proposed
procedures for data backup and data retention, and for correcting erroneous transactions
detected by the system. These procedures are essential for ensuring accurate and secure
information.

When reviewing system specifications, auditors examine in detail the reports, the
processing steps, and the data described during requirements definition. They also review
the computer equipment selected by the design team.

Audit Modules

Many modern systems do not contain the kind of audit trail that auditors prefer. Some of
these systems enter a transaction into the system and immediately post it to a ledger, with
no record on paper of intermediate processing steps. Thus, auditors cannot establish the
reliability of the system by simply examining evidence provided in its reports by the audit
trail. To determine that such a system is producing accurate data, auditors introduce audit
modules into the system�s programs.

An audit module is a segment of an application program that enables auditors to examine
transactions in digital form as they are processed by the program. An audit module may,
for example, allow for examining transactions for a special characteristic such as a high
monetary value. Transacting that have this characteristic are summarized in a file for later
review by an auditor.

Audit modules are difficult to add to programs in existing systems. However, if created
during system design they can be implemented at reasonable cost. During the review of
design documentation, auditors look for opportunities to embed audit modules into the
system�s programs.

*****************

5) Write notes on any two of the following:
(a) Electronic Data Interchange



One way in which many companies use computer networks is through electronic data
interchange (EDI). EDI is the computer to computer transmission of the data contained
on standard business documents such as invoices, or purchase orders. For example, when
a company purchases materials from a supplier, the company normally sends the supplier
a written request for materials on a document called a purchase order. The supplier
responds by sending the customer a document called an order acknowledgement. If both
companies use computers to process this transaction, they can transmit the purchasing
and acknowledgement data over a computer network rather than printing it on paper and
mailing it.

How EDI Works

EDI requires appropriate computer hardware and software. A small company with one
electronic trading partner can implement it with a microcomputer and a modem. A large
company that expects a high volume of EDI transactions and many trading partners
requires more powerful hardware and more sophisticated software.

There are two ways to implement EDI, by a value added network or by
private network. Either way, the company must acquire communication
software that allows the computer to communicate over a communications
link with another computer. It also must have translation software that
converts data from the formats of the company�s computer system to a
standard EDI format.

***

5 (b) Value added net works and private networks
A value added network (VAN) is a computer network operated by a third company. Two
companies implementing EDI each have an electronic �mailbox� on a computer owned
by the VAN company. The VAN computer exchanges data between company electronic
mailboxes in much the same way that a postal employee exchanges mail at a post office.
People call  these �value added� networks because the VAN company usually provides
other services as well.

Translation software changes the format of the data from that used by the sending
company�s computer to that used  by the VAN. The receiving company has similar
software that translates from the VAN�s format into that used in its system.

VANs are used by small companies or by companies with several EDI trading partners. It
is a relatively expensive alternative because the VAN company charges for its services.
For this reason, a company with only one EDI trading partner may implement EDI by
private network.

With this approach, two companies desiring to exchange data electronically do not use a
VAN but instead create their own private network. They agree on a data format to be
used by both parties. Frequently, a smaller company will use translation software
provided by the larger to make EDI transactions compatible with the larger one�s
computer system.



Some large companies adopted EDI in order to cut costs and improve
delivery times. As a part of the transition to the new system, they required
that their suppliers become part of their own EDI networks. The supplier uses
a personal computer, translation software and a telephone modem to
communicate with the purchasing campany�s central computer. This approach
is less flexible than a VAN because the supplier can communicate
electronically with only one customer. But because there are no payments to
a VAN company, it is less expensive to operate.

***
5 (c)RAD Project and RAD techniques

Large system development projects may require years and cost millions to complete.
When an organization�s needs for information change rapidly, such a system may
become obsolete before it is completed. To avoid this problem, some organizations have
adopted newer approaches that produce working systems much more rapidly.

Called rapid application development (RAD) methods, these approaches attempt to
deliver high  quality systems quickly and at low cost. Small project teams implement
RAD projects, and they minimize costs by using CASE tools and whenever possible by
reusing existing computer code and other system components. They shorten development
time by omitting the decision checkpoints and management approval processes of formal
SDLC methodologies.

A RAD Project

A RAD project typically consists of four stages. In the first, requirements planning, the
team conducts a review of the business functions and data closely affected by the
proposed system. This review yields an outline of the system�s functions and its costs and
benefits. In the second stage, user design, key users define the detail of the business
functions and the data associated with the new system. They determine inputs and outputs
of the system and program critical procedures in it. They also prepare a plan for
implementing the system. During construction, the third stage, the project team completes
the system, demonstrates the system to users, and modifies its design as necessary.
Cutover, the final stage, turns the operational system over to its final users and provides
training to them.

RAD Techniques

The structure of a RAD project sounds similar to a project using a traditional SDLC
approach. However, the project team uses several techniques to make the RAD project
proceed faster. These are user workshops, prototyping, timeboxes, reusable components,
and developmental tools.

(i) User Workshops

(ii) Prototyping

(iii) Time boxes

(iv) Reusable Components



(v) Developmental Tools

***
5 (d) Project Management Tools

A combination of diagrams, schedules and miscellaneous tools is used to develop and
document a project plan and to manage projects. In this section, we describe a few of
these tools.

Context Diagram

The analysis scope is a particularly important aspect of the project plan. The
analysts/developers specify the scope, by establishing analysis boundaries, to define
clearly what will and will not be part of the analysis and to see the relationships
(interfaces) between the system being developed and its environment. Proper scope
definition is important because the analysts do not want to waste time and money by
including extraneous items in the analysis. Conversely, they want to include enough area
so that the solution to one problem does not lead to problems elsewhere. The analysis
scope is the first definition of the development scope. As the development progresses, the
scope can be modified.

The context diagram is an excellent tool for describing the scope of the analysis because
the content diagram defines what is part of a system and what is not. By drawing several
context diagrams the analyst can visualize the impact of changing the scope of an
analysis. For example, by depicting organizational units such as accounts payable or the
mailroom as internal entities on a context diagram, an analyst includes these units within
his analysis. If they are external entities, they are only sources or sinks. Finally, if they
exclude them from the context diagram altogether, they are not considered during the
analysis.

Work Breakdown Structure

A work breakdown structure (WBS) defines the work units or tasks necessary for a
particular project to be accomplished. A WBS represents a complex project as a number
of small tasks. This representation facilitates projects scheduling and budgeting by
defining what work is required and by projecting the numbers of personnel required and
the skills that those personnel must possess.

Gantt Charts

Gantt charts graphically depict scheduled events and progress in achieving them. The
Gantt chart helps control projects by recording the completion of each event. Gantt charts
are easy to construct, schedules depicted on them are easy to understand, and the charts
are useful for projecting costs by accounting periods. At a more detailed level a level at
which individual tasks are assigned    Gantt charts are useful for scheduling resources and
for knowing how many personnel are required during a certain time period.

PERT and CPM



A more effective method than a Gantt chart for planning and controlling systems
developing activities is to define the set of required activities, the time it will take for
each activity, and the activities� interdependencies. Like the network techniques, the
program evaluation review technique (PERT) is a scheduling tool that concentrates on the
interdependencies among the project activities. Particularly with computer-based
software packages, the analyst can readily schedule projects, coordinate activities,
reschedule projects, and simulate project changes.

Analysis of a PERT chart allows the analyst to do two things.

 She can monitor activities along the critical path (no path in the network is longer)
to preclude delaying project completion.

 She can simulate the impact that combining activities, will have on project
completion. Combined activities may take longer to complete than the individual
activities.This change will not affect the project�s completion if neither activity is a
critical activity (an activity on the critical path). What this change will do is reduce
the number of people required on the project.

PERT is a statistical tool that takes into account the uncertainties in completing activities
by estimating the time require to accomplish an activity. PERT is a useful tool for
projects that are not clearly defined, contain uncertainty, and require that times be
estimated, Systems development projects clearly fall within these parameters. For well
defined projects with little uncertainty, the critical path method (CPM) can be used to
determine critical activities and to help the planner make cost/time trade-offs. Although
most useful when the analysts know the times required for a given activity, CPM can be
used to plan any project.

The use of the term critical path for both PERT and CPM makes it difficult to distinguish
these techniques. PERT assumes uncertainty and uses three estimates optimistic, most
likely, pessimistic    of project activity times, CPM uses a single time estimate. PERT
concentrates on planning activity sequences; CPM concentrates on the critical path.

*******

6 Software in a computer system and categories of soft wares with description.

Computer Software

Computer software controls the activities of modern computers. However, computers
have not always used software. Early computers were programmed by painstakingly
wiring switchboards or setting hundreds of individual switches. This technology made
computers difficult to adapt to varying applications.

In 1946 a mathematician, John von Neumann, proposed the idea of storing an entire set
of instructions in the computer hardware. Thereafter, the operations of the hardware
could be changed simply by changing these instructions. This concept, the stored
program computer marked the beginning of computer systems as we know them today.



For this reason, computer scientists refer to programmable computers as von Neumann
computers.

Computers rely on two basic categories of software. Systems and Applications. Any
organization with a computer based information system uses many different programs in
each category.

Systems Software

Systems software is a set of programs intended to execute on a specific kind of processor
and is necessary for any application program to function properly. Systems software
includes the operating system, utility programs, language translators, data management
software, and communication software.

Operating System

The operating system is a set of computer programs that direct the operations of the entire
computer system. When starting a computer, an operator copies the operating system
software from a secondary storage device into main storage. The operating system then
takes control of the computer. Sometimes the operating system allows other programs to
control the central processing unit (CPU) temporarily, but control always returns to the
operating system. The five basic functions of an operating system are as follows:

 Job control. Keeping Utility Programs track of jobs submitted for processing.

 Job scheduling. Assessing the priority of jobs awaiting processing and assigning
them to a queue.

 Library management Making available various application and systems programs
need in executing individual jobs.

 Memory management Keeping track of main memory usage and allocating it to
individual jobs for storing their instructions and data.

 Peripheral management. Keeping track of input and output devices in use and
assigning output to them as it is produced by the CPU.

Examples of Operating Systems include DOS, Windows, Unix, Linux, etc.,

Utility Programs

Computer manufacturers or programs developers normally provide utility software. A
utility program performs a specialized function such as orting data, printing out the
contents of main storage or of a computer file, or restoring data that has been deleted
from a computer disk.

Examples of Utility Programs in  DOS/Windows include Copy, Format, Debug, Find etc.

Language translation programs

Language translation programs convert application programs written in a form
understood by humans into a form that the central processor can interpret.

Most people prefer computer languages that resemble either English sentences or
mathematical equations, Procedural languages, such a as COBOL or BASIC have this



characteristic. The Central Processing Unit (CPU), however, requires instructions written
in a binary form or machine language. These instructions are difficult for people to
interpret, so we usually write them in a symbolic form called assembly languages.

Programmers use software packages called compilers to translate a program from a
procedural language into machine language. The procedural version of the program is the
source program; the machine language version is the object program. Some languages,
such as BASIC, also have interpreters. An interpreter translates procedural language
instructions one at a time, rather than translating the entire program at once. Although
avoiding compilation makes it easier for users to debug a program, it slows the program�s
execution. For this reason, professional programmers normally use compilers rather than
interpreters in developing systems.

In the early days of computers, programs were frequently written in assembly language.
Today some programmers use assembly language whenever they develop programs for a
new kind of computer or when they want the fastest possible execution speed. Software
called an assembler translates from the symbolic assembly language into machine
language.

Procedural languages require programmers to specify the procedure that are to be
performed by a program. Other language translation programs, called non-procedural
languages, require only that the programmer specify what is to be performed. The
software then figures out how to do it and makes it happen. Also called fourth generation
languages, this software makes it much easier to generate reports from data files. A user
of the package, such as a manager or a programmer, specifies in a non-procedural
language the data to be displayed or printed. The language translation package interprets
these commands, formats the report, displays it at ter minal, and prints it on a printer.

Data Management Software

When learning a programming language, programmers learn to use input and output
commands such as READ and WRITE. These commands identify to the computer system
the procedure the user wants executed, and the system figures out how to do it.
Programmers of early computers were required to specify in programs not only the
desired procedure but also how the procedure was to be carried out. This made
programming these machines complex and time consuming. Because computer systems
use these procedures so frequently, computer manufactures developed data management
software.

On large computers, data management software determines how to locate desired data
when it is transferred from a peripheral device to the central processor. It also determines
where to record and transfer  from the central processor to a peripheral. This software
allows a user to execute the foregoing simple commands without being concerned about
the mechanics of input and output. This capability greatly eases the task of programming
a new system. (On most personal computers and modern systems, the operating system
performs these file management functions).

When designing a system, a project team selects for each set of data in the system a
method of accessing the data. Each method requires that the system has a data



management program to implement it. On large computers, these programs have names
such as VSAM (Virtual Storage Access Method) and ISAM (Indexed Sequential Access
Method). Many systems, particularly modern systems, use another form of data
management software called a database management system (DBMS).

Communications software

Computer networks use communications software to control the flow of data over the
network. The functions of the software depend on the kind of network. Networks called
teleprocessing networks consist of a single computer with many attached external
devices. These networks use communication control programs to communicate with these
devices. Often such networks have terminals attached to the computer. If so, the system
uses software called terminal control programs or telecommunications monitors. The
network may use a small processor, called a communications processor, to execute these
programs.

Other networks consist of many computers and external peripheral devices. Called
distributed systems, these networks require software to properly route data from
computer to computer. Network control programs, LAN (local area network) managers,
and communications routers may be used for this purpose.

Applications Software

In an earlier chapter, you learned that an information system is composed of application
systems such as payroll, billing, and accounting systems. In a computer based system,
these application systems rely on computerized processes to accomplish their goals. The
computer programs used in these systems are examples of applications software.
Applications software may be broadly classified into three categories: General purpose
software (such as personal computer packages), transaction processing software (such as
payroll and billing programs), and decision support software (such as computer models).

General Purpose Application Software

Personal computer (PC) users become familiar with general purpose application software.
They use word processing packages to prepare letters and documents, spreadsheet
packages to manipulate numeric data, data management packages to handle large sets of
data, and internet browsers to access the World Wide Web. Many other kinds of general
purpose software exist. By learning the commands used by the package, PC users have
powerful tools for creating and executing their personal applications.

Transaction Processing Software

Most transaction processing software automates procedures that have been performed
manually for centuries by accountants. Although these procedures may vary from one
organization to another depending on the technology used and the preferences of
management. The variations are predictable. For this reason, few organizations today
choose to develop in house programs for processing general ledger, accounts receivable,
accounts payable, or payroll. They find it quicker and less costly to purchase this
application software from software development companies. Frequently they modify
these packages to suit the preferences of their management.



When an organization chooses to develop its own applications software, it may choose to
do so using an application generator, which is a computer program that writes other
programs. Members of the implementation project team specify to the application
generator the data, inputs, and outputs of the application program. The software package
then produces a source program in a procedural language that satisfies the specifications.

Because application generators are more difficult to use than fourth generation languages,
they are seldom used by managers to produce adhoc reports. However, their use is
quicker than programming in a procedural language. Furthermore, the programs
generated operate more efficiently than those written in a fourth generation language.

Decision Support Software

A third classification of applications software consists of computer programs used in
decision support systems. These programs are created to help managers make decisions.
Decision support software includes computer models and most expert systems.

Managers use computer models to evaluate alternatives in both structured and
unstructured decision making. Optimization models, such as linear programming
formulations, are useful for making repetitive decisions in structured situations. For
example, linear programming is often used in determining an optimal product mix.
Managers frequently use simulation models in unstructured   situations. These models
rely on data estimates and require the evaluation of numerous �what if� scenarios.

Probably the most commonly used simulation model is the financial model, which is
similar to a computerized budget. To create a financial model, a programmer describes in
equations the relationships between a dependent variable   and several independent
variables such as sales volume and costs. A manager executes the model to determine
how net income would be affected by different decision alternatives. Several non-
procedural languages and spreadsheet packages make it easy for managers to create their
own financial models. Some fourth generation languages provide this modelling
capability.

Computer models are useful in describing decisions that can be analysed as algorithmic
processes, whose relationships can be described by equations in a computer program. The
inputs to the decision can be stated as inputs to the equations, and the results of the
decision can be predicted by solving the equations. Many management decisions,
however, do not have these characteristics and are better served by a form of decision
support software known as the expert system.

Expert Systems

Expert systems are a practical result of research in a branch of computer science called
artificial intelligence. An expert system is an online, real time system that uses computer
programs and the knowledge of a human expert to mimic the expert�s decision in the
expert�s field. Expert systems have applications in many areas, including medicine,
computer system design, equipment maintenance, accounting, and auditing.

***********

7 Business continuity plan of a data centre:



Contingency plans

A contingency plan ( also called a Business Continuity Plan or a Disaster Recovery
Plan) is a formal document that describes procedures to be used should a catastrophe
occur at the data centre. Catastrophes such as fires, explosions, floods, or tornadoes are
unlikely, yet when one occurs, it can completely destroy a facility. If all accounting
records are destroyed, for example, it will be difficult to collect receivables and
determine how much the organization owes to
vendors and employees. The contingency plan should provide adequate insurance
coverage, designate alternative locations for processing and data storage, identify vital
applications, and assign responsibility for recovery procedures.

Provide Adequate Insurance Coverage

Periodically, management should review the insurance coverage for the data centre.
Insurance should be adequate to replace equipment and software destroyed by a
catastrophe. Management should also purchase business loss insurance. This
compensates the organization for the costs of reconstructing the database and for any
revenues lost due to computer downtime.

Designate an Alternative Processing Location

It a data centre is destroyed, the IS activity may require many months to
place it in operation again. Because some applications are vital for this
continued existence, the organization should identify another computer that it
can use during reconstruction. As an alternative processing site, many
companies designate another of their data centres at a different location.
Smaller organizations may reach a reciprocal alternative processing
agreement with others that have similar equipment. Or they may arrange to
use a service bureau or time-sharing service. The alternative site must have
enough unused processing capacity to process all vital applications.

Identify Vital Application

Vital applications are those the organization requires to continue operating. If a data
centre is destroyed, the IS department must implement these applications first at an
alternative processing location. Management must identify vital applications and ensure
that they can be implemented quickly at the alternative site in the event of a disaster.

Accounts receivable and accounts payable are vital applications to most organizations.
Other applications are vital in specific industries. For example, an airline reservations
system is vital to an airline, and a computerized typesetting system is vital to a
newspaper. These companies cannot function if management fails to reimplement them
promptly. Vital applications require an off-site storage location.

Designate an Off-site Storage Location

Management should designate a place, away from the data centre, to store item necessary
to continue operating the vital applications. These include copies of system software,



programs, backup data files, documentation, and operating instructions. Management
should establish policies ensuring that these items are current. Some organizations use the
alternative processing site for this purpose. Others use a warehouse that is convenient,
secure, and safe from environmental hazards, and has controlled access.

Assign Responsibility

Management should assign responsibility to an individual for maintaining and
implementing an up-to-date contingency plan. This includes acquiring an
adequate alterative processing site, selecting a satisfactory off-site storage
location, keeping current backup files at that location, and testing the plan.
Someone should be designated in advance as responsible for beginning
recovery procedures if a catastrophe occurs. The plan should also identify
and assign other responsibilities necessary to begin operation at the
alternative site. Assigning responsibility in advance minimizes delays at a
time when top management is preoccupied with things other than the
information system.

A contingency plan prevents the sizable financial losses an organization could incur if an
information system were destroyed. Because a contingency plan affects several vital
applications, it is a general control. A third kind of control concerns segregation of duties
at the data centre.

***********

8) (a) Rate making of an insurance policy:  Broad guidelines adopted by a rate-maker are:

1. That rate should be adequate to meet loss burdens, yet not be excessive.

2. The rate should allocate cost burden among insureds on a fair basis.

3. The rate should encourage loss control efforts among insureds, if possible.

Although these criteria look simple enough on casual review, applying them raises many
difficult problems. Some of these problem, many  of which will probably never be
completely solved either by insurerrs or by regulatory authorities, are described in the
following paragraphs.

Adequacy of the Rate

If a rate is to be adequate but not excessive, how wide a margin should these limits
impose? From one standpoint, an underwriter may reason that to have an adequate
premium, it is necessary to collect an amount sufficient for all possible contingencies,
whereas another underwriter may have a much different view of the size of these possible
contingencies. This problem arises from the fact noted above that the insurance rate must
be set before all the costs are known. In many lines of business, the entrepreneur may
ascertain all or nearly all cost before setting a price. If costs cannot be determined, the
entrepreneur will usually insist that the contract of sale be subject to later adjustment to
reflect the actual costs or will insist on a cost plus type of contract. In insurance,
however, a definite estimate must often be made in advance, with no possibility of later
negotiation if the estimation of loss was incorrect. Frequently, these estimates are



inaccurate because they are derived from past experience; the insurance contract may
involve a substantial future period during which conditions change drastically. It is easy
to see that opinions as to the future of insurance costs can vary widely.

The problem of preventing rates from becoming excessive has been the subject of much
legislation, yet unrestricted competition sometimes leads to rates that are too low for the
long-term solvency of insurance companies. Having rates that are too low is just as bad
as, if not worse than, having ones that are too high. Above all, the insured is seeking
assurance that personal losses will be paid if and when they occur.

Fair Allocation of Cost  Burden

Just how far should the underwriter go in developing a rate that completely reflects the
true quality of the individual hazard, thus making the rate fair? The issue is of particular
concern to risk managers of businesses as they select appropriate risk management tools
for various situations. Theoretically, for life insurance purposes there should be an
attempt to set individual premiums on the basis of occupation, income, marital status,
drug or alcohol consumption, smoking record, and longevity of parents. In practice, none
of these factors affects the premium individually because age, sex are almost the sole
discriminants. If the criterion of fairness is carried to an extreme, it might be said that
each person should receive a slightly different rate to reflect that person�s particular
situation. This, of course, would be impossible to administer and would make the rate-
making task hopelessly complex. However, a decision must be made concerning where to
draw the line and what criteria of fairness to use.

***

8 (b) Rate making methods: One of the most difficult problems in insurance is that of
developing rate-making method that meet the criteria discussed above. The methods
employed can seldom meet these criteria, and underwriting judgment, unsupported by
statistical evidence, often plays a major role in rate making. The calculation of an
insurance rate is in no sense absolute or completely scientific in nature. As in most areas
of the social sciences, the scientific method in insurance makes its greatest contribution in
narrowing the area within which executive judgment must operate. The basic approaches
to rate making follow.

MANUAL OR CLASS RATING (PURE) METHOD
The Manual, or class rating, method sets rates that apply uniformly to each exposure unit
falling within some predetermined class or group. These groups are usually set up so that
loss data may be collected and organized in some logical fashion. Everyone falling within
a given class is charged the same rate. Any differences in hazard attributable to individual
risks are considered immeasurable or relatively small.

The major areas of insurance that emphasize use of the manual rate-making method are
life, workers� compensation, liability, automobile, health, homeowners�, and surety. For
example, in life insurance, the central classifications are by age and sex. In automobile
insurance, the loss data are broken down territorially by type of automobile, age of driver,
gender of driver, and major use of automobile. In each case, it is necessary only to find
the appropriate page in a manual to determine the insurance rate - hence the term manual



rate making. The central technique in manual rate making is the pure premium method, as
illustrated above. Today, such manuals are on the computer.

LOSS RATIO METHOD
It may be impractical to employ the manual rating method in developing a rate because of
too many classifications and sub-classifications in the manual. In other words, there may
be so many categories involved that losses on only a small number of exposures occur in
a given time period. This small number of losses may be deemed insufficient exposure on
which to base decisions from a statistical point of view. As a consequence, the new rate is
developed by comparing the actual loss ratio, A, of combined groups with the expected
loss ratio, E, and using the formula:

A/E = percent change indicated

For example, suppose that the actual loss ratio is 0.80, but only 0.70 was expected when
the old rate was promulgated. In this example, A=0.80, E=0.70, and the formula yields
0.80/0.70. The new rate would be 8/7 times the old rate, or nearly 14 percent higher. The
loss ratio method is actually a rate-revision method rather than a rate-making method.

INDIVIDUAL OR MERIT RATING METHOD
The individual or merit rating method recognizes the individual feature of a specifics risk
and gives a rate that reflects the particular hazard. A variety or merit rating plans are used
to give recognition to the fact that some groups of insureds, and some individual insureds,
have loss records that are sufficiently credible to warrant reductions (or increase) in their
rates from that of the class to which they belong.

One generally used device is for the underwriter to set up special rating classes for which
discounts from the manual rates are made, either beforehand in the form of a direct
deviation, as it is called, or as dividend payable at the end of the period. Presumably only
those insureds meeting certain requirements are eligible for the special rate. For example,
some direct writing companies, severely restrict the classes of risk they underwrite and, if
warranted, pay substantial dividends as a reward for loss control efforts.

In the field of life insurance, insurers pay dividends that differ in amount according to the
type of policy. Life insurers also grant rate deviations for special classes of insured
groups, known preferred risks, and charge extra premiums on other groups, called
non-standard risk. Automobile insurers may use this method by distinguishing among
applicants on the basis of their type of automobile and their traffic violation records. In
workers� compensation, certain groups are entitled to a premium discount that various
according to the size of the annual premium.

SCHEDULE RATING
Another widely used plan of individual rating is schedule rating. The best example of this
is in the field of commercial fire insurance, where each individual building is considered
separately and a rate is established for it. The physical features of the structure are
analysed for factors (such as the presence of sprinklers, distance from a fire station, and
type of construction) that presumably affect the probability of loss, and rate credits are
given for good features in the form of a listing, or schedule. In effect, the insured is
rewarded in advance for features in the form of a listing, or schedule. It is hoped to yield
a lower loss cost for all similar structures as a group. Schedule rating is also used in



burglary insurance, with the insured being given rate credits for loss control devices such
as burglar alarms and burglar proof safes.

EXPERIENCE RATING
A third way in which an individual risk may receive special consideration by the rate
make is through experience rating. Experience rating is permitted in cases where the
hazards affecting the insured�s operation are sufficiently within the insured�s control so
that it is reasonable to expect a reduction of losses through special efforts. If such special
efforts are made, the insured is permitted a lower insurance rate for the coming period.
Unlike schedule rating, which grants a discount for safe feature, experience rating
requires that the insured proves the ability to keep loss ratios down before being qualified
for a loss reduction. Most experience rating formulas also impose a rate increase in case
the loss ratios become higher than expected. Experience rating plans are using in
workers� compensation, general liability, group health, commercial auto liability, and
other lines of insurance.

RETROSPECTIVE RATING
A final way of recognizing individual differences in risk is through retrospective rating.
In contrast to experience rating, under which rate adjustments apply only to the future
period, retrospective rating permits an adjustment in rates for the period just ended. The
premium is determined, in whole or in part, by the actual record of losses suffered by the
insured during the policy year. The final premium is determined after all the facts have
been determined. Employers become partial self-insurers, but they use the commercial
insurer to limit their losses.

COMBINATION METHOD
In many lines of insurance, a combination of manual and merit rating is used in different
degrees. The rate maker may develop a manual rate and then proceed to set up a system
whereby individual members of a group may qualify for reductions from the manual rate
if certain requirements are met or may be subjected to increased rates under certain other
conditions.

********

9) Application of I.T. in Insurance:

Changes with the technology sector of the insurance industry are occurring with
unprecedented speed, travelling farther and impacting companies more fully than ever
expected. Business drivers are leading insurers to look for technologies and business
processes that are significantly different from anything they have used before. Driving
forces such as market globalization, merger and acquisition activity, and the critical need
to adopt market segmentation strategies are forcing companies to move to the information
age at an unprecedented pace. Those unwilling to make the move risk being left behind
with unsatisfactory business levels, declining profits, and ultimately, the inability to
survive.

Information technology (IT) is transforming the insurance industry in some very
fundamental ways. How IT was used in the past and is applicable in the current day in
insurance sector is discussed here under. We also look at how Business Intelligence (BI)



is rapidly emerging as the tool for providing competitive advantage to an insurance
company

The Earlier Business Model

In the pre computer days, agencies, handled almost all customer service. Though manual,
this system was efficient in that there was no duplication of processes by agencies and
insurers. The insurer�s main role was to provide financial backing and keep statistical
information.

The advent of computers in the 1960s allowed insurers to change their business model.
As mainframes became entrenched, more functions flowed back to the home office.
Agencies did less, and big bureaucracies in both home and branch offices became
necessary to run the company�s business.
Built around centralized control and a large bureaucracy at the home office, the old
business model customarily relies on a mainframe or other large computer system. This
technology foundation offers centralized processing power and huge data storage
capacity.

However, under this model, customer support for billing, claims, and policy servicing are
often split between the agent and the company, and then often handled by different
company departments. Customers with multiple concerns are bounced from agent to
company and from department to department, introducing many opportunities to commit
errors. That often results in a dissatisfied customer and high service costs that are difficult
to manage.

In this environment, a cadre of highly trained and expensive programmers are needed to
maintain the mainframe or large computer system. Users, such as marketing staff and
underwriters, must make a written request to the Information Systems (IS) department,
which then puts the request in its queue. The order may take weeks, months, or years to
fulfil. The first attempt is often sent back for fine tuning because of communication gaps
between the business unit and the IS department and time lags need definition and
programmed resolution.

Today, the mainframe or other large computer system is still an industry workhorse. But
insurers are recognizing that it is a millstone because the environment is so inflexible.
Changing any business process is time-consuming and requires expensive programming,
and even then the results may not be optimal. The enormous cost and anxiety spurred by
Year 2000 compliance issues provides an extreme example. That�s why many insurers
are no longer putting new lines of business on their mainframes, turning instead to
client/server systems that offer a superior, user-friendly development environment
centred around fulfilment at the point of sale.

Application of IT in Insurance (The New Business Model)

There has a revolution in the way insurance companies do business. The new emerging
business model depends heavily on information technology.

What is this new business model? Primarily, it is customer-oriented. That is, all processes
are designed to satisfy customer needs, rather than the company�s needs. The new model
is also decentralized; with more responsibility and power given to the people who are on



the front lines with the customers-whether they are independent agents, brokers, captive
agents, or company employees.

Giving these people the automated tools they need to handle all customer requests, often
in a single session, lets insurers satisfy customer needs faster and better. As a result, the
new business model is flexible, responsive, and cost-efficient.

Many established companies, especially those with a keen eye on the strategic advantages
of leading-edge automation, have already adopted the new technology-driven business
model either comprehensively or in specific niches, such as a speciality line or a residual
market. And forward-thinking start-ups are now running their entire company on the new
business model and powering with a network of personal computers.

Features of Information Technology

Client/Server Technology

This is the technology footing that powers the new business model. It is the engine of
change that is breaking the stranglehold of the mainframe model.

Client/Server is a system in which most of the active computing, or processing, can be
done on �clients� - inexpensive but powerful personal computer workstations. Meanwhile,
the server stores a central database. Servers can be lined to clients by a local area network
(LAN); a wide area network (WAN) using dedicated lines, or even ordinary dial-up lines.
Ultimately, the link can be the Internet or company intranets.

Today�s servers are powerful, fast, and reliable. Many have multiple processors and hard
disks that allow scalability and automatic backups in the form of data redundancy. The
clients and the server combine to become a virtual supercomputer with enormous
processing
power. A client/server system thus can support a sizable insurance company�s processing
environment.

***
10) (a) Buy Vs. Build in B.I. solution:

Insurers that have recognized the need for a business intelligence solution have a difficult
decision to make. The question of buy vs. build must be closely examined. It was
formerly unheard of to buy any type of IT solution. In the late 1970s, insurers were
building claims and policy administration systems from scratch. It was not until the early
to mid-1980s that some companies started to revolutionize the policy systems market by
developing package solutions that fulfilled the administration requirements of insurers. It
is now much more likely for an insurer to purchase a policy and claims system. Insurers
have steered away from building a system from scratch given the high level of risk and
costs, as well as the uncertainty connected to a project of this size.



The same trend is emerging in the business intelligence market. In the early 1990s,
companies saw the information potential of building a decision support system, but the
cost of a 3 to 4-year project to develop the system was exorbitantly high.

Building a data warehouse became more efficient in the latter half of the 1990s. Reduced
hardware costs and tool solutions, such as data extraction and transformation tools, have
made development more cost-effective. However, risks and uncertainty still exist. Before
initiating a project  from scratch, the following should be considered:

Resources. Do the resources on staff exist to develop and complete a project of
this size and complexity? The effort involved in BI projects should not be
underestimated.

Time. Are sponsors of the BI system willing to wait for a completed system?
Developing this type of solution from scratch typically takes at least two full
years to complete. Business environments can change in that time frame. Will the
outcome meet the needs of the business at the completion of the project?

Cost. Is the company willing to support the cost of a system from scratch, keeping
in mind that a majority of those who develop heir own system typically have to
scrap the project once or twice during the development phase?

***

10 (b) Distributed Data Systems:

Distributed Systems

A distributed system contains two or more processors connected by data communications
links. Thus, the processing done by the system is distributed between two or more remote
locations. The communication links may utilize telephone lines, microwave radio relay
towers, communications satellites, or a combination of these.

Some systems use a single large mainframe computer connected to several
minicomputers or microcomputers. Others utilize several processors of approximately
equal size and speed. Each processor may have its own peripheral equipment, or
processors may share peripherals. A decentralized network in which users have hands-on-
access to processors and can develop their own applications is called end user computing.

Advantages and Disadvantages

Why have companies adopted distributed processing systems? The first and probably
most significant reason is that distributed systems are so adaptable to the needs of users.
Managers at remote sites control their own processing and do not have to rely on a distant
centralized processor as in a teleprocessing system. Because each site has its own system,
each site can customize or develop its own applications.

Second, in most cases, distributed systems decrease costs of data communication. For
example, local processing of accounting applications avoids the transfer of large numbers
of transactions across the communication link.



A third advantage is reliability. A distributed system has multiple processors, each of
which serves as a backup processor for the others; when one processor malfunctions,
another can execute its applications.

And finally, another advantage is the flexibility of the distributed system. The processing
capability of the network can be increased by expanding the number of its processors.
This is much easier than upgrading a centralized system by replacing its processor with a
larger one.

Distributed systems have disadvantages as well. Control of the system is more difficult
because managers at remote locations can make unauthorized changes to their systems.
Sometimes these managers decide that internal control measures are unnecessary and
cease to implement them. This may introduce incorrect data into the network. Adequate
security for the system is more difficult to achieve because security procedures must be
implemented at numerous sites. Technical support is harder to provide if the distributed
system employs varying brands of hardware or software. Nevertheless, companies that
implement distributed networks conclude that their advantages outweigh the
disadvantages.

10 (c) Data encryption:

When the contents of data records are especially sensitive, management may conclude
that data encryption is worthwhile. With encryption, a computer program encodes, or
�encrypts� data -that is, it translates data into a code from its original form in a language
such as English. To read the data, a user must know how to use the encryption program in
order to decode the data and the password or the �key�.

Encryption may be appropriate, for example, with data subject to privacy restrictions,
such as salaries, criminal records, and personnel evaluations. Or it may be desirable for
data that might be the object of espionage, such as competitive or military data. Some
organizations also encrypt the source language versions of computer programs in order to
prevent their theft.

When management decides to use encryption, it chooses from either private key or public
key methods.

SYMMETRIC KEY ENCRYPTION
This approach uses a single specified data field, the encryption key. To encode data, a
user must provide the encryption program with this code. The program uses the
encryption key to translate from plain text into encoded text. If at a later time other users
wish to read the data in plain text form, they again input the key to the program. The
encryption program uses this key to decode the data before making it available.

Symmetric key encryption requires that all users of the data, both those modifying it and
those reading it, know the same key. Because knowing the key provides access to the
data, users must keep private their knowledge of the key. For this reason, it also called
�private key encryption�.

PUBLIC KEY ENCRYPTION (ASYMMETRIC KEY ENCRYPTION)



This form of encryption uses two types of encryption keys, one to encode the data and
another type to decode it. The data security officer creates a pair of keys for all potential
users of the data. One key from this pair is distributed to all the other users. Because it is
known to all users, it is the �public key�. The other key is kept secret and known only to
one single user and called the �private key�.
Public key encryption methods provide better security over data in two ways. First, with
them, the computer program identifies the specific user from the user�s private key and
then uses other techniques (such as a password) to verify this user�s identity. Such a
verification procedure is impossible with private key encryption. Second, public key
methods require less stringent controls over the public key. Even if unauthorized users
gain access to the public key, they cannot use it to decode encrypted data. With private
key encryption, if the key becomes known to an unauthorized user, this person can
decode the data, and the key must be changed. This requires notifying all users of the new
key while keeping it secret, which is time consuming and difficult.

10 (d) Teleprocessing Network:

Teleprocessing networks connect peripheral devices at remote locations with a single
central processor, usually a mainframe computer. They allow data entry at remote
locations, such as in a different building or at a branch office in a different city. This data
moves across a communication link to the central processor at a data centre, where an
application program processes it. Outputs from processing, such as CRT (Cathode Ray
Tube) displays or reports for printing, may move from the CPU to the remote site.
Outputs also may be printed or stored in secondary storage files at the data centre.

Mainframes are also known as large scale computers or general purpose computers. They
are large, fast, powerful, and flexible in what they can do. Mainframes are useful not only
for accounting and management purposes but also for scientific and engineering
applications. The cost of a mainframe system usually totals crores of rupees.

A configuration built around a mainframe may include dozens of tape and disk drives,
hundreds of terminals, and several high speed printers. A teleprocessing network also
includes a communications processor. This smaller processor controls communication by
the central processor with remote terminals.

Many companies use the telephone lines intended for carrying voice signals as
communication links in a teleprocessing network. When they do this, they must add
modems to the network to translate digital singles coming from the remote device into an
audible signal appropriate for the telephone line. They add another modem at the central
processor to translate from the audible signal back to digital. Technical people say that
the modem modulates and then demodulates the signal at each end of the telephone line
thus-the origin of the name.

Distributed Systems



A distributed system contains two or more processors connected by data communications
links. Thus, the processing done by the system is distributed between two or more remote
locations. The communication links may utilize telephone lines, microwave radio relay
towers, communications satellites, or a combination of these.

Some systems use a single large mainframe computer connected to several
minicomputers or microcomputers. Others utilize several processors of approximately
equal size and speed. Each processor may have its own peripheral equipment, or
processors may share peripherals. A decentralized network in which users have hands-on-
access to processors and can develop their own applications is called end user computing.

Advantages and Disadvantages

Why have companies adopted distributed processing systems? The first and probably
most significant reason is that distributed systems are so adaptable to the needs of users.
Managers at remote sites control their own processing and do not have to rely on a distant
centralized processor as in a teleprocessing system. Because each site has its own system,
each site can customize or develop its own applications.

Second, in most cases, distributed systems decrease costs of data communication. For
example, local processing of accounting applications avoids the transfer of large numbers
of transactions across the communication link.

A third advantage is reliability. A distributed system has multiple processors, each of
which serves as a backup processor for the others; when one processor malfunctions,
another can execute its applications.

11) (a) Sources of security risk in Information systems:

Criminals who gain unauthorized access to computerized records may alter data to
defraud the organization. Security features prevent unauthorized access and thereby
safeguard the organization�s assets. A computer-based system that safeguards its data
from risk is one that provides adequate data security.

Sources of Security Risk

Weaknesses in data security allow risks from three sources: internal, external and
collusive.

Internal Sources

Internal sources of risk are employees who might exploit weaknesses in data security.
They include managers and operations level employees.

OPERATIONS-LEVEL EMPLOYEES

Operations-level employees include data entry clerks, computer operators, and factory
workers. Because these employees have routine access to the assets of the organization,
they have opportunities to steal these assets. They have, however, only limited access to
computerized records concerning assets.



When the organization implements good segregation of duties, no one has both custody of an asset and
access to the records concerning that asset. This separation restricts the ability of operations - level
employees to both steal the asset and conceal the theft by altering computerized records.

MANAGERS

Managerial and supervisory employees have greater access to records but fewer
opportunities to steal assets. Although they can more easily falsify records to cover a
theft, it is difficult for managers to steal an asset without the knowledge of others in the
organization. They may, however, bypass restrictions by threatening to dismiss
operations-level employees who know of their thefts.

External Sources

External sources of risk include business contacts and potential criminals who have
opportunities to steal the organization�s  assets.

BUSINESS CONTACTS
Several kinds of business contacts have the opportunity to commit a computer-related
crime. The major sources of risk are customers and vendors. Because they process
transactions with the organization, the employees of customers and vendors have indirect
access to assets and to records. The greatest risk occurs when their employees act in
conjunction with one of the organization�s employees. Acting together, they may commit
a theft and conceal it by entering fraudulent transactions in the computer-based system.

Former employees also constitute a risk to an information system. Frequently they have
intimate knowledge of the system and its control weaknesses. If they hold a grudge
against their former employer, they may attempt to exploit weaknesses to commit
computer-related crimes.

Another source of risk is business competitors who may seek competitive advantage by
gaining access to confidential data stored in computer files.

UNKNOWN CRIMINALS
Other criminals may also become sources of risk to computerized records. Hackers
attempt to bypass system security features using access by telephone. Other unknown
criminals write programs (called viruses) that maliciously destroy data, erase programs,
or use up system resources. Usually the challenge, rather than theft, is the motive for
these criminals. Nevertheless, they can do extensive damage to an organization�s
database. Organized crime may also exploit weaknesses in data security to defraud an
organization of its assets.

Collusive Sources:
Collusive sources of risk exist two or more individuals conspire to defraud an
organization and to conceal the theft by altering computerized records. All organizations,
even those with adequate segregation of duties, are subject to frauds from this source. For
this reason, auditors must be aware of these sources and adopt procedures to prevent or
detect them. Collusive sources exist in two forms: internal collusion and external
collusion.

INTERNAL COLLUSION



Internal collusion occurs when two or more employees of the organization cooperate to
bypass its control policies, practices, or procedures. For example, internal collusion
occurs when an operations employee steals an asset and a manager or another employee
conceals the theft by falsifying records. Effective segregation of duties may not prevent
frauds of this kind.

EXTERNAL COLLUSION
External collusion exists when an employee acts with a non-employed to defraud the
organization. The non-employed may simply be an acquaintance or an employee of one
of the organization�s business contacts. For example, a vendor�s employee mails a
fraudulent invoice to the organization. A clerk in the accounts payable department uses it
to support issuing a check to the vendor. The vendor�s employee intercepts the check,
cashes it, and shares the proceeds with the accounts payable clerk. Good cash
disbursements procedures prevent this form of external collusion; however, other forms
are more difficult to prevent or detect.

In organizations with sound control policies, practices, and procedures, managers and
collusive sources are the primary sources of risk. Without good internal control, risks
exist from all sources.

***

11 (b) Risks associated with data security:

Risks

Just as you must know the sources of risk due to weaknesses in data security, you must
also understand the four risks: destruction, espionage, invasion of privacy, and fraud.

Destruction of Data or Programs

All information and data are important, but certain data and program files are vital to the
operation of any organization. These represent information that is difficult to reconstruct
accurately if destroyed.

Destruction of data or programs may be accidental or it may be intentional. The data
centre minimizes the risk of accidental destruction by employing trained computer
operators, by having a computer operations manual that describes procedures for
safeguarding data, and by following standard data backup policies. They prevent
intentional destruction by having security procedures that eliminate the possibility of
unauthorized access to data files. Computer viruses enter the system on data obtained
from outside the organization. Companies minimize the risk of damage from viruses by
obtaining data only from the safe, reliable sources. They routinely use virus detection
software to ensure that viruses have not infected personal computers.

Espionage

Managers are continually concerned about the action and plans of competing companies.
They can acquire much useful information about competitors by granting access to
computerized data. For example, lists of customers are useful to a competitor�s sales
force. Competitors can learn proprietary manufacturing processes by accessing certain



production data. They may learn pricing strategies by accessing sales or cost accounting
records. Budget data disclose plans for future operations and capital expenditures. Payroll
data reveal information on pay rates a competitor may use to lure away key employees.

Espionage is primarily an external threat. However, a competitor may also gain access to
sensitive data by collusion with an employee.

Invasion of Privacy

Computerized data files contain much personal information about individuals. Disclosure
of this information is an invasion of privacy. For example, many employees object to
release of data concerning their pay rates, ages, pension records, or home addresses.
Customers expect confidentiality concerning current balances, credit ratings, and
payment histories. In many countries, laws protect individuals from release of personal
information contained in data files. These laws require organizations to maintain
adequate security for personal data.

Threats to privacy come from hackers and from employees. Hackers enjoy examining the
contents of computer files simply to learn about other people or to demonstrate their
ability to bypass security. Employees may gain unauthorized access to pay rates, for
example, when dissatisfied with their own pay.

Employee Fraud

Fraud is the risk that affects the accuracy of the financial records and results in loss of
assets. Frauds result in misstatements of assets and expenses in the financial statements.
Major frauds also endanger the ability of an organization to continue its operations. Many
control policies and procedures protect against fraud by lower-level employees.
Employees at a managerial level, however, may be in a position to override these
controls. And when employees collude with other people, either internal or external to the
organization, controls may fail to prevent or detect fraud.

The Fraud Triangle
Perpetrators of the biggest frauds are usually highly trusted employees in their
companies. These are people who have the opportunity to commit long-running crimes
without detection. The circumstances that motivate a person to commit fraud against an
employer are known as the fraud triangle. It consists of pressure, rationalization and
opportunity.

A good system of internal control limits the opportunities to commit fraud. When an
organization has proper segregation of duties, it separates custody, record keeping, and
authorization of transactions in an asset. Thus, if an employee commits a fraud, another
employee is in a position to discover it. However, even good systems are limited by the
possibilities of collusion or management override of controls.

Whenever employee fraud occurs, the three circumstances of the fraud triangle are
present. The employee must have an opportunity, must feel pressure from some sources
to commit the crime, and must be able to rationalize the behaviour. Management can
prevent many employee frauds by recognizing when these circumstances occur for its
employees.



Just as recognizing the fraud triangle aids in preventing frauds, knowing the components
of any fraud aids in detecting them.

Components of Fraud
The most common employee frauds consist of three acts: theft of assets, conversion of
those assets and concealment of the theft.

THEFT
An organization entrusts its employees with its assets to they can perform their duties. A
fraud begins when someone steals assets. This causes the overstatement of the asset in the
financial records.

Because of its liquidity, the most desirable asset to a thief is currency. Most organizations
implement controls making a theft of currency difficult to commit and conceal.
Therefore, most frauds involve stealing other assets such as cheques, inventory, or
equipment. These require a second fraudulent act, conversion of the assets.

CONVERSION
When a criminal steals an asset other than currency, usually the asset itself is not valuable
to the criminal. So the criminal attempts to convert the asset into currency. This occurs,
for example, when a thief sells stolen inventory or equipment or cashes a stolen cheque.

Conversion does not affect the accuracy of the financial records, but it does provide
opportunities to detect a theft. Furthermore, making conversion difficult is an effective
way to discourage theft.

CONCEALMENT
A thief who has an ongoing relationship with an organization, such as an employee or
business contact, usually attempts to conceal the theft. This either prevents or delays
recognition of it or prevents identification of the thief. Concealment provides additional
opportunities to steal and can result in an ongoing fraud.

To conceal a theft, the criminal must alter the records concerning the stolen asset. For
example, if inventory is stolen, the thief must alter the inventory records. Otherwise, an
auditor or supervisor could discover the theft when performing a routine inventory count.
Alterations to the records require fraudulent accounting entries that produce misstated
financial information. They require that the thief bypass those system controls limiting
access to data.

********

12) General controls in computer systems and categories:

 General controls are the information system controls that affect all applications of the
computer in the organization. The four categories of general controls are.

Data Centre Operations Controls




